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SUMMARY of CHANGE

AR 190-11
Physical Security of Arms, Ammunition, and Explosives

This revision-

o Requires review of DA Form 4604-R, Security Construction Statement, during
physical security surveys and inspections and revalidation by engineer
personnel every 5 years (para 2-2d).

0 Requires close monitoring by all officers, noncommissioned officers, or
civilian equivalents of control of ammunition and explosives during field
training or range firing to eliminate most security problems (para 2-5f).

o Requires installation commanders providing logistical support to provide a
copy of an unsatisfactory physical security survey or inspection concerning
ReservecomponentandReserveOfficer Training Corps(ROTC)units,toinclude
written comments to showwhich elements have received copies (para 2-6a(4)).

o Does not allow ROTC/Junior ROTC units, gun clubs, and activities under the
responsibilityofthe Directorof CivilianMarksmanship Programtopossessor
store Category | or Category Il arms, ammunition, or explosives (AA&E) (para
2-7).

o Abolishes the requirement to provide copies of the results of AR 15-6
investigationstothe Commander, U.S. Army Military Police Operations Agency
(para 2-9c).

o Abolishes the requirement for appointment of and instructions for boards of
officers and investigating officers (para 2-9c).

o ldentifies additional personnel selection requirements for transporting
Categories|, Il, or classified AA&E (para 2-11).

0 AddsanewDAForm7281-R (Command Oriented Arms, Ammunition, and Explosives
(AA&E) Security Screening and Evaluation Record) to aid in the screening
process of AA&E assignments (para 2-11).

o Abolishes exemption for officer personnel from command developed security
screening proceduresbeforeaccesstoCategorieslandllisauthorized (para
2-11b).

o Requires formal agreements concerning physical security requirements for
AA&E to be implemented by an appendix to a host tenant activity support
agreement or by a letter of instruction (para 3-2c).



Requires AA&E storage facilities that require intrusion detection systems
(IDS)tobe protected by atleasttwotypes of sensors, one of whichmustbe a
volumetric sensor (para 3-6a).

Requiresciviliancontractoremployeesinvolvedinthedesign,operation,and
maintenance of IDS for AA&E facilities to possess a minimum security
clearance of confidential (para 3-6h).

Allowslocalforthe use ofelectronicgeneration DAForm5513-R (para 3-8a).

Requires the recording of combinations to locks on vault doors or GSA-
approved Class 5 or 6 security containers storing AA&E using the SF 700
(Security Container Information) (para 3-8b).

Revises table 4-1 (para 4-2f).

Incorporates the security requirements for AA&E at Army museums from AR 190-
18, section Il (para 4-13).

RequiresarmedguardstobepostedonCategorieslandllAA&Efacilitiesupon
failure of IDS (para 5-2a(3)(a).

Requires Categoriesllland IV bulk AA&E storage areas protected by IDStobe
checked by a security patrol at irregular intervals not to exceed 48 hours
(para5-2b(2).

Requires primary and backup communications at guard posts located at bulk
AA&E storage facilities to be tested daily by supervisor personnel (para 5-
7).

Gives King Tut blocks equal priority for the protection of Categories |
through IV AA&E (para 5-13).

Requires weapons to be registered in the DOD Central Registry prior to
shipment of abandoned and confiscated privately-owned firearms to Anniston
Army Deport (para 6-7a).

Adds/revisessecurityguidanceon:vesselmovementsofU.S.-owned AA&Etoand
from overseas and intra-theater movements (para 7-6¢); small quantity
shipments and organic and unit movements (para 7-9); foreign military sales
movements(para7-12);contractmovements(7-13);commercialshipmentsatDOD
installationsandactivities (para 7-14); andtransportationof marksmanship
weapons and ammunition (para 7-18).

Prohibits personnel from carrying, moving, or storing Government AA&E in
privately-owned vehicles either on or off installations (para 7-15).

Table 7-1 has been redesignated as paragraph 7-19.



Lifts the restriction on the use of containers on a flatcar shipment of
Categories | and Il AA&E, and revises security standards for AA&E shipment
(para7-19).

Requires overseasinstallation commandersto send completed DA Forms 3056 to
Director, Crime Records Center (CRC). Director, CRC, willberequiredtomake
lost, stolen, or recovered weapon entries into the NCIC from overseas
commands (para 8-3c).

Requireslost, stolen, orrecovered weaponstobe promptlyenteredinthe DOD
Central Registry (para 8-3f).

Clarifies that blank ammunition, .22 caliber rimfire ammunition, and inert
training ammunition is excluded from the requirements of this regulation
(paraB-1).

Addsthe AT-4antitankweaponto Category | (missilesandrockets) AA&E (para
B-2a(1)).

IdentifiestheM16A2rifleandthesquadautomaticweapon(SAW)asCategoryll
arms (para B-2b(1)).

Adds critical binary munitions components containing 'DF’ and 'QL’ as
Category Il ammunition and explosives (para B-2¢(2)(d)).

Revises physical security standards for commercial terminals (app C).

Revises and renames appendix E to losses/overages list for AR 15-6
investigations (app E).

Abolishes the semiannual reporting requirement (RCS CSPA-1645) Physical
Security of Sensitive Conventional AA&E (app G).

Moves AA&E facility criteria from chapter 4 to appendix G (para G-1).

Adds extracted information from DOD 5100.76-M in-- a. New appendix H
(replaces DODI 5220.30) and prescribes standards for safeguarding certain
categories of sensitive AA&E in the custody of or being manufactured by DOD
prime contractors and subcontractors. b. New appendix I, Enhanced
Transportation Security Measures During Terrorist Threat Conditions.

Authorizes exact replication of any DA or DD Forms prescribed in this
regulation that are generated by the automated Military Police Management
Information System in place of the official printed version of the form (app
A, seclll).
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Chapter 1 (b) Uncategorized Class A and B explosives when being trans-

General Information ported (see chap 7).
d. AA&E items covered by this regulation that are also classified
Section | will be stored and transported per AR 380-5, appendix H, AR
Introduction 55-355, chapter 34, and this regulation. Where specific individual
requirements differ between these regulations, the more stringent
1-1. Purpose requirement will be followed.

a. This regulation prescribes standards and criteria for the physi- e. MACOMSs will prescribe physical security requirements for
cal security of sensitive conventional arms, ammunition, and explo- AA&E items outside the scope of this regulation. Consistent with
sives (AA&E), including nonnuclear missiles and rockets, as set operational and safety requirements and this regulation, physical
forth in appendix B, in the custody of any Department of the Army security requirements for production and manufacturing operations
(DA) Component, or contractor and subcontractor. (See app H forat Government facilities will be prescribed by the Joint Ordnance
AA&E physical security standards at contractor facilities.) This reg- Commanders’ Group (JOCG).
ulation also prescribes policy, procedures, and standards, and as- f. The criteria in this regulation are intended for sites where
signs responsibilities for the effective implementation an®BA&E are maintained on a permanent basis during daily peacetime
application of physical security of AA&E. conditions, and not for training, contingency sites or operations,

b. Although the standards and criteria in this regulation will pro- such as wartime, force generations, exercises, or operational readi-
vide adequate protection against loss or theft or AA&E at most DA ness inspections. For sites and operations not specifically covered in
activities, and Department of Defense (DOD) (DA) contractor activ- this regulation, MACOMs will establish requirements and proce-
ities, the threat or characteristics of a particular location may requiredures to provide protection for AA&E consistent with the philoso-
increased measures subject to approval by the major Army com-phy of this regulation, when operationally and environmentally
mands (MACOMSs) concerned. MACOMs will establish procedures feasible. Upon declaration of war, commanders may prescribe pro-
to review the justification of military construction projects that ex- cedures suspending specific physical security provisions of this reg-
ceed the criteria in this regulation. This regulation does not author-ulation to account for local conditions, while ensuring maximum
ize methods or operations inconsistent with AR 385-64, paragraphspractical security for Government personnel and property. This au-

1 through 12 and appendix A. thority is granted to installation, division, and separate brigade com-
c. The provisions of this regulation apply to sensitive conven- Mmanders and may be delegated to commanders in the grade of
tional arms, ammunition and explosives as follows: lieutenant colonel. Upon mobilization (prior to a declaration of war),

(1) Arms.Weapons that will, or are designed to, expel a projec- this authority is granted to commander of MACOMs and may not
tile or flame by the action of an explosive and the frame or receiver e further delegated. In the above circumstances (declaration of war
of such weapons and comparable foreign arms, U.S. prototype arm&' mobilization), suspension of transportation physical security re-
and illegally manufactured arms which are retained in the inventoryduirements will be coordinated promptly with HQDA
for training, familiarization, and evaluation. This includes handguns, (DAMO-ODL and DALO-TSP) and with the Commander (CDR),
shoulder—fired weapons, light automatic weapons up to and inclug-Military Traffic Management Command (MTMC). _
ing .50 caliber machine-guns, multibarrel machine-guns such as the 9: The Army’s inventory of AA&E is a vital part of its readiness
7.62mm M134, recoilless rifles up to and including 106mm, mortars posture. Loss or theft of such material can foster fear in the public

up to and including 81mm, man—portable rocket Iauncher%e,cwr and create an image of the Army’s inability to secure its

flame—throwers, and individually operated weapons that are portable?SSEts. The degree of security to provide AAXE is contingent upon

or can be fired without special mounts or firing devices and that Many variables. It is impractical, therefore, to prescribe definitive
have potential use in civil disturbances and are vulnerable to theft.DA phy5|ca_1l security standards to cover all ant|C|pated conditions
Comparable foreign arms, U.S. prototype arms, and illegally manu_that could impose a threat to the security of the items to be pro-

factured weapons retained in the inventory for training, familiariza- tected.. Minimum phy_su;al security standards are prescribed in Fh's
tion, and evaluation are also included. regulation. As the criminal or other type threats to these materials

(2) Ammunition.A device charged with explosives, propellants increase at the local level, security measures at that level may need

h S . ) . to be more stringent than those prescribed in this regulation. Com-
pyrotechnics, initiating composition, riot control agents, chemical

herbicides, smoke and flame for use in connection with defense Ormander will notify Headquarters, Department of the Army (HQDA)
ST o S L immediately through commander channels local resources are inade-
offense including demolition and having, in general, an individual or

unit of issue, container, or package weight of 100 pounds or Iess.quate to provide necessary protection.

Included are rounds of 40mm and larger; conventional, guided mis-1_» References
sile, and rocket ammunition weighing 100 pounds or less per round;Required and related publications and prescribed and related forms
and 1,000 or more rounds of ammunition smaller than 40mm; and,are listed in appendix A.
other ammunition specified in appendix B. Ammunition excluded
from the specified requirements of this regulation are the following: 1-3. Explanation of abbreviations and terms
(a) Devices charged with nuclear or biological agents; Abbreviations and special terms used in this regulation are ex-
(b) Devices charged with chemical agents, except for those speci-Plained in the consolidated glossary.
fied in appendix B; )
(c) Blank ammunition, .22 caliber rimfire ammunition, inerSection II
training ammunition; Responsibilities
(d) Artillery, tank, mortar ammunition 90mm and large, and na-
val gun ammunition 3 inches, 76mm, and larger. However, this
ammunition requires Transportation Protective Service as set forth
in chapter 7.
(3) ExplosivesAny chemical compound, mixture, or device, the

primary purpose of which is to function by explosion. The term 1_g. HQDA staff agencies, MACOMs, Army National

includes, but is not limited to, individual land mines, demolition Guard of the United States, and installation commanders

charges, blocks of explosives and other explosives consisting of 10Heads of HQDA staff agencies, MACOMs, Army National Guard

pounds or more. The scope of this regulation additionally includes of the United States, and installation commanders will support the

and is limited to: AA&E physical security program according to prescribed responsi-
(a) Categorized explosives specified in appendix B. bilities in AR 190-13, paragraph 1-5 and this regulation.

1-4. The Deputy Chief of Staff for Operations and Plans

The Deputy Chief of Staff for Operations and Plans (DCSOPS) will
develop policies, standards, and procedures on the physical security
of sensitive conventional AA&E.
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a. All commanders will apply enough human resources and funds d. Report all losses (actual or suspected) or recoveries within 2
to A&E physical security programs at all levels. hours of initial detection to the proper law enforcement agencies.
b. MACOM commanders will identify resource needs in the e. Conduct prompt investigation of losses after a decision of the
planning, programming and budgeting system, and allocate necesUSACIDC that criminal acts were not involved.
sary resources to support their AA&E physical security program. f. Fix responsibility when negligence is determined and take
Installation commanders will ensure funds identified for physical proper corrective action to prevent further loss.

security are used as intended. g. Publicize AA&E security and loss prevention through com-
) mand information and unit training programs.
1-6. Rescinded h. Plan, program, budget, and allocate resources for the imple-

mentation of required policies outlined in this regulation.
i. Ensure that AA&E storage facilities are checked, inventoried,
and inspected as required by this regulation.

1-7. The Chief of Engineers
The Chief of Engineers (COE) will ensure that construction plans
for new or modified AA&E storage facilities meet the minimum

standards prescribed by this regulation. 1-11. Active Army installation commanders, Reserve

Component commanders, and unit commanders
Active Army installation commanders, Reserve Component (RC)

The Commanding General, U.S. Army Materiel Command (CG, commande_rs, and RQTC unit _commande_rs will—

AMC) will prescribe policies, procedures, and standards to physi- & Coordinate physical security plans with local LEAs and sup-
cally secure AARE manufacturing and production facilities and POrting military intelligence (Ml) and USACIDC elements.

those AA&E under research, development or being tested and evalu- P- Set up liaison at the local level with the agencies per chapter
ated under DA jurisdiction. Implementing instructions issued by °- . .

CG, AMC will be according to the philosophy and policies in this €. Ensure that agreements governing consolidated AA&E storage
regulation. AMC, through tri-Service coordination, will use the De- facilities and the storage of AA&E property of Federal, State, con-
cision Logic Tables (see para B-3) and will determine the appropri- tractor agencies, and foreign government agencies contain definite
ate risk categories for AA&E items. Security requirements f@gsignment in writing of responsibility for the items stored.
conventional ammunition and explosives during production andd. Conduct unannounced inspections as often as deemed neces-
manufacturing operations at Government—owned, contra¥y by the commander concerned.

tor—operated (GOCO) facilities are prescribed by the JOCG (DOD €. Ensure construction programming documents involving AA&E
5160.65-M, chap 12). Security requirements for AA&E in the cus- facilities have been coordinated with the responsible provost mar-
tody of or being manufactured at contractor—owned, contre&hal or security officer.

tor—operated (COCO) facilities are established in appendix H.

1-8. The Commanding General, U.S. Army Materiel
Command

1-12. Commanders or directors of activities, installation

1-9. Commanding General, U.S. Army Criminal planning boards, and responsible or accountable officers
Investigation Command a. Commanders or directors of activities, and units on Active
The CG, U.S. Army Criminal Investigation Command (USACIDC) Army installations, or subinstallations, will coordinate physical se-
will— curity plans for standard operating procedures (SOPs) once a year

a. Conduct preliminary investigation into losses of all Category | with the installation PMO or Security Office. They will—
and Il AA&E items, regardless of dollar value, to determine if a (1) Ensure their security procedures are current and in keeping

crime was committed. with the command and HQDA physical security directives.

b. Conduct preliminary investigation into losses of Category Il (2) Include provisions in security procedures for applying physi-
and IV items meeting the quantities listed in appendix E, regardlesscal security measures for storage areas in keeping with the host
of dollar value, to determine if a crime was committed. commanders assessment.

c. Conduct investigations of actual or attempted break—ins or b. Commanders or directors of tenant activities (located both on
armed robberies of AA&E storage facilities. and off the installation) must identify their security requirements to

d. Provide copies of USACIDC Serious/Sensitive Incident (SSI) the host installation. They will ensure funding provisions are consid-
reports which may be prepared pertainingatob, and ¢ above to ered in proper budget programs.
HQDA (DAMO-ODL-S), 400 ARMY PENTAGON, WASH DC c. Installation planning boards will include a physical security
20310-0400. representative from the LEA, PMO or Security Office as a voting
e. If a crime was committed, conduct a complete investigation member on all actions. The representatives will ensure that provi-
and provide HQDA (DAMO-ODL-S), upon request, copies of such sions of this regulation are considered and made a matter of record
investigation reports. during the planning process.
f. If needed, coordinate with the proper law enforcement activity d. This regulation does not relieve responsible or accountable
(LEA), provost marshal office (PMO), or security office, to ensure officers of this responsibility to account for property.
assignment of a physical security specialist to the investigation.  e. Persons issued or holding AA&E are responsible for properly
g. Using the results of completed investigations, assist HQDA securing such property while it is charged or entrusted to their care.
(DAMO-0ODL) and the commander concerned in evaluating existing
security measures and recommending corrective action to improvel-13. Security of nonsensitive AA&E

security of such items. AA&E that does not meet the criteria in this regulation for “sen-
sitive” items must be safeguarded from pilferage, theft, and wrong-

1-10. Commanders and custodians of AA&E ful destruction when stored or deployed in the field. Although this
Commanders and custodians of AA&E will— regulation does not prescribe security criteria for these items, AR
a. Comply with this regulation. 190-13, paragraph 1-5, assigns commanders the responsibility to

b. Ensure necessary measures are taken to safeguard AA&E at akknsure reasonable security measures are taken to safeguard property
times. This includes providing specific instructions on individual and facilities that may be vulnerable to criminal acts or other disrup-
responsibility for AA&E during operational or field training condi- tive activities. Commanders and security personnel involvement is
tions, care and maintenance, competitive marksmanship meet, anélecessary to ensure that the security measures taken provide enough

storage on, or when mounted on, vehicles and aircraft. security based on an assessment of the threat and vulnerability of
c. Ensure timely submission of serious incident reports (SIR) per the items concerned. Such security measures can include use of
AR 190-40, paragraph 4-9. fences, lighting, locks and key control, security patrols, and any
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other measures deemed suitable by the commander responsible fovill be consolidated by risk category to the maximum extent consis-

the security of the items involved. tent with operational, safety, and training requirements. Compensa-
. ) tory security measures will be established for AA&E storage
1-14. Transportation security structures that do not meet minimum construction standards. Defini-

Responsibilities p(_ertaining to transportation security standards andtive drawings and specifications for new construction, upgrade, or
procedures are discussed in paragraph 7-2 for: the Commandemodification of AA&E storage structures will be coordinated with
Military Traffic Management Command (MTMC), (para &-and the engineer office, safety office, and LEA, PMO, or security police

b), overseas theater commanders (paraa)j—the Military Airlift office to ensure safety and physical security requirements are met.
Command (MAC) (para 7€}, and the Military Sealift Command d. Qualified engineer personnel will verify the structure composi-
(MSC) (para 7-Q). tion of AA&E storage facilities (for example, walls, ceilings, roofs,

floors, and doors). Statements will be prepared on DA Form 4604—-R
(Security Construction Statement). Statements will indicate the
highest construction category met for storage of AA&E, for exam-

Chapter 2 ple, Category I, Il, Ill, or IV AA&E items and date of applicable

Policy regulation. (See para 2—4 for procedures when structural deficiencies
exist.) The DA Form 4604—-R will be affixed to the interior wall of

2-1. General each AA&E storage facility. The DA Form 4604-R will be locally

a. Systems should incorporate technology and equipment aVa"a'reproduced on B-x 11-inch paper. A copy for reproduction pur-
ble within the Federal Government and the private sector to provideposes is located at the back of this publication. A blanket statement
cost effective protection, automated accountability, ar_ld ir_wentory on DA Form 4604-R may be issued at an installation for all facili-
control. Physical security equipment management policy is estab-ties such as ammunition magazines, constructed according to the
lished in AR 190-13, chapter 4. Security criteria will be included in g5me specifications. Under these circumstances a copy of the DA
initial plans for research and development, as well as all new orgorm 4604—-R need not be affixed to the interior wall of each
modified construction projects. ‘ _ individual storage structure, but must specifically identify the facili-

b. To minimize the cost of physical security and inventory con- ties by number and location, and be readily available for inspection.
trol, and to reduce theft vulnerability, the quantities of AA&E and security construction statements will be reviewed during physical
the number of storage facilities for AA&E should be reduced. Stor- security surveys and inspections. The statements will be revalidated
age should be consolidated to the maximum extent consistent Wi'[l"by engineer personnel every 5 years.
operational, safety, and training requirements. e. Physical security personnel will monitor construction of new

(1) AA&E should be removed from designated storage areas asfacilities and renovation of existing facilities. Engineer personnel
briefly as possible. The quantity to be removed should be as smallyill coordinate new construction and renovation projects with the
as possible to support specific missions or projects. Storage areagycal provost marshal or security officer. In addition to meeting
should be as small as possible consistent with safety standardsgonstruction standards, storage of AA&E will meet physical security
security, and mission requirements. criteria, such as Intrusion Detection System (IDS), locks and hasps,

(2) Further reduction of costs for protection and inventory control |ighting, and security patrols, as necessary, for the particular cate-
can be effected by grouping the consolidation of AA&E into smaller gory of AA&E involved.
storage areas by assigned risk category, and providing the degree of
physical security protection needed for that category. Priority atten-2-3. Priority lists
tion will be given to demilitarization or disposal of obsolete and The MACOMs will establish a priority list for meeting the security
unserviceable AA&E to avoid unnecessary storage, security, andrequirements. Requirements will be listed in priority sequence by
inventory—related costs. category for planning, programming, and budgeting purposes. Prior-

(3) The provisions of this regulation are intended to provide ity of installation of IDS is as follows:
adequate storage security for AA&E at most DA activities. There a. Facilities storing Category | items, when protection is inade-
may be a few unusual activities, such as large depots or remotejuate. Those having the largest quantity will receive initial attention.
storage areas without existing electrical service, where not all crite- b. Facilities storing Category Il items.
ria in this regulation can be directly applied in a cost effective c. Facilities storing Category Il items.
manner. At these unusual or unique facilities, local conditions must d. Facilities storing Category IV items.
be carefully evaluated, and the security system must be tailored to e. Deviations from these priorities will be permitted only when
the local conditions, based on practicability and cost, rather thanMACOMs have determined that a local threat dictates these
specific security requirements prescribed herein. In these instancesjeviations.
waivers or exceptions should conform to the requirements provided

in paragraph 2-4. 2-4. Waivers and exceptions
Commanders are authorized 10 percent deviation from the physical
2-2. Construction of facilities security construction standards established by this regulation for

a. The provisions of this regulation are mandatory for new con- existing facilities. Otherwise waivers and exceptions to the physical
struction of permanent land—based installations for storage of sensisecurity requirements of this regulation must be granted by the
tive AA&E. Modification to existing facilities will be accomplished DCSOPS or his or her delegated authority in accordance with the
in accordance with the criteria set forth in this regulation. procedures established by HQDA (DAMO-ODL) under the follow-

b. The tearing down and rebuilding of facilities will not be un- ing provisions:
dertaken unless the concerned MACOM has determined that exist- a. Waiver and exceptions will be considered individually: blanket
ing security measures cannot be supplemented to provide waévers and exceptions will not be authorized. Requests for waivers
required degree of protection. When nonstandard structures or facili-or exceptions applying to commercial carrier’s transportation mini-
ties provide equivalent or better protection, modifications will not mum security standards (chap 7), together with compensatory meas-
be undertaken. Exceptions to this policy will be granted under para-ures taken, will be forwarded through the Commander, Military
graph 2-4. Traffic Management Command, ATTN: MT-SS, 5611 Columbia

c. Upgrading of existing storage structures must be consistentPike, Falls Church, VA 22041, to HQDA (DAMO-ODL-S), 400
with approved plans for future development and new construction ARMY PENTAGON, WASH DC 20310-0400.
plans. The type, planned use, modification costs, and remaining b. Waivers normally may be granted for a period of 1 year and
economic life of storage structures must be considered. Additional-may be extended only after a review of the circumstances necessitat-
ly, in determining upgrade requirements, ammunition and explosivesing the extension. Waivers will not exceed 2 years when resource
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considerations clearly indicate a continued waiver requirement be-range firing will be monitored closely by all officers, noncommis-

yond the normal 1 year waiver period. Justification for such waivers sioned officers (NCOs), or civilian equivalents. Upon completion of
will be required. Each extension will state first extension, second training, the area(s) will be policed and unused ammunition and
extension, and so forth. explosives collected for turn—in. Personnel will be checked closely

c. Exceptions will be granted only when correction of a defi- to ensure unused ammunition and explosives are not retained. Close
ciency is not feasible or when the security afforded is equivalent tosupervision by officers, NCOs, or civilian equivalents can eliminate
or better than that afforded under the standard criteria. most security problems in the training area.

d. Requests for waivers and exceptions will contain compensa- g. Selection of personnel to perform guard duties at AA&E hold-
tory measures in effect or recommended. Approvals for waivers anding areas will be closely monitored by commanders to ensure only
exceptions will specify required compensatory measures. Equivalentresponsible individuals are assigned duty.
protection exceptions do not require compensatory measures. . )

e. Deficiencies that will be corrected within 60 days will not 2-6. Inspections and audits

require a waiver or exception; however, compensatory measures willS€CUrity measures including theft or loss reporting and inventory
be taken during the interval. and accountability procedures for AA&E will be examined during

f. Authority to grant waivers and exceptions constituting stand- inspections and audits. The status of existing waivers and exceptions

ards below those prescribed in this regulation must be approved b))Ni" be examined for compliance and continuing necessity.

the DCSOPS or his or her designated authority. U.S. Army Reserve & Physical security inspections will be conducted according to
Command requests for waivers and exceptions will be submitted”R 190-13, paragra_lphs 2-11, on faC|I|t|g_s in which AAZE gover-
through command channels through the Commander, U.S. Forced®d by this regulation are stored. Additionally, conduct physical
Command, Fort McPherson, Georgia 30330-6000, to HQD%Curlty surveys and inspections as follows: . .
(DAMO-ODL-S), 400 ARMY PENTAGON, WASH DC (1) For new AA&E storage facilities, before and immediately
20310-0400. ' ' after occupancy.

: : . . : 2) On significant change in facility structure.
. Requests for physical security waivers or exceptions will be ( . .
co?)rdinacled betweerr)1 %/he LEA, PMg, or security officepof the instal- (3) After a forced entry or attempted forced entry with or without

lation or activity. When structural deficiencies exist, requests also theit. Wh its h ived tisfact i hvsical
will be coordinated with the supporting engineer. 4 en units have received an unsatisfactory rating on physica

h. A request for a physical security waiver or an exception will security survey/inspection, reinspection W"! be within 6 “?O“ths-.A
include— copy of an unsatisfactory physical security survey or inspection

S . concerning RC and ROTC units will be furnished the installation
Sté%;‘ d:tzi)tglrgv?/nihgfsethgitg(rjo?rllemiss c;;;lﬁggléar?mes that constitute commander providing logistical report. The followup report will
(2) Compensatory measures in effect at AA&E storage facilities include written comments to show what elements have received

; : . .~ copies.
to rgakRe up fgr r:ﬁncorr]rilpllfani(l:ﬁ W't? irﬁqtu“eg itandnar:dts Ofrgr?te\i}i'%n' b. Physical security inspections of AA&E deployed in the field
) easons the unit, tactiity, or instaflation cannot comply for training and operations will be conducted to ensure these items
the requirements of this regulation.

) . . are properly protected.
|(4) th comm??ﬁieijs f_s?ater'nenft of hqo;rfﬁtlve action takent_ Or ¢. Results of physical security inspections and surveys will be
planned to correct the deficiencies for which the walver or exceplion yiafaq to the commander responsible for the security of the facility
is required. .
. , . or area inspected.
(5) Each successive command’s recommendation.

CTh . d th ing head i . file th d. Inventory, accountability, issue and turn—in procedures will be
I. The unit and the approving headquarters will retain on file the j,qj,geqd in physical security inspections/surveys to ensure the pro-
approved waiver or exception, including the documents listed in

cedures support the physical security program. AR 710-2, chapter 2,
ab_ove. . . applies to supply operations below the wholesale level. AR 740-26,

j. Exceptions will be regarded as generally permanent; however,chapter 2, establishes physical inventory controls at the wholesale
they will be reviewed at least once every 2 years to determine ifjeye|. Chapter 4, this regulation, applies regarding accountability
they need to be continued. The review will be conducted by the equirements for contractor owned and commercial arms and
authority who approved the exception. ammunition.

k. Exceptions previously granted under the criteria of the previ- g \When custody of arms storage facilities is transferred between
ous AR 190—_11 remain valid under the provisions of this regulation. 5,thorized persons, they will conduct a physical count of the weap-
Such exceptions need not be resubmitted for approval. Howevergns and ammunition stored therein, per requirements in AR 710-2,
such exceptions will be reviewed as indicated in paragratiove. paragraphs 2-12 and 2-53; and DA Pam 710-2—1, paragraph 9-11.
The inventory and change of custody will be conducted and re-

Specific criteria and standards for protection of AA&E during train- g%dezd 1per ;‘aR rzil?]_g’ ffragraphs 2-12 and 2-53; and DA Pam
ing and in shipboard armories or otherwise on board ships will be "=~ = paragraph S-=1-.

developed by the MACOM concerned, based on the security philos-5>_7. pronibition

ophy in this regulation. AA&E deployed in the field for training or . Gun clubs and activities under the responsibility of the Direc-
operational purposes will be secured at all times. The deployingtor of Marksmanship are not authorized to possess or store Category
commander will establish and enforce procedures for securing deq or Category I AA&E. The Army National Guard and reserves are
ployed AA&E based on an assessment of the threat, objectivesnot permitted permanently to store Category | AA&E. However,
location, and duration of the deployment. The following guidelines wjith prior HQDA (DAMO-ODL) approval, they are authorized to

2-5. Security of AA&E during training, and aboard ships

apply: temporarily store (not to exceed 90 days) Category | AA&E at
a. AA&E will be under continuous positive control. ammunition supply points for training of Army National Guard and
b. AA&E will not be left unattended or unsecured. reserve units. Additionally, Army National Guard and reserve units
c. Persons charged with custody of AA&E will have the capabil- are authorized temporary custody (not to exceed 14 days) of Cate-
ity to sound the alarm if a forceful theft is attempted. gory | AA&E for training on military installations. In both in-

d. A response force will be available to protect the AA&E. stances, physical security measures in chapter 5 and paragraph
e. A system of supervisory checks will be established to ensure7-1% of this regulation must be followed.
all personnel comply with security procedures. Supervisory checks b. Reserve Officers Training Corps (ROTC/JROTC) units are not
of the AA&E holding area will be made to ensure the AA&E being authorized to possess or store Category | AA&E. ROTC units (with
guarded have not been tampered with. the exception of Norwich University, Virginia Military Institute,
f. Control of ammunition and explosives during field training or Texas A&M, the Citadel, and North Georgia College) and gun clubs
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are not authorized to permanently possess or store Category Il e. Inventory adjustment$nventory losses or overages may be
AA&. ROTC units may retain temporary (overnight/weekend) cus- determined as administrative, computer, or other type accountability
tody of AA& for training purposes. This temporary custody will not errors and not actual losses. This determination will be made only
exceed 72 hours. Physical security measures in chapter 4 will beafter investigative action has established the cause of the discrepan-
adhered to. cy. (In no case may a weapon, ammunition, or explosive loss or
c. ROTC units may use Category Il weapons for familiarization overage be attributed to inventory error unless the responsible agen-
training and field training exercises or marksmanship, on or off a cy, unit, or activity conducts an investigation that, beyond a doubt,
military reservation. Active Army installations, RC facilities and excludes the possibility of theft or loss.) When such a decision has
National Guard units are encouraged to provide support to ROTCbeen made, DA Form 3056 (Report of Missing/Recovered Firearms,

units when requested. Ammunition and Explosives) will be submitted (fig 2-1). The form
. will explain—
2-8. Requisition (1) The rationale for such a decision.

HQDA (DALO-SMP-S) will establish procedures for item manag-  (2) The type of inventory adjustment action taken.

ers to ensure necessary reqws!tlon verification of AA&E_ |_t¢ms. (3) The name, grade, and duty position of the approval authority.
Commanders will include instructions to ensure AA&E requisitions ¢ Transportation lossesTransportation officers, or their desig-
are authorized by designated personnel and released only to properlyaieq representatives, will inform the supporting LEA, PMO, or
identified authorized personnel. The procedures will include positive security office when claims or other data reflect the loss of AA&E

steps for rejecting excess and unauthorized requisitions. (See ARyom shipment or storage. This report will include household goods
710-2, para 2-52, for policy on requisitioning.) and losses of privately—owned weapons.

g. Competitive marksmanship weapokembers of the Civilian
Marksmanship Program will report the loss of AA&E to the local
police or Federal Bureau of Investigation (FBI), and the director of
the program.

h. Criminal investigation reportsThe CG, USACIDC will pro-

2-9. Investigations

A thorough investigation will be made of lost, stolen, or missing
AA&E to determine the circumstances surrounding the loss or theft
and to fix responsibility as necessary. Inventory and accountability

losses will be investigated thoroughly. Before any loss can be attrib- . :
uted to any inventory or accountability discrepancy, it must be vide HQDA (DAMO-ODL-S), upon request, copies of completed

determined through investigation that the loss was not the result ofcfiminal investigation reports. The reports will describe the loss or

theft or misappropriation, per AR 735-5, chapter 13, as appropriate (N€ft of AA&E. Reports prepared by the FBI will be included as
a. Guidance on actions to be takective Army and RC com-  attachments or as received.

manders, or their designated representatives, having direct respons

bility for AA&E lost, stolen or missing or the receiving unit or

agency will— : "
: . . ' program for those personnel responsible for the accountability of
(1) Notify the supporting LEA, PM, or security office as soon 8S ihese items. The training program will be designed to—

the incident is discovered. The notice will be as complete as possi- ; Lo -
ble but will not be delayed because of incomplete data. USAR will (1) Provide training in inventory and accountability procedures as
outlined in applicable 700—series Army regulations.

notify the PMO or LEA responsible for the geographical area. In 2 Fit th : s of diff t f |
CONUS, this notice will include the proper FBI field office having 'tfl ) f It the rqulgellr)twen S of difierent groups ot personnel respon-
area jurisdiction. Civil authorities in overseas areas will be notified siblé for accountability. . o o

(3) Indoctrinate personnel in the principles, criteria, and proce-

according to local policy. - . ; . L .
9 poncy dures for accountability and inventory, including disciplinary actions

(2) When sensitive AA&E are reported lost, a preliminary inves- 2 O . S . X
tigation will be conducted by the USACIDC to determinddainst individuals responsible for violating security requirements as
prescribed in this regulation.

criminality before beginning any administrative action (see para A . -
b. Commanders will initiate an aggressive training program to

1-4). ! : b
3) Start administrative action per AR 735-5, chapter 13, if the €NSUré all unit personnel are aware of their responsibilities for the
® P b security and accountability of AA&E. A training program will also

USACIDC investigation determines a crime was not committed. The . :
g be established to ensure requirements of AR 190-56, chapter 4, are

report of survey or an equal procedures will not be used as ak d inued fici f th df A
disciplinary or punitive measure. The use of this administrative ept and to ensure continued proficiency of the guard force. As a

procedure will not prevent recourse to disciplinary measures whenMinimum, this training will include—

proper. Therefore, the survey will not be used instead of a criminal (1) Care and use of weapons, to include qualification firing with
investigation when one is warranted. assigned weapons within the past 12 months.

(4) Determine accountability for recovered property per AR (2) Legal authority, responsibility, and jurisdiction of guards on
735-5, paragraphs 14-16 and 14-17. A person may be held respor?'—“tyv to include apprehension, search and seizure, and use of force.
sible and be required to pay for a loss. If so, he or she will not be (3) Physical fitness training. o
allowed to claim title or obtain ownership of the item if it is  (4) Guard orders, to include communications and duress
recovered. procedurgs. . . .

(5) Consider relative investigative findings in violation of this or ~ (5) Duties in the event of emergencies, such as alerts, fire, explo-
other applicable regulations. Take proper punitive action if eventsSion, civil disturbance, intrusion, attempted seizure, or terrorist
warrant. incident.

(6) Request, through channels, that an AR 15-6 investigation be (6) Current criminal threat to AA&E.
initiated for AA&E in appendix E. This may be used instead of a  (7) Crime prevention.

5_10. Training
a. Commanders responsible for AA&E will establish a training

Report of Survey per AR 735-5, paragraph 13-2. (8) Common forms of sabotage and espionage, to include current
b. Property overagesProperty overages will be handled in the threat situation.
same way as stated m above. (9) Location of hazardous and vulnerable equipment and materi-

c. The investigationFacts must be presented by the requesting €l, to include high security risk AA&E requiring special attention or
person. The installation, depot, or community commander may thenmore frequent security checks.
direct that an investigation by initiated. The officer appointed to  (10) Location of fire protection equipment, decontamination sta-
conduct the investigation will follow procedures per AR 15-6, chap- tions, electrical switches, and first aid facilities.
ters 3, 4, and 5. and this regulation. (11) Operation and monitoring of intrusion detection system.
d. In—transit lossesConsignees of AA&E shipments will report (12) Additional training subjects are listed in AR 190-13, para-
in—transit losses to the supporting LEA, PMO, or security office. graph 2-5.
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c. Commanders will take continuing action through annual up- (1) Personnel authorized unaccompanied access to arms, and Cat-
date refresher briefings to ensure that all personnel are aware oégory | and Il ammunition and explosives storage facilities.

their responsibilities for the control and safeguarding of AA&E. (2) Personnel authorized to receive, store, or issue arms and Cat-
egory | and Il ammunition and explosives at such storage facilities.
2-11. Personnel (3) Personnel authorized to issue or control keys to AA&E stor-

a. Commanders will be selective in assigning personnel to dutiesage facilities in (1) and (2) above.
involving control of AAKE. Only personnel who are mature, stable, ¢ commanders will prohibit access to above personnel when
and have shown a willingness and capability to perform assignedgoypt exists as to their reliability or trustworthiness. All personnel
tasks in a dependable manner will be assigned to duties whichyj| pe required to undergo a command oriented security screening
involve responsibility for the control, accountability, and shipment o an equivalent foreign country check before access is authorized.
of AA&E. As part of this selection process, personnel assigned The security screening check will be designed to provide the com-

duties involved in the control, accountability, and shipment gfander reasonable assurance that personnel with character traits that

AA&E will be screened and evaluated using DA Form 7281-R 556 significant doubt as to their honesty or stability are not af-
(Command Oriented Arms, Ammunition, and Explosives (AA&E) forded access. At a minimum, the command oriented security
Security Screening and Evaluation Records). DA Form 7281-R Mayscreening will include:

be locally reproduced on/8- x 11-inch paper. A copy of this form
for reproduction purposes is located in the back of this handbook.h
Completed forms will be retained on file within the command until
the individual departs, or is relieved of his or her AA&E oriented
duties. In addition, MACOMs will implement procedures to ensure
the following: (3) A personnel records check. _ _

(1) Any Government employee (civilian or military) or DA con- (4) A records check of the prgyost marshal or security C?ﬁ'c‘?-
tractor (including commercial carrier) employee operating a vehicle _(5) A records check of local civilian law enforcement agencies in
or providing security to a vehicle transporting Category I, II, or the area of the person’s residence if permitted by state or local laws.
classified AA&E will as a minimum have been the subject of a  d- Commanders may deny access to the above personnel when
favorable National Agency Check (NAC) or Entrance Nationgpubt exists as to their reliability or trustworthiness. The following
Agency Check (ENTNAC), per AR 380-67, paragraph 3-613, ex- disqualifying factors will be considered:

(1) A personal interview of the individual conducted by his or
er immediate commander or supervisor.

(2) A request for medical file check of active duty military
personnel.

cept as provided below. (1) Record of alcohol abuse.
(2) Officers of U.S. flag carriers will be licensed in accordance (2) Record of unauthorized use, sale, or possession of drugs and
with U.S. Coast Guard requirements. narcotics.

(3) Designated carrier employees providing Protection Security (3) Record of mental instability or disorders.
Service for the transportation of items classified SECRET will pos- (4) Record of judicial or nonjudicial punishment.
sess a Government—issued SECRET clearance per AR 380-67, para- (5) Pattern of behavior or actions which are reasonably indicative
graph 3-613, and carrier issued identification. of a contemptuous attitude toward the law.

(4) In situations or at locations where these requirements cannot (6) Any other character trait, or a record of conduct, or adverse
reasonably be accomplished, a properly cleared escort will be proinformation, which, in the commander’s judgment, would be preju-
vided to accompany the shipment and prevent unauthorized accesslicial to reliability or trustworthiness.

Procedures that address these concerns will be prepared by the e. Continuing evaluation of all personnel is essential to the suc-
cognizant security office and will include statements regardig@ss of the AA&E security screening policy. All personnel involved
two—person rule and other specific procedures, as appropriate. in AA&E will be fully cognizant of their responsibilities to observe

b. Commanders will determine the reliability and trustworthiness and report promptly to the commander any incident or condition
of the following personnel before they are assigned duties involving which might result in temporary or permanent disqualification of
control of AA&E: such personnel. Security screening checke imbove will be re-

peated every 3 years.
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REPORT OF MISSING/RECOVERED FIREARMS, AMMUNITION AND EXPLOSIVES
For use of this form, ses AR 190-11; the proponent agency is ODCSOPS

REQUIREMENT CONTROL SYMBOL
JUST-1010

T0:

HQ, Department of the Army
ATTN: DAMO-ODL-S

4401 Ford Avenue
Alexandria, VA 22302-1432

FROM: (Complete identification and address, including ZIP Code)

Office of The Provost Marshal
101st Airborne Division
Fort Campbell, KY 42223

1. COMPONENT (Check one)
ACTIVE ARMY @‘I

arng |2

USAR D 3 no‘rcD a ocM[_|s

2. COMMAND (AR 680-29)

CODE NAME

3. ABMY LOCATION CODE (DA Pamphiets 525-12 or 13)

2111 2f 8]

4. UNIT NAME AND LOCATION (Abbreviate 20 spaces)
Company C, lst Bn, 327th Infantry
101st Airborne Division
Fort Campbell, KY 42223

5. DATE OF INCIDENT (Enter numbers)

YEAR EE] Mo [_Q__EI DAY [IE

8. TYPE OF ACTION (Check one)

7. SIR REPORT NUMBER (AR 100-40) \F APPROPRIATE
830010

oss[ X1 recovery [ |2

INVENTORY SHORTAGE |3 INVENTORY OVERAGE s

8. FIREARMS, AMMUNITION OR EXPLOSIVE IDENTIFICATION

QUANTITY TYPE CALIBER MODEL SERJAL/LOT NUMBER
1 Rifle .22 M513T 7038945
I Machinegun 7.62 M60 233983
I Pistol .45 M1911A1 33567121
59 rds| Ammunition, BAll .22 Unknown LOP-7-91-2
I stic§ Dynamite - MI HEP-3-4
I0 Ibs| Composition C-4 - M5SAL MA 2-39

9. WHERE DID LOSS OCCUR? (Check gppropriate box)

a TRAINING/FIELD EXERCISE 1. MUSEUM

b. IN-TRANSIT

X |g. ARMS ROOM

¢ CLEANING/MAINTENANCE

h. DEPOT/WAREHOUSE

d. RESIDENCE OR POV

. AMMUNITION HOLDING AREA

e, GUARD DUTY

I. OTHER

10. HOW DID 1.088 OQCCUR? (Chech appropriate box)
s. ROBSERY c. NEGLIGENCE
X | b BREAKING AND ENTERING d. INVENTORY
REMARKS

(Brief synopsis of incident to include, as a minimum, how and where the incident occured.
Provide detailed information in SIR, AR 190-40, if applicable.)

11. NCIC NIC NUMBER
G318275690

DATE OF NCIC ENTRY (Enter numbers)

VEARm

mo [0]3] DAY

12, OA REPORT SEQ NO.

13. NAME AND TITLE OF REPORTING OFFICER
PAUL K. THOMPSON, JR., LTC, MPC

SIGNATURE OF REPORTING OFFICER

Provost Marshal

FORM
JUN 83

DA 3056

EDITION OF DEC 81 IS OBSOLETE.

Figure 2-1. Sample of a completed DA Form 3056
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Chapter 3
Physical Security Planning

3-1. General

e. The purpose of such coordination is protection in depth. Au-
thority, jurisdiction, and responsibility must be set forth in a manner
that ensures protection and avoids duplication of effort.

In assessing local requirements for protection, the following factors 3—3. Contingency plans

should be considered:

a. Threat assessment based on information furnished by local

intelligence, criminal investigative, or law enforcement agencies.

b. Types of AA&E, other sensitive assets, property maintained
and mission of the facility.

c. Location, size, and vulnerability of storage facilities.

d. Vulnerability of AA&E to theft and loss.

e. Geographic location within the installation and relative to sur-
rounding population centers.

f. Availability and responsiveness of security forces.

In most instances it will be necessary to increase security for AA&E
and other sensitive property, assets and facilities during periods of
natural disasters, natural emergencies, or periods of increased threat
from terrorist or criminal elements. Therefore, contingence plans
should include provisions for increasing the physical security meas-
ures and procedures for storage areas based on the local command-
er's assessment of the situation. These provisions should be
designed for early detection of an attempted intrusion, theft, or
interruption of normal security conditions.

3-4. Security threats

g. Availability or existence of security enhancing systems, & The security plan will provide for the identification of local

including:
(1) Perimeter barriers.
(2) Security lighting.
(3) Communication systems.
(4) Key and lock controls.
5)
(6)
(7

Personnel and vehicular entry control.
Security training programs.

(8) IDS (including closed circuit television (CCTV).
(9) Military Working Dogs.

(10) Security guard personnel.

3-2. Coordination

a. In developing a security plan, coordination and close liaison
should be effected between the military commander and—

(1) Adjacent installations or units.

(2) Federal agencies.

(3) State and local agencies.

(4) Similar host country agencies.

b. To the extent permissible, such interaction should allow for an

exchange of intelligence information on security measures being
employed, contingence plans, and any other information to enhanc

local security.
¢. On an installation, the host activity will assume responsibility

for coordinating physical security efforts of all tenants, regardless of
the DOD components represented, as outlined in the support agree-

ments and the host activity security plan. Applicable provisions will
be included in, or be an appendix to, the support agreement.

(1) Bilateral storage agreements will be used when—

(a) AA&E are stored on the installations or facilities of other
U.S. or foreign government agencies or other DOD services.

(b) Consolidated storage facilities are used to store AA&E belon-
ging to more than one unit or organization.

(2) A formal agreement will contain definite assignment of phys-
ical security responsibility for the items stored. The agreement will
address—

(&) Maximum quantities to be stored.

(b) Physical safeguards to be used.

(c) Frequency of and the responsibility for physical inventories or
reconciliation’s.

(d) Reporting of losses for investigations.

(e) Key control procedures.

(H Unit that has overall responsibility for the storage facility.

(g) Procedures for authorization and identification of individuals
to receipt for physically taking custody of AA&E.

(h) Risk Categories of items to be stored.

d. The formal agreement concerning physical security require-

Stringent construction criteria for storage areas and armories.

threats and should make full use of the investigative resources
available in the geographic area to anticipate criminal activities that
threaten the physical security of AA&E assets. At a minimum,

liaison shall be established with the following agencies.

(1) Local Federal Bureau of Investigation field office.

(2) Local law enforcement agencies.

(3) Intelligence and investigative agencies of the Uniformed
Services.

(4) Bureau of Alcohol, Tobacco, and Firearms field office.

(5) Host country agencies where applicable.

b. Installation plans shall address actions to counter thefts by
employees. These actions include personnel screening (see pare
2-12) and the monitoring to minimize opportunities for employee
theft and to detect concealed shortages.

c. The USACIDC is designated as the single MACOM for re-
ceiving, analyzing, and disseminating data on the criminal threat to
the security of the United States Army. The U.S. Army Intelligence
and Security Command (INSCOM) will perform a similar function
as related to terrorist, hostile intelligence, demonstrator, and hostile
special operation threats.

d. Commanders responsible for storage of AA&E will—

(1) Coordinate with local USACIDC and Military Intelligence

dMI) elements to receive current data on any threat to the security of

these items. USACIDC and MI personnel shall conduct periodic
visits with commanders or their designated representatives. These
visits should provide updated threat analysis data based on observed
vulnerabilities.
(2) Assess the local requirements for physical security protection.
(3) Incorporate into local security plans or SOPs, procedures for
providing the following essential elements of criminal data to the
nearest MP and USACIDC representatives as the data become
available.

(a) Any intent to steal AA&E.

(b) Suspicious acts indicating that a storage area is being targeted
by criminal elements.

(c) Alleged offers to buy or barter for AA&E.

(d) Losses of AA&E, including alleged inventory or administra-
tive errors, together with the events surrounding individual losses.

3-5. Implementation of physical security planning
Commanders at each installation, unit or activity will—

a. Issue instructions regarding all phases of security operations
pertinent to the installation, unit or activity. These instructions will
be reviewed at least annually for relevance and currency.

b. Develop and implement an effective security awareness pro-
gram based on current physical security plans.

c. Develop effective countermeasures to prevent or reduce the
risk posed by potential threats.

(1) Countermeasures should be consistent with the current physi-
cal security plan and the requirements of Army physical security

ments for AA&E can be implemented by an appendix to a host/ regulations and MACOM supplements.
tenant activity support agreement or by a Letter of Instruction(2) Physical security countermeasures consist of measures and

(LOI).

procedures designed to reduce risk by—
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(a) Providing means of alerting response forces to the presence (1) The nature of the alarm; for example, intrusion system failure

of intruders as soon as possible. or nuisance alarm.
(b) Providing means of delaying intruders long enough to prevent (2) The date and time the alarm was received.

intruders from completing the purpose of the intrusion. (3) The location, and action taken in response to the alarm.
(3) Physical security measures and procedures are specified in f. Logs will be maintained for a minimum of 90 days and will be

Army regulations and MACOM supplements and include— reviewed periodically to identify, monitor, and correct IDS reliabil-
(a) Area patrols. ity problems.
(b) Continuous surveillance. (1) DA Form 4930-R (Alarm/Intrusion Detection Record), may
(c) Security fences, doors, walls and locks. be used to record alarms received. DA Form 4930-R will be locally
(d) Security vaults. reproduced on 8- x 11-inch paper. A copy for reproduction pur-
(e) Security lighting. poses is located at the back of this handbook.
() IDS. (2)_Compute_r generated _printc_)ut of a_Iarms may be_ used as a
(g) CCTV. substitute proylded aII. requwgd |nformat|0n has been included or
(h) Clear zones. supplemental information is included in a log. _ _ _
(i) Response forces. (3) Serious or recurring problem areas will be described in writ-

d. Sensitive or critical items or equipment should be stored in N9 and sent through command channels to CDR, U.S. Army Bel-
inner zones of an installation. This may require inventory, segrega-Y0if R&D Center, ATTN: AMCPM-PSE, Fort Belvoir, VA
tion, and restorage, where practical by risk categories. 22060‘5606: o o . .

e. Security protection requirements for AA&E will be based on g. Transmission lines for the alarm circuits will have line super-

the highest category item stored in magazines or other structures?iSion (connecting lines will be electrically supervised to detect
evidence of tampering or malfunction and any visible lines must be

3-6. Intrusion Detection Systems inspected weekly) or two independent means of alarm signal trans-
The IDS is an essential part of the physical security system. IDSMission from the alarm area to the monitoring station must be
consists of the combination of electronic components, including provided. One of the two independent means of alarm signal trans-
sensors, control units, transmission lines, and monitoring units inte-mission must be either a long-range radio or cellular telephone link.
grated to be capable of detecting one or more types of intrusion intoTwo undedicated, hardwire telephone links are not acceptable. The
an area protected by the system. IDS includes both interior anddual transmission equipment must continuously monitor the integrity
exterior systems. The system will report directly to an alarf both the telephone wire line and cellular or long range radio
monitoring station. The system will be an approved DOD standard-links. Upon loss of either communication path, the system must
ized system or a MACOM approved commercial system. immediately initiate notification to the monitoring facility via the

a. IDS will include a central control station where alarms will other communication link. Because of the criticality of the informa-
sound and from which a response force can be dispatched. An alarrf{on to be transmitted, the dual transmission equipment must be able
bell located only at the protected location is not acceptable. The IDStO Seize control of the communication links, even if that link is
will be designed to cause an alarm to sound at the central controplréady in use. Physical protection of both communication links is
panel whenever the system is turned off or malfunctions. Somecfitical. Therefore, the hardware communication links is critical.
means of communication will be provided between the protectedTherefore, the_ hardware communications link will be enclosed in
areas and the monitoring area to coordinate status changes. TeldDetallic conduit from the protected area to wherever the communi-
phone communication should be considered. On and off, access, ang@tion is made to the telephone network. Communications equip-
secure switches not located at a central control station will beMent, including cellular equipment, will be mounted in tamper
located within the alarmed area. The response force should respongrotected enclosures. ‘Communications equipment, including cellular
to an activated alarm as soon as possible, but in no case may arriv@ntennas where possible, will be I_ocated within the protected area.
at the scene exceed 15 minutes. Facilities off military installations, Additionally, a protected backup independent power source of 8
will have a local alarm in addition to monitoring capability. Alarm hours minimum duration will be provided. Telephone communica-
circuitry that requires alarm signals to be cleared either by thetion between a central cor_1tro| station and alarm zones to provide for
central control station alarm monitor or by entering the protected controlled entry by authorized personnel should be considered as an
area will be used. Use of alarm delay switches at RC facilities is2djunct to the IDS. Systems will be tested quarterly and a log
discouraged. AA&E storage facilities (other than bulk storage facili- maintained at least 1 year for recording all tests. Visible lines will
ties) that require IDS will be protected by at least two types of D€ inspected on a regular basis.
sensors, one of which is a volumetric sensor. Additional levels of . Following requirements also apply:

protection, when practical, are encouraged (e.g., duress signalin% (1) IDS will be_ c_onsid(_ere(_j for security classification if it meets
components) and will be considered for Category | and Il arms € Specific classifying criteria per AR 380-5, chapter 2 and appen-

storage facilities. dix G. If classified, appropriate personnel security clearance must be

b. Facilities having IDS will have signs prominently displayed obtained. .
announcing the presence of IDS. They will be affixed at eye ievel, _(2) Only authorized personnel should be allowed access to un-
when possible, on the exterior of each interior wall that contains anc/@ssified IDS installation wiring diagrams for a specific facility or
entrance to the protected area. They will be affixed on exterior walls/0cation. This also applies to information on known, specific vul-

only when the exterior wall contains an entrance to the protectednerab'“t.'e.s_ or counter—measures aff_ectlng the IDS. .
area. Specifications for IDS signs are per appendix F. (3) Civilian employees whose duties involve the design, opera-

c. IDS will include a protected, independent, backup power sup- tion, or maintenance of IDS require completion of a favorable Na-

ply that will provide a minimum of 4 hours of uninterrupted power, tonal Agency Check with written inquiries (NACI) prior to
or other duration as outlined in the site survey. appointment to such noncritical-sensitive positions. Civilian con-

. L e i tractor employees must possess a minimum security clearance of
d. Where an IDS is used in civilian communities, arrangements - .
will be made to connect alarms to civil police headquarters, private CgNr']: I:ISDEIBII)IAL, granted in accordance with AR 380-67, para-
security companies, or a monitoring service from which immediate grap :

response can be drected in case of unauthorized envy. ({8 S ITREE B TR A I T e et
(1) A commercial answering service is not authorized.

(2) Coordination is required with civil authorities to ensure a decision. The decision will be based on—

h : . The sensitivity of the area to be protected.
response force can be directed to respond immediately. (2) : .
eF.) A daily log will be maintained of allpalarms receivedyand at a (b) The need for quality control over personnel having access.

minimum will include— (5) All installers, maintainers, and operators of unclassified IDS
will undergo a command-oriented security check. The security
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check should be made with the area provost marshal (PM) or other d. Guard procedures will be reviewed at least annually and re-
agencies that might have information on file bearing on the honestyvised if necessary to provide greater application of security meas-
or stability of the individual. Requirement for above comdres, and will place special emphasis on guard post locations and
mand-oriented security checks should be based on local jurisdictiorguard orientation concerning duties to be performed.

policies, the local threat and sensitivity, and vulnerability of the e. Inspections and guard checks will be increased during nights,

facility protected. weekends, and holidays to provide for deterrence of violations and
(6) All keys associated with IDS components will be safeguarded early detection of loss. These checks will be recorded and will
and controlled according to paragraph 3-8. consist of an inspection of the building or facility including all

(a) Monthly Joint—Service Interior Detection System (J-SIIDS) doors and windows. Records of these checks will be maintained in
operational checks to ensure activation of the sensors will be conan active file for a minimum of 90 days, and then destroyed.
ducted utilizing appendix K. In addition, a visual inspection of f. Law enforcement patrol plans will be coordinated and inte-
components and conduit for evidence of tampering will be con- grated with the guard plan or other security plans and programs to
ducted during the monthly inspection. Commercial intrusion detec- the maximum extent possible. When facilities are located in civilian
tion systems employing sensors equipped with a remote—test featuréommunities, liaison will be established with local civil police agen-
that activate the same sensing phenomenology as would an actudlies to ensure that periodic surveillance is conducted and that a
intruder do not require operational checks by unit personnel. Eachcoordination plan for security exits.
zone component will be checked and tested by alarm maintenance
personnel a minimum of every six months during preventive mainte- 3-8 Key and lock controls ) ) ) )
nance. Commercial intrusion detection systems that do not have a_ & Only approved locks and locking devices (including hasps and

remote—test feature will be tested monthly utilizing the manufactur- €hains) will be used. See the consolidated glossary for a list of
ers operational test. DA-approved locks and hasps. All questions regarding the identity

(b) Installation physical security inspectors will include a check of a_pproved Commemi?' equivalent Ioc_ks and Iock@ng _device_s (in-
of each IDS during any security inspection to verify the IDS is cluding hasps and chalns_) meeting Mllltary Specifications will be
operating satisfactorily. Checks will include inspection of compo- addressed to the Naval Civil Engln_eerlng Laboratory (NCE.L)’ Port
nents and conduit for evidence of tampering. Checks will also pe Hueneme, CA. Personnel can obtain the most current version of the

: . : . ; specifications by contacting the NCEL at DSN 360-5927 or (805)
{ir:)a;]deofoﬁgglt log entries and records regarding operation and NSPeCyg2_5927. Keys will be signed out to authorized personnel, as

(7) Before accepting a newly installed IDS system for operation needed, on a key control register. The DA Form 5513-R (Key
. . cepting y o yste P ' Control Register and Inventory) is approved for use to meet the
an inspection will be conducted by qualified technical personnel to

7 requirements of this regulation. DA Form 5513-R will be locally or
ensure the system meets _aII minimum acceptable st_andard_s. ThSlectronically reproduced on¥8- x 1ll-inch paper. The electroni-

ztrafrr]?ze;[for?f fi\llgmc[igogo\rlvrrlil fgoﬂgnﬁ';edbemu?eed ut(s)mrgecl(;?(ljt ?hre cally generated form must contain all data elements and follow
ve?ification ) y exact format of the existing printed form. The form number of the

Mai £ 1D il b ided b | lified electronically generated form will be shown as DA Form 5513-R-E
. (.8) aintenance o .S will be provided Dy personnél qualilied 54 the date will be the same as the date of the current edition of
in installation and repair of IDS. Such maintenance will be per-

: . . . >~ the printed form. A copy for reproduction purposes is located at the
formed consistent with operational requirements to ensure continU-p, 1 of this handbook. When not in use. the key control register
ous operation and reliability of each system in use. will be kept in a locked container that does not contain or store

(9) All intrusion detection equipment enclosures with removable ¢|assified material and to which access is controlled. Keys and
covers will be equipped with tamper switches. The tamper detectioncompinations to locks for AA&E storage facilities, arms racks, IDS
will _be continuously monitored whether the system is in thgperational or maintenance), or key containers will not be removed
secure” or the “access” mode of operation. Enclosures that are nofrom the installation except to provide for protected storage else-
routinely opened for maintenance purposes (such as pull boxesjyhere. Keys to locks securing key containers will be afforded physi-

shall be equipped with tamper switches. cal protection equivalent to that provided by the key container itself.
. Keys to AA&E storage buildings, rooms, racks, containers, and IDS
3-7. Security forces will be maintained separately from other keys, and accessible only

A ;g(_:urity or guard patrol or unit pers_o_nnel will_perio_dically check to those individuals whose official duties require access to them. A
facilities and areas used to store sensitive or critical items or equip—yrent roster of these individuals will be kept within the unit

ment as prescribed herein and as dictated by a threat and vulnerabi igency, or organization. The roster will be protected from public
ity analysis. Checks will be conducted on an irregular basis during ey, The roster will be signed by the designated official and con-
nonduty hours to avoid establishment of a pattern. Security checkyin the names of those individuals authorized to receive keys from
will be made to ensure unauthorized personnel are not in the aregne key custodian. (See below). At no time will keys be in the
and the structures are intact and have not been broken into. During,stody of a person not listed on the roster. A key control register
periods of increased vigilance because of a threat situation, securityyil pe maintained at the unit level to ensure continuous accounta-
patrols will physically inspect doors and locks on all storage struc- pjjity for keys, ensure positive control of keys, and establish respon-
tures in their area of responsibility. Selection of personnel to Per-sibility for the custody of stored AA&E. Key control registers will
form guard duties will be closely monitored by commanders to contain printed name and signature of the individual receiving the
ensure only properly trained and reliable individuals are as&gnedkey, date and hour of issuance, serial number or other identifying
duty. S_upervisory checks will be conducted to ensure guard dutieSyformation of the key, printed name and signature of the person
are being performed properly. N _ . issuing the key, date and hour key was returned, and the printed
~ a. Security patrols may be conducted by military personnel; civil- name and signature of the individual receiving the returned key.
ian security personnel, including contract personnel; U.S. MarshalCompleted key control registers will be retained in files for a mini-

Service; or State, local, or campus police. mum of 90 days and then disposed of per established MACOM
b. DA—controlled security forces will be provided with adequate procedures.
means of communication. b. Keys to AA&E storage buildings, rooms, racks, containers,

c. Security forces personnel (e.g., guards, security patrols, secu-and IDS may be secured together in the same key container. How-
rity reaction forces) may be armed with appropriate weapons andever, keys required for maintenance and repair of IDS, including
ammunition at the discretion of the commander concerned. If suchkeys to the control unit door and monitor cabinet, will be kept
personnel are armed, provisions of AR 190-14, chapters 2 and 4eparate from other operational IDS keys and access permitted only
apply. to authorized maintenance personnel. Under no circumstances will
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IDS or AA&E keys or locks, or alternate keys or locks be placed in requirements to determine reliability of personnel authorized to is-

any security container that contains or stores classified material. sue and control keys to arms and category | and 1l ammunition and
(1) When arms and ammunition are stored in the same areasgxplosives storage facilities.

keys to those storage areas may be maintained together, b@ Combinations to locks on vault doors or GSA approved Class

separately from other keys that do not pertain to AA&E storage. 5 or Class 6 security containers will be changed annually or upon

The number of keys will be held to the minimum essential. Keys change of custodian, armorer, or other person having knowledge of

may not be left unattended or unsecured at any time. the combination, or when the combination has been subject to possi-
(2) When not attended or being used keys will be stored in ble compromise. Combinations will also be changed when a con-

containers of at least 20-gauge steel or material of equival@lﬁ]er is first put into service. The combination will be recorded

strength, and equipped with GSA—approved low (secondary) secyUsSng SF 700, sealed in the envelope provided, and stored in a

rity padlocks or GSA—approved built—in 3—position changeable com- container meeting storage requirements per AR 380-5, chapter 5.

R - . No other written record of the combination will be kept. Controls
bLn"’Lt'on L?Cks‘rggilr? t(iilﬁss itoirncrlatlﬁst% G:'At_apnﬁr?xei‘ E,;’ ?Os'r'on‘iwill be established to ensure that the envelopes containing combina-
changeable co ation container that do not contain or storé classly, o 14 |ocks or containers are not made available to unauthorized
fied material. Combinations will be recorded on SF 700 (Security ersonnel
Container Information), sealed in the envelope provided, and storeop .

) . N h. Replacement of lock cylinders and broken keys for high secu-
in a container per AR 380-5, chapter 5. Keys and combinations tOrity locks may be requested through normal supply channels. Re-

locks will be accounted for at all times. Key containers weighing quests will be coordinated through the key control custodian.

Iess_ than 5_00 pounds will be fastened to the structure with bolts ol acoMs are designated as approval authorities for any deviation
chains equipped with secondary padlocks to preclude easy removaly, key procurement procedures.

(3) In the event of lost, misplaced, or stolen keys, an investiga-
tion will be conducted immediately. The affected locks or cores to
locks will be replaced immediately. Replacement or reserve locks,
cores, and keys will be secured to preclude access by unauthorize@hapter 4
individuals. The use of a master key system or multiple key systemProtection of Arms

is prohibited.
c. A key and lock custodian, where duties include assurirfgl. General _ . ,
proper handling of keys and locks, will be appointed in writing. is chapter prescribes the criteria and standards for the protection

of arms in custody of DA Components, COE drawing DEF
141-90-04 depicts arms storage room construction meeting the cri-
teria and standards prescribed by this regulation. Arms, including
kfirearms in rod and gun club facilities, will be stored in an arms
room, modular vault, or an arms storage building per the require-
ments of this chapter.

a. When storage in an arms storage room, modular vault, or
uilding will impede training or operational requirements, arms may

Only the commander and the key custodian (or alternate, if ap-
pointed) will issue and receive keys to and from individuals on the
key access rostera(above). Personnel listed on the roster may
transfer custody, in writing, among themselves. The key and loc
custodian’s duties will also include procurement and receipt of keys
and locks, and investigation of lost or stolen keys. The key and lock
custodian will maintain a record to identify each key and lock and b

combinations to locks used by the activ_ity, including replacement_or be stored or installed on the naval craft, vehicle, or aircraft to which
reserve keys and locks. The record will show the current location assigned or in other configurations per this regulation and as speci-

and custody of each key and lock. The key and lock CUStqdian(SE{ived by HQDA. Specific guidance issued by HQDA (DAMO-ODL)
will ensure that individuals who are designated to issue, receive, andyi| pe furnished the Deputy Under Secretary of Defense for Policy
account for keys in their absence, clearly_unde_rstan_d Ic_JcaI key(DUSDP) within 90 days. Weapons stored or installed in tanks,
control procedures. The key and lock custodian will maintain a key yenicles, or aircraft will be protected as part of the overall system in
control register at all times to ensure continuous accountability for \hich they are stored or installed.
keys of locks used to secure AA&E. (1) Commanders will establish appropriate security measures to
d. Padlocks will be locked to the staple or hasp when the area ofensure weapons stored or installed in tanks, vehicles, or aircraft are
container is open to preclude theft, loss, or substitution of the lock.protected at all times, particularly when tanks, vehicles, or aircraft
e. Padlocks and their keys will be inventoried by serial number are unmanned. The following guidance applies:
semiannually. Padlocks and keys which do not have a serial number (a) When not in use, tanks, vehicles, or aircraft containing weap-
will be given one. This number will be inscribed on the lock or key ons will be parked inside a secure motor pool or an aircraft park
as appropriate. The inventory records will be retained in unit files area. Level Ill security lll security measures in AR 190-51, para-
for a minimum of 1 year and then disposed of per establishedgraphs 3-3 and 3-5, apply.

MACOM procedures. A key and lock inventory will contain a  (b) When operational readiness permits, weapons mounted on
record of keys, locks, key serial numbers, lock serial numbers,tanks, vehicles, or aircraft that are accessible and easily removable

location, and the number of keys maintained for each lock. ThisWill be dismounted and secured inside the locked tank, vehicle, or
record will be secured in the key depository. aircraft, or other secure location. Weapons that are dismounted and
f. When individuals are charged with the responsibility f0§ecur_ed_ inside the locked tan_k, vehicle, or alrcraft_ and weapons that
safeguarding or otherwise having keys immediately available, they'€Main installed on board, will be made inoperative by removal of
will sign for a sealed container of keys. A sealed container is abarrels or ot_her essential firing components. Such components will
locked and sealed key container, or a sealed envelope (SF 700 pd}S Secured in a locked metal container inside the tank, vehicle, or
AR 380-5, paragraph 5-104) containing the key or combination 1o aircraft, or other secure location. The container will be secured to

the key container. When the sealed container of keys is transferre he tank, vehicle, aircraft, or other secure structure with bolts or
y container. YS 1S hains equipped with secondary padlocks. Spare barrels may be
from one individual to another, the unbroken seal is evidence that

stored inside a locked, totally enclosed armored combat vehicle

h f H d ¢ - ith | d%hen the other essential firing components are secured in an arms
inventory of keys. However, evidence of tampering with a sealed gorage room and the vehicle is parked inside a motor park which
container will require an inventory of the keys and such other action

. rovides continuous surveillance by guards and Level Il security
as may be required by the commander concerned. If the keys are ”%easures per AR 190-51, paragraph 3-3 and 3-5.

pla(_:ed in a sealed contai_ner, an inv_entory o_f keys will be made by (c) Weapon systems that are impractical to dismount, due to
serial number or other identifying information of the key (e.g., operational readiness or damage to the weapon system will be made
stamped number on key). The inventory and change of custody Willingperable by the removal of essential component or components.
be recorded on the DA Form 5513-R. See paragraph 2-12, forsych components will be secured astj gbove. Electrical power
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may be considered an essential component on the 20MM an@3) Category Il arms stored in arms storage buildings or rooms
30MM weapon systems. that do not meet or exceed the criteria for Category Il arms may be
(d) When electrical power is the only essential component re- stored in GSA approved Class 5 security containers not containing
moved from the weapons systems, ammunition for those weaponglassified documents or materials, or in a safe-type steel file con-
systems will not be stored on board the tank, vehicle, or aircraft.tainer not containing classified documents or materials, having a
Level Il security measures per AR 190-51, paragraph 3-3 and 3-53—position, dial-type, combination lock providing forced entry pro-
apply. tection as approved by GSA (Federal Specification AA-F-363B, as
(2) Large weapons (e.g., crew served weapons and mortar tubesamended) or in approved modular vaults not containing classified
that cannot be secured in arms rooms, or other arms storage facilidocuments or materials with GSA approved Class 5 vault doors or
ties, because of inadequate storage space, may be stored in a locke@SA approved Class 5 armory doors. Modular vaults meeting Fed-
totally enclosed armored vehicle. In such cases, security require-eral Specification AA-V-2737 may be used to meet this require-
ments in (1) above apply. ment. Vaults, containers and safes will be under 24 hour armed
(3) Large weapons that cannot be secured in arms rooms, aguard surveillance or protected by an approved IDS and the facility
stated above, may also be secured in other secure locations, such asll be checked by a security patrol at least once every 8 hours.
a room made secure by compensatory measures. In such cases,(4) Category lll and Category IV arms will be stored in facilities
protection and surveillance by guard or other personnel will be meeting or exceeding the criteria in appendix G.
provided according to the risk category of the weapons involved. (5) Categories Ill and IV arms that are stored in facilities that do
Such weapons will be rendered inoperable according to the requirenot meet or exceed the criteria for Categories Il and IV arms may
ments prescribed inb) above. be stored in a GSA approved Class 5 security container, not contain-
(4) During maintenance support operations, weapon componentsng classified material or documents, or a safe—type steel file cabinet
may be stored in a storage facility meeting security requirementsnot containing classified material or providing forced entry protec-
according to the risk category of the items involved. tion as approved by GSA (Federal Specification AA-F-363B, as
(5) MACOM commanders may authorize storage of small quanti- amended). Containers weighing less than 500 pounds will be se-
ties of Category IV arms in a GSA approved Class 5 security cured to the structure.
containers not storing classified documents or materials without (6) Category IV arms that are stored in unmanned facilities not
IDS, security lighting, and security patrol requirements. MACOMs equipped with an IDS will be checked by a security or guard patrol
will decide the number to be stored on the basis of mission andat irregular intervals not to exceed 24 hours.
operational requirements in conjunction with an assessment of vul- b. Rescinded.
nerability and threat conditions. Provisions of above apply only to c¢. Arms racks and storage containers.
small units (e.g., USACIDC detachment) that must store a small (1) When not in use, arms will be stored in banded crates, metal
quantity of prescribed weapons for operational requirements. containers, approved standard issue racks or locally fabricated arms
b. Individuals issued, or in possession of arms, are responsibleracks, and secured in approved weapons storage facilities. Standard
for security of this property while it is entrusted to their care. issue approved metal wall lockers or metal cabinets may be used.
(1) Each weapon issued for training, operations, or any otherCrates or containers will be banded, locked, or sealed in a way that
reasons will be carried on the person of the individual to whom will prevent weapon removal without leaving visible signs of
issued at all times or it will be properly safeguarded and secured.tampering. Screws or bolts used in assembling containers, lockers,
Except during emergencies, weapons will not be entrusted to theor cabinets will be made secure to prevent disassembly.
custody of any other person except those responsible for the security (2) All arms racks or containers will be locked with approved
of operational weapons. These persons will comply with issue andsecondary padlocks. In facilities that are not manned 24 hours a day,
turn—in procedures. Local procedures will be established to securgifle racks and containers weighing less than 500 pounds will be
and account for the weapons of personnel medically evacuated durfastened to the structure (or fastened together in groups totaling
ing training. more than 500 pounds) with bolts or with chains equipped with
(2) During field exercises and training, pistols and revolvers is- secondary padlocks. Bolts used to secure racks will be spot welded,
sued to persons will be secured to the person by either a locallyorazed, or peened to prevent easy removal. Chains used to secure
made lanyard or military issued field lanyards (NSNacks (and containers) will be heavy duty hardened steel, welded,
8465-00-965-1705). straight links steel, galvanized of at least 5/16—inch thickness, or of
(3) Pistols or revolvers that lack a device to affix the lanyard will equivalent resistance to force required to cut or break a secondary
be secured by running the lanyard through the pistol/revolver triggerpadlock.
guard during field and training exercises when drawing the pistol/ (3) Hinged locking bars for racks will have the hinge pins welded
revolver is not contemplated. If drawing the pistol/revolver is con- or otherwise secured to prevent easy removal. Locally fabricated
templated, such pistols/revolvers are exempt from the lanydagks will provide, at a minimum, security equivalent to standard
requirements. issue racks. All racks will be so constructed as to prevent the
(4) Pistols and revolvers issued for operational purposes need notemoval of a weapon by disassembly. Locally fabricated arms racks
be secured by a lanyard except where specified in other regulationswill provide protection from forced entry equip to the M12 rack
(5) Local commanders will prescribe specific accountability and (M-16 rifle rack). Technical data package (TDP) sketches and as-
security measured to prevent the loss of other weapons assigned t®embly instructions for local fabrication of arms racks may be re-
persons. quested from CDR, U.S. Army Armament, Munitions and Chemical
(6) USACIDC may authorize individuals to retain their assigned Command, ATTN: AMSMC-MAG-SS, Rock Island, IL
weapons in their private quarters if the necessity is dictated by61299-6000. The local engineer will certify that locally fabricated
operational requirements. In such instances, USACIDC will estab-arms racks are constructed according to TDP specifications and

lish accountability safeguards and security measures. drawings. The engineer certification will serve as security verifica-
tion for adequacy of such racks. The certification will be maintained
4-2. Storage and supplemental controls on file in the location where such racks are used.
a. Storage and supplemental controls. (4) When weapons are in transit, stored in depots or warehouses
(1) New facilities built for storage of Category Il arms will meet or held for contingencies, the weapons crates or containers need not
the facility criteria in appendix G. be fastened to the structure. However, such crates or containers will
(2) An existing facility in which Category II, Ill, and IV arms are be banded or locked and sealed in a way that will prevent weapon

stored together will meet the criteria for facilities storing Category Il removal without leaving visible signs of tampering. The facilities
arms in appendix G unless the MACOM commander determines itand buildings in which these weapons are stored will meet the
to have equivalent or better security. structure and other security requirements of this regulation. Arms
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being unpacked or packed for shipping, or in assembly—line config- (a) Facilities will be checked by a security patrol periodically as
uration in a maintenance repair or rebuild facility, do not require dictated by any threat and by the vulnerability of the facility. For
storage in racks or containers. However, the facilities in which they Category Il IDS protected facilities, the intervals between checks
are stored will meet the structure and other security requirements ofvill not exceed 8 hours. For Category Il and IV facilities, the

this regulation. intervals between checks will be once every 24 hours and once
d. Security lighting. every 48 hours for IDS protected storage facilities.
(1) Interior and exterior lighting will be provided for all arms (b) Facilities storing arms outside a military installation will be

storage buildings, buildings in which arms storage rooms are lo-checked by a security patrol on an irregular basis at an interval not
cated, and arms storage rooms. The lighting will be sufficient to to exceed 24 hours.

allow guards (or individuals responsible for maintaining surveil- (3) Rendering weapons inoperablié.the facility is not located
lance) to see illegal acts such as forced entry, or the unauthorize@n a military installation, weapon will be rendered inoperable by the
removal of arms during hours of reduced visibility. method shown in table 4-1 under any of the conditions below:

(2) Areas appropriate for lighting include entrances to buildings, (a) A facility does not meet structural criteria.
corridors, and arms rooms. When an arms room is located inside a (b) A threat is received.
building, the entrance door to the arms room will be illuminated. (c) An IDS is inoperative for a period of 24 hours or longer.
Arms rooms that are located within another room (for example, (d) During periods of annual field training, if arms are left in the
supply room), do not require security lighting over the arms room facility.
door. When an arms room is located inside another secured room, (€) Decision of the commander having direct security responsibil-

the exterior door to that room will be illuminated. ity for the facility.

(3) Security lighting will also be provided for motor pools, hang-  (4) Storing removed item3he item(s) removed for the purpose
ars, and outdoor parking areas for vehicles or aircraft that haveof rendering a weapon inoperable will be tagged with the weapons
weapons installed or stored on board. serial number to ensure return to the same weapon and secured in a

(4) Switches for exterior lights will be installed so that they are separate building. Etching of weapon’s serial number on the re-
not accessible to unauthorized individuals. moved parts is prohibited. The removed items will be stored in a

(5) Exterior lights will be covered with wire mesh screen, or locked container in a secure area away from the arms storage facili-
equipped with vandal resistant lenses, that will prevent the lightsty. If @ secure area is not available for separate storage of these
from being broken by thrown objects. items, the container will be stored in the arms storage facility and

e. Doors, locks, and locking devices. secured to the structure with an approved lock and chain or equal

(1) Except for GSA approved Class 5 steel vault doors with methods when the container weighs less than 500 pounds.
built-in, three position, changeable combination locks, doors used
for access to arms storage rooms or structures will be locked withTable 4-1
an approved high security locking device or high security padlock Methods for rendering Small Arms inoperable
and hasp providing comparable protection to the locks. An approvedyeapon: Carbine, Caliber .30 M1
high security shrouded hasp will be used to secure Category | and liethod: Remove bolt assembly
AA&E storage facilities to enhance their security. Doors used for
access to arms storage rooms will be locked with approved locks/Véapon: Gun, Auto 25mm M242
and hasps. On existing storage facilities equipped with double—door“€thod: Remove bolt and track assembly
protection, high security padlocks and hasps will be used on theweapon: Launcher, grenade 40mm M79
most secure door. Secondary padlocks will be used to secure théethod: Remove barrel assembly
other door of the double—door concept. Other doors that cannot b%eapon
secured from the inside with locking bars or dead bolts will be \;coq.
secured on the inside with approved secondary padlocks, e.g., issue
window or portals. When high security hasps are installed, locking Weapon: MG, Caliber .50 M2 series
bars and T—pins should be left in place to aid in opening and closingMethod: Remove bolt assembly
doors and prevent any future misalignment of the hasps. PaniGyeapon: MG, 7.62mm M60 series
hardware, when required, will be installed to prevent opening the method: Remove breech block
door by tampering from the outside. Panic hardware will meet -
safety, fire, and building codes and be approved by the Underwriters/Véapon: MG, 7.62mm M73 series
Laboratory or host country requirements as applicable. Method: Remove breech block

(2) Key and lock controls will be established per paragraph 3-8. weapon: MG, Caliber .50 M85

(3) Facilities in which vehicles or aircraft are stored with sensi- Method: Remove bolt assembly
tive |tems.aboard will be sgcured by approvgd secondary padlocksWeapon: MG, 7.62mm M219
Aircraft will be secured with manufacturer—installed or approved icihod: Remove Breech block
modification work order door—locking devices when not in use. All
hatches and other openings to track vehicles which cannot be seWeapon: MG, 7.62mm M240 series
cured from the inside will be secured from the outside with ap- Method: Remove bolt and operating rod assembly

proved secondary padlocks. Weapon: MG, 5.56mm 249
f. Additional controls. Method: Remove bolt and slide assembly
(1) IDS for arms storage facilitiesArms room storing Category
Il arms, GSA—-approved Class 5 Weapons Storage Cabinets, an%l’eapor_“ MG, 40mm MK19 Mod 3
GSA approved security modular vaults will be provided with an ethod: Remove bolt assembly
approved IDS. Facilities without an operational IDS require constant Weapon: Pistol, semi-auto, Caliber .45 M1911A1
surveillance by an armed guards for Category Il arms while Cate-Method: Remove firing pin and spring. Leave stop installed to prevent
gory Il and IV facilities require only constant surveillance. In the damage of firing pin hold
event that the arming of guards off a military installation is prohib- Weapon: Pistol, semi-auto, Caliber .22
ited by State or territorial law, a request for exception to this pethod: Remove bolt or slide assembly
requirement according to paragraph 2—4 is required. The exception
will include the rationale and justification for not utilizing armed Weapon: Pistol, semi-auto, 9mm M9

guards and the compensatory security measures taken. Method: Removefiring pin assembly, recoil spring, and the spring guide
: from the spring assembly
(2) Security patrols.

: Launder, grenade 40mm M203
Remove barrel assembly
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Table 4-1

Methods for rendering Small Arms inoperable—Continued

use locked metal containers instead of separation by partitions. In all
cases, one designated commander will continue to have responsibil-
ity for the overall security of the consolidated storage facility, in-

\’\/AVeapor.L Rifle, Caliber .22—all types cluding access to that facility. COE drawing DEF 33-33-18 depicts
ethod: Remove bolt assembly . - - - L
a consolidated arms storage building meeting this criteria. COE
Weapon: Rifle, Caliber .30 M1 series drawing STD 40-21-01 depicts expanded metal mesh security cage.
Method: Remove bolt assembly Units will provide the commander responsible for the overall secu-
Weapon: Rifle, 7.62mm M14 series rity of the consolidated_storage faci_lity. Pr_ocedures for such consoli—
Method: Remove bolt assembly dated arrangements will be established in SOP of the consolidated
storage facility, or in the SOP of the higher headquarters.
Weapon: Rifle, 5.56mm, M16 series
Method: Remove firing pin 4-5. Privately-owned weapons and ammunition
Weapon: Rifle, Caliber .30 M1918 ~a. Qommanders Wi|| ensure privgtely—owned arms and a.mlmuni-
Method: Remove firing pin series tion (including authorized war trophies) are protected on their instal-
lations and facilities. Based upon local requirements and availability
Weapon: Shotgun, 12 gauge, riot type of resources, Commanders may establish and maintain a system for
Method: Remove barrel assembly the registration of privately owned arms on their installations. Com-
Weapon: Sub MG, Caliber .45 M1 series manders will—
Method: Remove bolt assembly (1) Secure arms and ammunition in the installation armory or

_ - ) unit arms rooms in approved locked containers separate from the
\’\/AV;?]%%?'Rse“nlzo"\/'lgbci?gzzreﬁgl“ﬂs series military AA&E. Storage requirements in this regulation apply. In-

: y stallation commanders may authorize storage of these items in other
Weapon: Sub MG, 5.56mm M231 locations on military installations, provided they are properly
Method: Remove firing pin secured.

Weapon: Recoilless rifle, 90mm M67 (2) Account for and inventory arms _and e_tmmu_nition.
Method: Remove breech block (@) A DA Form 3749 (Weapons Receipt) will be issued for each

privately—owned weapon secured in the arms rooms.

(b) Privately—-owned weapons will be inventoried in conjunction
with, and at the frequency of the inventory of Government weapons.

(c) Commanders will establish limits on the quantity and type of
privately owned ammunition stored in the arms room, based upon
availability of space and safety considerations.

(3) Post applicable local regulations and State and local law in-
formation on ownership, registration, and possession of weapons
) ] and ammunition on unit bulletin boards.

9. RC weaponsThe Army policy of close cooperation between  (4) Conduct inspections per AR 190-13, paragraph 2-8, and this
the theft or loss of AAKE. At times, RC activities may need to use  (5) process unauthorized AA&E per AR 190-22, paragraph 3—4.
local Active Army facilities for the temporary storage of AA&ZE as (6) Prohibit retention and storage of incendiary devices and
the result of emergency situations; for examplg, during Veh'%'fplosives.
breakdown when transporting weapons, when an increased threat (7) Brief all newly assigned persons on this regulation and subor-

situation is forecast or present, and during rifle matches. Active dinate command guidance. All personnel will be made aware of
Army facilities are authorized and encouraged to assist in temporar- '

: . ) 2 SO changes.

ily securing RC items. However,_the receving unit \.N'” ensure the b. Personnel keeping or storing privately owned arms and ammu-
accountability (number and type items, including serial numbers) pfnition (including authorized war trophies) on military installation
those items accepted for storage. The above policy also applie

il—
between Reserve components as well as the temporary storage o . .
Active Army stocks at Reserve storage facilities. (1) Comply with local regulations and local and State laws on

ownership, possession, registration, off-post transport, and use.
4-3. Storage of classified weapon trainers (2) Store both arms and ammunition in the unit arms room or

Because of security classification, nuclear weapon trainers or othefother locations authorized by the installation commander.

classified weapon trainers may be stored in separate locked contain- (3) Follow local security and safety regulations. Safeguard the

ers, or wire cages, in arms storage facilities when alternate facilitiesunit issued DA Form 3749 for turn—in to the unit armorer when the

are not available per AR 380-5, chapter 5. Commanders will pre-Weapon is withdrawn from the arms room.

scribe supplementary measures and controls to prevent unauthorized (4) Withdraw privately-owned weapons and ammunition from

access and ensure the items are accounted for at all times.  the unit arms rooms only upon approval of the unit commander or
the commander’'s authorized representative.

4-4. Consolidated arms rooms (5) Ship or store arms and ammunition as personal property, if

Arms belonging to more than one unit or organization may be authorized, per AR 55-355, paragraph 50-12. When loss occurs,

stored in the same arms room or arms storage facility. Arms will be notify the local provost marshal or security officer immediately.

identified by unit. One commander will be designated as having (6) Comply with the National Firearms Act of 1968 when receiv-

responsibility for the overall security of the consolidated storage ing or bringing arms into the United States. Automatic arms must be

facility. Access controls will be established to ensure protection of turned over to the Bureau of Alcohol, Tobacco and Firearms

each unit's arms. Procedures will also be established to fix responsi{BATF), or brought under Army control.

bility for issue, receipt, and physical accountability for arms, includ-

ing ammunition, and all other sensitive items, stored in tHe6. Weapons and ammunition for marksmanship

consolidated storage facility, per AR 710-2, paragraph 2-12; andmatches and other special purposes

DA Pam 710-2-1, paragraph 9-11. Where feasible, unit arms will a. Weapons and ammunition for marksmanship matches and

be separated by secondary padlocks. If this is done, each unit willother purposes will be protected at all times.

maintain sensitive items. Units with small quantities of arms may b. When not in use, marksmanship weapons used in matches or

Weapon: Revolver, Colt
Method: Remove cylinder and crane assembly

Weapon: Revolver, Ruger
Method: Remove strut assembly

Weapon: Revolver, Smith and Wesson
Method: Remove cylinder and yoke assembly
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ceremonies away from a military installation will be stored in au- 4-9. General officer weapons and ammunition
thorized active, USAR, or ROTC arms rooms. Weapons and ammu-Small arms and ammunition issued to general officers are exempt
nition may be stored in a civilian police station under police control. from all provisions of this regulation except loss and investigations
If these facilities are not available, weapons and ammunition will be requirements. The items will be stored in a manner deemed appro-
stored in locked containers or rooms attended at all times by at leaspriate by the general officer.
one team member or designated person.
c. The storage of automatic weapons in other than an authorized4—10. U.S. Military Academy weapons
arms room is prohibited. U.S. Military Academy (USMA) weapons issued to each cadet are
d. Exceptions tab above for marksmanship weapons are author- granted an exception to the storage security requirement in this
ized USAR and ROTC marksmanship personnel when firing as chapter. The Superintendent, USMA, will set up proper security for
persons (away from their teams). Exception criteria are as follows:cadet weapons to ensure weapons are safeguarded at all times.
(1) Authority to grant exceptions is delegated to MACOM com-
manders and heads of Army staff agencies commanding field oper
ating agencies and activities. This authority may not be further
delegated.

(2) Eligibility is limited to persons who are active member&_12 Foreign weapons and ammunition
representing an ROTC region, a major USAR command, OTa. Arms and ammunition of foreign origin in custody of the

g;grﬁgrllz\;ﬁ;;gﬁim' Ea“r%gmzta)t/ioli "Wtezd (;)r?slyv]:/(iJII %eSperJ:ﬁg dp?got?]e Army for intelligence, research, development, test, evaluation, or
roper authorizzdp armg roor.ns forp storage upon completin tger purposes, will be controlled and safeguarded in the same way
prop 9 P P 9 that prescribed for U.S. military weapons and ammunition.

marksmanship match. .
; ) - . b. Provisions of AR 700-99, chapter 2, apply to captured enemy
(3) Exceptions will be held to a minimum. Each written request weapons and ammunition.

for exception will include a statement that other secure facilities are
not available. Each request will outline compensatory measures t9,_13 pMuseums Arms and Ammunition

be applied. If weapons are to be stored in private homes, the weap- 5 General.

ons will be secured in a locked, metal container. The container will (1) Arms, 19th century or older and not requiring metallic car-

_nottkl‘:)e Eromlnently displayed. It will be secured to a firm structure y;4qes are classified as museum artifacts and are excluded from the
In the home. physical security requirements for storage of arms. Security require-

(4) Arms used during matches or practice away from the facility mens for these artifacts will be determined per AR 190-51, appen-
and not secured as in (3) above will be stored ufdabove. dix B.

4-11. Demilitarized weapons
Demilitarized weapons, although not classified as sensitive, will be
secured as commanders may direct.

(2) All operable and inoperable arms not on display will be
secured according to this regulation.

(3) Live ammunition will not be used for museum displays. Dis-
play ammunition, arming pins, caps, or other detonating devices will
nbe rendered temporarily inoperable.

b. TransportationMuseum weapons in transit will be protected
according to this regulation.

c. Arms storage facilitiesSThe provisions of this regulation apply

b. Commands will discontinue the sale or possession of weapond©’ the storage of museums arms and ammunition.
and ammunition by nonappropriated fund activities failing to com-  d- Arms on display. o _ i
ply with this reguiation. (1) Ready-tofire weapons containing self-primed metallic car-
(1) During nonduty hours, commercial arms and ammunition will ridges will be modified to make them temporarily inoperable. Re-
be stored in facilities meeting the requirements of this chapter. Themova! of firing pins, internal mechanisms, or parts will satisfy this
storage area will be protected by a certified, approved IDS. requirement; however, parts must bga secured against pllferage. Mod-
(2) When displayed, arms and ammunition will be under the ifications will not detract from the display value of the item. Under
surveillance of sales personnel. Arms and ammunition will be se-NO conditions will any weapon be permanently altered by welding or
cured in such a way as to prevent loss or theft as follows: cutting without written approval of the Chief of Military History.

(a) Ammunition equal to one day's estimated sales may be dis- (%) Weapons on display in exhibit or display cases will be se-
played in a locked showcase or security case or fixture. If possible,Curéd to prevent their easy removal. Security measures will be as

empty boxes will be displayed in the showcases and sales will beinconspicuous as po_ssible so as not to detract from the aesthetic
made from reserve stock. appearance of the display.

(b) Gun and ammunition fixtures will be locked except when (3) Clas_slfl_ed component parts will be remove_d before any non-
merchandise is presented to the customer for inspection. nuclear missiles, rockets, or other AAKE are displayed.

e. Accountability All museum weapons are subject to the follow-
4-8. Contract guard weapons and ammunition ing requirements:

a. Protection of contract guard weapons and ammunition not U.S. (1) A current inventory by serial number will be maintained.
Government property is the responsibility of the contractor. If gran-  (2) All weapons, with or without serial numbers will be marked
ted permission by the installation commander to store on military with a catalog number. Numbers should be easy to find, legible, and
reservations, these items will be provided the same degree of protecPlaced on the weapon in a position where they do not interfere with
tion against loss or theft as Army weapons and ammunition will be the display or study value of the weapon.
stored in arms storage facilities meeting the requirements of this (3) Commanders should consider photographing uniqgue museum
regulation. In addition these weapons and ammunition will be ac-items as an identification aid in case of theft. Color photographs
counted for at all times. These weapons and ammunition are nooften preserve a more complete and accurate record than black and
authorized to be stored in AA&E storage facilities containing Gov- white photographs. Negatives should be kept separate from the orig-

4—7. Commercial weapons and ammunition

a. Commercial arms and ammunition in stock or maintained by
nonappropriated fund activities and installation—approved private or-
ganization activities will be protected according to security and
accountability procedures equal to those prescribed in this regulatio
for military arms and ammunition. Commanders will prescribe spe-
cific inventory accountability procedures to ensure protection of
these items against theft or loss.

ernment weapons and ammunition. inal photographs.
b. Commanders will prescribe the specific accountability proce- (4) A serial or catalog number list of weapons stored in banded
dures for contract guard weapons and ammunition. or sealed containers will be fastened to the outside of each contain-

er. The contents will be authenticated with the signature of the
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curator or other responsible person. Banded containers will be exdtems subject to pilferage. In the absence of secure facilities, com-

amined quarterly for tampering and their contents inventoried annu-manders may authorize (in writing) those sensitive items to be

ally. When seals are used, they will be controlled as stated in ARstored in arms storage facilities. Commanders are cautioned, how-

190-51, appendix E. ever that each additional item of value stored in a weapons storage
(5) All museum weapons will be visibly inventoried, exceparea increases the target potential to criminals.

weapons stored in banded containers as follows:

(a) Museum personnel will inventory weapons by physical count 4-19. Access control _ _ o
weekly, and serial or catalog number quarterly. a. Routine or unaccompanied access by enlisted and civilian per-

(b) A disinterested officer will conduct a semiannual inventory of sonnel to arms storage facilities will be limited to the least practical
all weapons except those stored in banded containers. The results gtUmber of responsible persons designated by the unit commander.
this inventory will be kept for 1 year. The names and duty positions of these persons will be posted inside

(6) Inventory records will be kept on DA Form 2609 (Historical the arms room. These persons will be authorized unaccompanied
Property Catalog) according to AR 870-20, chapter 4. Inventory 8CCeSS to the arms storage facilities only after they have satisfacto-
files will be maintained for at least 1 year.’ rily undergone a command-developed background check that has

f. Small Arms Serialization Programll weapons with serial ~ P€en verified by a review of personnel records. (See para 2-12)

numbers will be registered with the DOD Central Registry accord- Uit officer personnel, with the unit commander's approval, should
ing to AR 710-3, paragraph 4-11. A manual recording system be permitted routine unaccompanied access. However, those officers
should be used for those weapons that the Small Arms SerializatiorfUthorized unaccompanied access will be designated in writing by

Program will not accept because they are foreign, have nonnumeridn€ commander. The list will be posted as above.
serial numbers, and so forth. b. In addition to the requirements ia)(above, a two—person rule

g. Missing or recovered museum weapdt®cedures for report- may be established for access to arms storage facilities. At the
ing missing or recovered weapons are contained in this regulation ©Ption of the commander concerned, two authorized persons may be
required to be present during any operation which affords access to

4-14. Arms parts these facilities. If the two—person rule is used, commanders should

Major parts for arms, such as barrels and major subassemblies, wilestablish appropriate lock and key control procedures to preclude
be afforded at least the same protection as Category IV arms. Thélefeat of the two-person rule concept.

frame or receiver of an arm constitutes a weapon and such parts . .
therefore, must be stored according to the correct category; for4—20. Security of Class 5 storage containers

example, the receiver of a .30 caliber machine gun will be stored as a. Class 5 security containers authorized for use instead of arms
a Categ(’)ry Il weapon rooms must be adequately protected. The following factors must be

considered for each container:

4-15. Restricted area posting _ (1) Its vulnerability when left unattended for extended periods of
Areas where arms are stored will be designated and posted a§me.

restricted areas according to AR 190-13, paragraph 6-4. Posting (2) Vulnerability of the location where the container is placed.
will be visible at eye level when possible. It will include fire control ~ (3) Accessibility and ease of removal of the container.
measures, when required. In the areas where a predominant minority (4) The position where the container will be least vulnerable to
language is spoken and clear justification exists, local commanderdinauthorized access by heavy lifting equipment (e.g., forklifts,
may specify multilingual posting. In overseas commands where pos-dollies).

ting is authorized, areas will be posted in English and the host (5) The position from which unauthorized persons would find it
country language. International sign decals are contained in Military extremely difficult to remove the container.

Specification MIL-M—43994A. b. Positive overall security of the arms stored in the container
will be achieve. Commanders will ensure that structure protection
4-16. IDS signs provided by the storage container is adequately increased by the

Arms storage facilities having IDS will have signs prominently physical security measures specified in this regulation.

displayed announcing the presence of IDS (see app F). They will be

affixed at eye level, when possible, on the exterior of each interior4-21. Arming of unit arms rooms armorers

wall that contains an entrance to the arms storage room, vault, oPepending on the local threat, environment, and location of unit

building. They will be affixed on exterior walls only when the arms rooms, (or other arms storage facilities), commanders con-

exterior wall contains an entrance to the arms storage facility. cerned will determine the need to arm unit armorers (or other on
duty personnel) during the performance of their duties to prevent the

4-17. Fences possible armed robbery or forcible theft of weapons and ammuni-

Arms storage buildings, bulk storage areas, and outside areas whergon. If such personnel are armed, provisions of AR 190-14, para-

vehicles and aircraft are routinely parked with weapons aboard maygraphs 2-2, 4-1, and 4-4, apply.

be surrounded with fencing when determined necessary by the com-

mander concerned. Such determination will be made based on an

assessment of local threats, vulnerabilities, and cost effectiveness.

Fencing construction criteria is prescribed in paragraph 5-3. Chapter 5
_ ) _ Protection of Nonnuclear Missiles, Rockets,
4-18. Security of tools and high—value items Ammunition and Explosives

a. Tools such as hammers, bolt cutters, chisels, crowbars, hack-
saws, cutting torches, and similar items which could be used to5-1. General
assist in gaining unauthorized access to an arms storage facilitNonnuclear missiles, rockets, ammunition, and explosives listed in
must not be readily accessible to intruders. Tools of this type shouldappendix B will be protected in accordance with this chapter. Indi-
be removed from the vicinity of the arms storage facility or room. viduals issued or in possession of missiles, rockets, ammunition, or
When an arms storage facility is the only security location available, explosives are responsible for security of such property while it is
such tools will be stored in a locked container within the facility. charged or entrusted to their care. All unused ammunition and ex-
When the access door to an arms storage room is located within th@losives will be turned in to the proper authority per AR 710-2,
unit supply room, tools will not be stored in the supply room. paragraph 2-52. Ammunition and explosives deployed in the field
b. When other secure storage facilities are reasonably availablefor training or operational purposes will be protected at all times as
high—value items will not be stored in arms storage facilities. Such prescribed in paragraph 2-5. Missiles, rockets, ammunition, and
items include field glasses, compasses, watches, and highly valuablexplosive items installed in vehicles and aircraft are considered in
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use and will be protected as part of the overall system in which they b. Fence fabric will be of chain link (galvanized, aluminized, or
are installed. Other criteria in this chapter does not apply to suchplastic coated woven steel) 2—inch square mesh 9—gauge diameter
missiles, rockets, ammunition, and explosive items. Commanderswire, including coating. In Europe, fencing may be North Atlantic
will ensure that necessary security measures are taken to protectreaty Organization (NATO) Standard Designed Fencing (2.5-3mm
ammunition and explosives stored in vehicles and aircraft as pre-gauge, 76mm grid opening, 2 meter height, and 3.76 meter post
scribed in paragraphs 5-3 and 5-4. (See app H for AA&E physicalseparation).

security standards at contractor facilities). c. Posts, bracing’s, and other structural members will be located

on the inside of the fence fabric. Galvanized steel or aluminum

5-2. Bulk storage areas tie—wires equal in gauge to fencing will be used to secure the fence
a. Category | and Category II. fabric to posts and other structural members.

(1) Bulk storage.Bulk storage areas are considered to be depot d. The minimum height of the fence fabric will be 6 feet without
activities, prestock points, and ammunition supply points at which an outrigger (COE drawing STD 40-16-08, Type FE-5).
bulk quantities of missiles, rockets, ammunition, and explosives are e. The bottom of the fence fabric will extend to within 2 inches
stored. Storage is usually in original containers. Storage structuref firm ground. Surfaces will be stabilized in areas where loose
acceptable for storage of Category | and Il ammunition and explo-sand, shifting soils, or surface waters may cause erosion and thereby
sives are those earth—covered magazines and igloos listed asBist an intruder in penetrating the area. Where surface stabilization
385-64, paragraphs 1 through 12 and appendix A. Commanderss not possible, or is impracticable, concrete curbs, sills, or other
may permit storage of missiles, rockets, ammunition, or explosivessimilar type anchoring devices, extending below ground level will
in other types of structures that provide the necessary delay timebe provided.
equivalent to earth covered magazines and igloos and if all other f. Modifications to chain link fencing will not be made to con-
requirements of AR 385-64 are met. form to the requirements of this paragraph if the existing fencing
(2) Supplemental controls. provides an equivalent or greater penetration resistance, as deter-
(a) IDS.Category | and Il storage facilities and structures will be mined by the commander concerned.
protected by IDS. Facilities without an operational IDS will have g. The barrier will have a minimum number of vehicular and
armed guards posted 24 hours a day to maintain constant, unpedestrian gates, consistent with the operational requirements. These
obstructed observation of the storage structures, prevent any ungates will be structurally comparable, provide penetration resistance
authorized access to the protected structure, make known @fyivalent to the adjacent fence, and be designed so that the traffic
unauthorized access to the structure. through them will be under the positive control of the security force.
(b) Security patrolsStorage facilities and structures will be che- Unless manned 24 hours a day, gates will be provided with an
cked by a security patrol periodically as dictated by any threat andapproved lock. Hinge pins and hardware will be welded or other-
by the vulnerability of the facility. Checks will be conducted on an Wise modified to prevent easy removal. _ _
irregular basis during nonduty hours. For Category | and Il facilites h. Drainage structures and water passages penetrating the barrier
protected by an operational IDS, the intervals between checks willbe barred to provide penetration resistance equivalent to the fence
be once every 2 hours. For facilities without an operational IDS, theitself. Openings to the drainage structures having a cross—sectional

intervals between checks will be hourly for Category | and once area greater than 96 square inches, and a smallest dimension greater
every two hours for Category Il facilities. than 6 inches will be protected by securely fastened welded bar

b. Category Il and IV grills. As an alternative, drainage structures may be constructed of

(1) Bulk Storage. Ammunition and explosives listed under Cate- Multiple pipes, each pipe having a diameter of 10 inches or less,
gory lll and IV will be stored in structures that meet the criteria in J0in€d to each other and to the drainage culvert. Multiple pipes of
appendix G, or in structures which provide delay time which meets this diameter may also be placed and secured in the “in—flow” end
or exceeds that criteria as certified by qualified engineer personnel©f the drainage culvert to prevent intrusion into the area. .

(2) IDS. IDS is optional for Category Ill and IV facilities and |- Building walls may be incorporated into the barrier system if
structures. New IDS will not be programmed for Category Ill and Ny Provide penetration resistance equivalent to the perimeter bar-
IV facilities (structures) unless it is determined necessary based or /€7 @nd are subject to observation.

an assessment of the local threats, vulnerabilities, and co é If practicable, cllear. zones will e*‘e”d 12 feet on the outside
effectiveness. and 30 feet on the inside of the perimeter fence. Clear zones for

(3) Security patrols. Storage facilities and structures will be che- Categories | and Il AAZE will be free of all obstacles, topographi-

oke by a Seciy parol pertodcaly as ictted by any theat and, UIES, 910 Vegeeon exceadng 8 ones et e
by the vulnerability of the facility. For Category Ill and IV facilities pny  IMp !

; - .or provide cover and concealment of an intruder. Clear zones for
protected by an operational IDS, the |ntervals__t_)etween checks W'”Cat%gories Il and IV AA&E will be free of obstacles, topographical
gﬁ Z)Zp er}gld:)sn;n?D%nce every 48 hours for faciliies not protected byfeatures, and vegetation which reduce the effectiveness of the physi-

: . . . cal barrier.
(4) Inert and ex_pended _Iauncher tubes_, inert mines, and inert (1) Vegetation or topographical features which must be retained
rocket launcher training devices, and practice rockets are vulnerablqn clear zones for erosion control, passive defense, or for legal

tso pt:lfirage, r_llwllsbuse,l orl pos&EIed conve(rjslonttoAIIg/eggaSm(rsr;_)unltlon. reasons will be trimmed or pruned to eliminate concealment and
uch items will be clearly marked according 1o —99, pard- opacked by security patrols at irregular intervals.

graph 4, to prevent accidental turn—in, or turn—in as live fire residue. (2) Perimeter light poles, fire hydrants, steam pipes, or other

Those t't%m]f' that dcan be C;:onvegefl to opisral_ble weapon_ﬁ will bdesimilar objects; barricades for explosives safety purposes; and entry
accounted for and secured as Lategory Ive ammunition and | buildings within the clear zone that represent no aid to

explosives. circumvent the perimeter barrier or do not provide concealment to
¢. Rescinded. an intruder do not violate the requirements of clear zones.

k. Fencing needs will be evaluated and determined for each in-
stallation on a case-by—case basis. The installation of new security
fencing around an outer perimeter may not be cost effective. The
following will be considered:

(1) If the storage area perimeter has adequate security fencing,
uff,:ncing of inner zones may not be required.

(2) If the storage area outer perimeter has barbed wire fencing or
no fencing, security fencing of inner zone storage areas may be
more practical and cost effective.

5-3. Fences

a. Categories | and Il missile, rocket, ammunition, and explosive
storage areas will be surrounded with security fencing constructed
and configured as set forth below. New chain link fencing will not
be programmed for Category Ill and IV storage facilities unless it is
determined necessary based on an assessment of local threats, v
nerabilities, and cost effectiveness. COE drawing STD 40-16-08
depicts chain link fence construction standards.

AR 190-11 « 12 February 1998 17



(3) If the storage area outer perimeter is partially fenced, it mayin accordance with paragraph 3-8. Use of master key system or
be more cost effective to complete the loop rather than to installmultiple key system is prohibited.
fencing around inner zone storage areas. c. Category | Storage Facilities.

(4) If natural barriers, such as mountains, cliffs, rivers, seas, or (1) Doors used for access to Category | storage facilities will be
other difficult-to—traverse terrain, form portions of the perimeter locked with a high security padlock and hasp and one secondary
and provide equivalent or more security than fencing, security fenc-padlock (medium or low security).

ing of inner zone storage areas may not be required. (2) Access to, or possession of, both keys to Category | storage
facilities by one person is prohibited. A key control system will be
5-4. Security lighting established so that no one will be allowed to interchange access to

a. Security lighting will be provided for Category | and Il storage keys to installed “A™B” locks.

facilities. New security lighting systems will not be programmed for  (3) Key control officers and locksmiths will not be authorized
Category Il and 1V facilities unless determined necessary based omaccess to information concerning the specific locations of installed
an assessment of the local threats and vulnerabilities. Security lightlocks protecting Category | structures at the site (for example, spe-
ing requirements will conform to ammunition and safety require- cific storage igloos within a site).

ments per AR 385-64, paragraphs 1 through 12 and appendix A. (4) Keys and locks subject to the two person rule will not be
However, existing security lighting for Category Ill and IV storage placed in use at the facility by the key control officer. Such keys
facilities will not be removed solely to comply with this paragraph. and locks will be placed in use by the respective key control custo-

Security lighting will— dians. Additionally, the key control officer is not authorized access
(1) Be provided for exterior doors of all Category | and Il items to such keys while the locks are in use under the two person rule.

storage rooms and magazines. (5) The rotation of padlocks will not be required when two locks
(2) Have switches for exterior lights installed so that they are not are installed on each Category | structure and a system is set up for

accessible to unauthorized individuals. separating these locks into “A” and “B” locks. Personnel will be

(3) Have all exterior lights covered with wire mesh screen that identified and authorized access only to either “A” or “B" keys or
will prevent their being broken by thrown objects. Vandal resistant locks, but not both. The system will preclude an individual from
lenses may be used instead of wire mesh screen. interchanging access to the “A” and “B” keys.

(4) Be provided for motor pools, hangars, and outdoor parking 5.7 Communications

areas for vehicles and aircraft that have Category | and Il ammuni-2 . - .
tion and explosives stored on board, and for such items located inRe"abIe and efficient primary and backup means of external and

open storage areas internal communications, at least one of which is radio, will be
(5) Be provided a.Iong storage site perimeter barriers determinedestabllshed at magazine areas to permit notification of emergency

by the C der. C d il determi .~ ~conditions. The communication system will be easily accessible to
necessary by the Lommander. Lommanaders will determine pe.”.me'guard and security personnel on their posts and will be tested daily
ter lighting needs depending on the threat, perimeter extremities

d il bilit 'by supervisory security personnel. The backup system will be of a
and surveillance capabilities. mode other than that of the primary communication system. Both

_b. Field manual (FM) 19-30, chapter 6, will be used as a guide iimary and backup guard (security) communications will be tested
in deciding lighting descriptions, layouts, lighting patterns, and min- 5 |east once during each shift.

imum protective lighting intensities and requirements. COE drawing
STD 40-04-08 depicts a typical design for a conventional ammuni-5_8_ Protection of missiles, rockets, ammunition, and

tion storage area security lighting system. explosives at unit level
c. Emergency lighting and standby power are not required, but a. Unit level stocks are those stored in basic load quantities
will be considered when the threat and vulnerability warrant. (quantities stored in tactical configuration for readiness and emer-
gency purposes) or which are on hand for operational and training
5-5. Guard protection and surveillance purposes.

Protection and surveillance by guards or other personnel together b. A typical facility for storage of operational quantities of am-
with other physical security measures will be established for facili- munition would be a building used to store ammunition on a rifle
ties or temporary open storage areas as set forth in this regulatiomange or a military police or guard (security) arms room. Such
and otherwise as needed to ensure protection at the facilities. At dacilities will comply with the requirements for unit arms rooms,
minimum, entrance and exit points into magazine and holding areagparagraph 4-2 or paragraph 5-2, for bulk ammunition storage
where vehicles, railcars or aircraft with missiles, rockets, ammuni- magazines.
tion or explosives aboard are parked, will be controlled by guards or c¢. The following are minimum requirements for safeguarding and
other personnel. When duty personnel are not present or IDS omaintaining unit level stocks:
closed circuit television are not used, enough security patrols will be (1) Depending upon tactical and contingency considerations, unit
provided to allow physical inspection of each aircraft, railcar, or level stocks will be stored in ammunition storage rooms or maga-
vehicle at a frequency determined by the commander concernedzines that are equivalent to the structural standards prescribed in
based on the category of AA&E, the threat, and the location.  paragraph 5-2.
(@) Commanders may authorize in writing the storage of small

5-6. Locks and keys _ o o guantities of ammunition in unit arms storage rooms. The authoriza-

a. Locks.A class 5 steel vault door with a built-in, 3—position, tion will be posted in the arms room. Storage will be consistent with
dial-type, changeable combination lock or a key operated high secupperational requirements. Ammunition authorized for storage in unit
rity padlock and hasp will be used on doors to structures housingarms storage rooms will be stored in containers. Ammunition will
classified material per AR 380-5, chapter 5. Otherwise, each ammupe secured in banded crates, or in approved metal containers, or
nition magazine or room constructed in accordance with chapter 4cabinets that are approved standard issue, commercial, or approved
will be secured with an approved high security padlock and high |ocally fabricated. Approved standard issue metal wall lockers may
security hasp. Storage facility hasps and locking hardware will pro- be used. Security containers (GSA approved class 5) not storing or
vide comparable protection to that afforded by the locks approved orcontaining classified documents or material may also be used.
other high security locking hardware. See the consolidated glossaryCrates will be banded or sealed, in a way that will prevent ammuni-
for list of approved DA locks and hasps. Facilities in which aircraft tion removal without leaving visible signs of tampering. Ammuni-
or vehicles are stored with ammunition aboard will be secured with tion stored in metal containers, or cabinets, will be secured with
an approved security padlock. See paragraph 3-8, for furtBecondary padlocks. Screws and bolts used in assembling contain-
guidance. ers, lockers, or cabinets, will be made secure to prevent disassemb-

b. Key and lock controKey and lock control will be established ly. Containers weighing less than 500 pounds will be fastened to the
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structure (or fastened together in groups totaling more than 500 (c) The two person rule will apply for access to Category |
pounds) with bolts or chains equipped with secondary padlocks. missiles at these locations.

(b) Commanders will establish security procedures for issue of
basic load ammunition that will enable the unit to achieve its com- 5-9. Entry control _ _
bat or contingency missions. When tactical, operational, or readiness @ Vehicular and personnel gates will be secured and strict key
conditions permit, basic load ammunition will be stored in ammuni- control accountability will be observed. A pass, badge, or access
tion storage rooms or magazines that are equivalent to the structurdioster plus a registration system, will be used to admit properly

standards prescribed for the risk category of the items. identified authorized personnel to storage areas. o
(c) For safety reasons, live ammunition will not left in weapons (1) Vehicle and personnel gates will be secured except when it is
magazines stored in the arms room. necessary to allow authorized entry into or exit from, the area.

(2) When operational and training requirements preclude storage (2) Keys and locks to gates will be controlled and accounted for
of unit level stocks or explosives in ammunition storage magazines,Pel Paragraph 3-8. o
these stocks may be stored in or on combat vehicles, aircraft, ships, (3) Entry and exit procedures will include checks of personnel
or trailers, or in other configurations required by the operational @d vehicles for unauthorized material. )
environment. When stored in this manner, unit level stock storage (4) Persons requiring frequent recurring entrance to the area will
areas will comply with criteria specified by the MACOM. either be listed on an entry c_ontrol roster prepareo! by the responsi-

(3) Ammunition and explosives may be stored aboard vehicles orP!®_Storage commander or issued a photographic security badge
aircraft provided the vehicle or aircraft is located inside a motor Which clearly establishes the authority to enter. The roster will
pool or park or aircraft park area. When stored in this configuration, ONtain as a minimum, the name, grade, and unit or organization of

supplemental security measures in AR 190-51, paragraphs 3—3 anfach authorized person. _ _
3-5, apply. (5) Privately—owned vehicles and leased vehicles will not be per-

(4) Vehicles or aircraft with missiles and rockets in énitted inside storage facilities and areas. Government vehicles, and

ready—to—fire configuration will be provided 24 hour armed guard vehicles operated by DOD contract personnel on official business
surveillance. are authorized entry.

(5) Ammunition and explosives in open storage (such as vehicle (6) UFt)r?nt eX||t|ng, ti” yergclestw!lll pe tt)hproughly |nzpected to
holding area, ammunition supply point, and aircraft cargo area) are®Nsure that only authorizéd material 1S being removed.
especially vulnerable to theft or sabotage. Commanders will pre- (7) Venhicles leased by Government agencies are considered to be

scribe necessary security measures to protect items located in Opeﬁpvedrnl;negt vehicles tfor thle contra]}ctedﬁpgrllod. Rsntal vehlgleds 02'
storage. Ammunition and explosives in temporary open storage WiIItalne y dO\t/ern_rlr;ebn elrlnp o;&eest or oh |C|athuse ulrlng Penc;f_s_ cl)
be secured under the following procedures: emporary duty will be allowed entry when the employee's officia

(a) Perimeter barrier, either temporary or permanent. duties require SL{Ch entry.
(b) Guard surveillance (post guards or on duty personnel) b Persor_mel, including guards or host country guards_,,_whose
S itv lighti duri h ¢ dark d uties require unescorted access to storage facilities containing clas-
'('(t:))l't ecurity fighting during hours ot darkness or reduceifieq missiles and rockets, or other classified items, will have a
V'S('d)' Ilﬁ.\/entory accountability, and control security clearance commensurate with the classification of the items

_ abl involved.

(e) Posted restricted limited area. c. A two—person rule will be established for access to storage
() Access control (see para 5-9). facilities containing Category | missiles and rockets. No one indi-
(g) Communication systems. vidual can have access.

(6) When more than one unit uses the same area, stocks will be
separated and identified by unit. One unit will be designated as5-10. Restricted areas
responsible for the security of the entire area, including accessAreas in which sensitive missiles, rockets, explosive, or ammunition
control. are stored will be designated and posted as restricted areas per AR
(7) When the threat or other conditions dictate, responsible com-190-13, chapter 6.
manders will decide the advisability of separate storage of battery .
coolant units (BCU) from the REDEYE weapon. Threat conditions, 2—11. IDS signs , _ _
operational requirements for BCU, and other mission criteria are SIgns clearly announcing the presence of an IDS will be displayed
factors that will determine container location. on ammunition storage rooms, magazines, or perimeter barriers us-
d. The following are additional minimum requirements fofn9 such a system. Signs will be affixed at eye level, when possible.

safeguarding and maintaining Category | missiles at deploymenthey Will be affixed on the exterior walls containing an entrance to
Ammunition Holding Areas (AHA) and at unit areas: the ammunition or explosives storage room, vault, building, or mag-
(1) Unit level stocks of Category | missiles will b'e stored in azine or, in the case of alarmed barrier fences, on the outside of the

ammunition storage rooms or magazines equivalent to the structura[.ence at about 100-meter intervals. Signs will be placed at a loca-

standards prescribed in paragraph 5-2 ion where they will not hinder observation or fields of fire. Signs
(2) Vehi(ges or aircraftpstor?n pCate 6r I missiles will be pro- will not be placed where they may be used by intruders to gain
9 gory P dentry. Alarm signs will not create nuisance alarms. Otherwise, the

vided 24 hour armed guards to maintain constant, unobstructe : : A . .
. . ' R : signs will be posted outside the perimeter fence. IDS signs meeting
observation of the vehicle or aircraft. When stored in this configura- the specifications of appendix F will be used.

tion, supplemental security measures in AR 190-51, paragraphs
3-3E(3) and 3-5E(8) also apply. ) 5-12. Storage of classified items

(3) Category | missiles will not be stored in open storage (for cClassified AA&E storage facilities will comply with standards set
example, vehicle holding areas, aircraft cargo holding areas, ammuforth in paragraph 4—2 or AR 380-5, appendix H. Classified mis-
nition supply points, AHAs). Category | missiles at these locations sjles and rockets, or other classified items, will be segregated from
will be secured as follows: unclassified items stored in the same storage facility. Strict access

(a) Placed in approved containers (MILVAN, SEAVAN, orand accountability control procedures will be established by the
CONEX), or in a totally enclosed storage structure. The doors will commander. See paragraph 5-9 for two—person rule requirement for
be secured with two approved medium security or low security access to Category | missiles and rockets. Personnel whose duties

locks. Key and lock controls in paragraph &-#pply. require access to above storage facilities will have a security clear-
(b) The Category | storage area will be provided 24 hour constantance commensurate with the classification of the items involved.
armed guard surveillance. Classified AA&E material manuals and documents should normally
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be stored separately from the ordnance items per AR 380-5, parawill be updated based on transaction reporting, i.e., receipts, issues,

graph 5-102. and turn ins.

(c) When the DOD Central Registry receives an inquiry concern-
5-13. Additional security measures for igloos and ing a lost, stolen, or recovered weapon that is listed with the registry
magazines as DOD property, or as missing from a DOD activity, the Central

Additional security measures may be used to enhance overall secUregistry will inform the affected MACOM registry. Commanders
rity of ammunition and explosives stored in unalarmed igloos and will establish procedures to ensure that such losses, thefts, or recov-
magazines or to increase the delay time of alarmed igloos anderies are, or have been, appropriately investigated per paragraph
magazines. 2-9, and reported as outlined in chapter 8 of this regulation. Com-

a. King Tut blocks may be placed in front of igloo or magazine manders will also ensure that MACOM AA&E recovered by police
doors to increase the difficulty and the delay time associated withor investigative agencies are returned to MACOM control for dispo-
opening them after locks have been defeated. sition upon completion of investigative and prosecutive action.

b. Expanded metal cages may be placed in front of igloo or (3) Exclusions.Privately-owned arms and arms purchased with
magazine doors to provide an additional barrier to entry. Where thenonappropriated funds are exempt from being reported to the DOD
igloo or magazine is to have an IDS, sensors may be placed on th€entral Registry. However, each post, camp, or station having non-
cage to provide detection prior to the aggressor reaching the doorappropriated fund arms will establish procedures to identify such

weapons by type and serial number.
(4) Registration and reporting procedures.
(a) The arms serial number registration and reporting procedures

Chapter 6 will ensure control over all arms serial numbers in the following
Accountability, Disposition, Disposal, and situations: from the manufacturers to depot; in storage; in transit to
Demilitarization requisitioners; in post, camp, or station custody; in the hands of

users during turn—ins; in renovation; and during disposal or
6—1. Nonnuclear missiles and rockets (Category 1) demilitarization.

a. Each Commander having custody of nonnuclear missiles and (b) The DOD Central Registry will maintain records of: serial
rockets establish and maintain records which will provide for con- number adjustments; Shipments to f|ag rank ofﬁcers; foreign mili-
tinuous accountability. This will include those issued for training by tary sales (FMS) and grant aid; activities outside the control of the
requiring the return of unexpended missiles and expended residuepepartment of Defense; and transfers between DOD components.
When possible, such records will be maintained by serial number.mcoming shipments will be inventoried promptly after receipt to
Incoming shipments will be inventoried promptly after receipt to ensure that all items have been received and entered into the DOD
ensure that all items have been received. All contracts for the pro-Central Registry or the MACOM registry, as appropriate.
curement of nonnuclear missiles and rockets will provide for indi- (c) National or DOD Component—assigned stock numbers will be
vidual serialization. used by the MACOMSs for the initial load and all later transactions

b. In addition to the inventory requirements in AR 740-26, chap- to the DOD Central Registry.
ter 2, and AR 710-2, paragraphs 2-12, 2-53, and 3-43, the follow- (d) All arms, regardless of origin, that are accounted for in un-
ing apply: classified property records, will be reported. Automatic weapons

(1) Unit level. A 100 percent physical count will be taken month- will be reported on a priority basis.
ly. A 100 percent physical inventory by serial number will be taken  (e) Arms with national stock numbers (NSN) or serial numbers,

quarterly. with missing, obliterated, mutilated, or illegible serial numbers,
(2) Depot, post, or base level. A 100 percent inventory will be when discovered, will be reported to the DOD Central Registry by
taken semiannually. the MACOM registry, by message or letter for assignment of NSN
and management control number serial number. Request must
6-2. Arms contain:
a. Arms Serial Number Registration and Reporting. 1. NSN or “None” if unknown.
(1) DOD Central Registry. A DOD Central Registry will be 2. Serial number or “None” if unknown.

maintained to record, by serial number, the ownership account of all 3, Description, to include make, model, caliber, and any or other
arms. AR 710-3, chapter 4, establishes policies and prescribes renomenclature data.
sponsibilities and procedures for serial number registration angf) when the DOD Central Registry identifies duplicate serial
reporting of arms belonging to Army units, organizations, activities, numbers by weapon type in the MACOMs, instructions will be
and installations which maintain property books and stock recordprovided by the U.S. Army Armament Munitions and Chemical
accounts. MACOMs will emphasize the necessity for strict compli- Command (AMSMC-MMD-LW) for the modification of the serial
ance with the prescribed reporting requirements. Questions concernnumbers. Movement and shipment of weapons will not occur prior
ing registry operations will be referred to the DOD Central Registry to correction of serial numbers.
at: Commander, U.S. Army Armament, Munitions and Chemical (g) To ensure the DOD Central Registry is properly maintained,
Command, ATTN: AMSMC-MMD-LW, Rock Island, lllinois the following is required for small arms shipments: two weapon
61299-6000. DSN 793-4678/4977/6519 or commercial (308grial number (WSN) control cards for each weapon in shipment
782-4678/4977/6519. will be attached to the supply documentation; when operational
(2) Delineation of responsibilities. procedures restrict compliance with the two WSN control card re-
(a) The Department of the Army is the assigned agency responsi-quirement, a listing of WSNs will be attached to the supply docu-
ble for operating and maintaining the DOD Central Registry. This mentation; and incoming shipments will be opened by a designated
registry maintains control over serial numbers of arms and a file of receiver and the receipt of each item verified by check of the serial
those arms that have been lost, stolen, demilitarized, or shippechumber. However, incoming shipments from new procurement re-
outside the DOD. The DOD Central Registry will be updated by ceived at depots that are preservation packaged need not be individ-
tapes, forwarded to it monthly from the MACOM registries which ually checked if the contract provides for a 100 percent serial
contain in serial sequence the most recent list of serial numbers otertification by the contractor which is checked by government
arms for which the MACOM maintains accountability. The tape will contract representatives based upon acceptable sampling techniques.
also include a history file of arms reported lost, stolen, demilita- In this latter case, the receiving activity randomly will sample to
rized, or shipped outside the control of the DOD. verify the accuracy of serial humbers in each shipment from new
(b) Each MACOM is responsible for maintaining a mechanized procurement.
registry for serial numbers of arms in their inventory. The registry (h) The DOD Component registries will reconcile inter—Service
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transfers of weapons on a transaction-by-transaction basis. Fol6—6. Disposal and demilitarization -
low-up procedures will be established to ensure that the loop isDisposal of all excess and surplus arms, arm parts, ammunition, and
closed on inter—Service transfers. explosives is governed by the provisions of DOD 4160.21-M-1 and
b. Physical inventory control. the demilitarization of AA&E shall be accomplished in accordance
(1) All items included in the definition of the term “arms” will be ~ With the aforementioned DOD instruction. AA&E undergoing
subjected to physical inventory control per AR 740-26, chapter 4. demilitarization must be transported and stored in accordance with
All provisions requiring a high degree of protection and inventory this regulation until demilitarization is completed. AA&E being
control specified for sensitive items, apply. disposed of without demilitarization (FMS, transfer to law enforce-

; ial i ment agencies, and the like) will be transported and stored in ac-

AF§2)7 4%2"2%/’ irr\gppi;c:czfjures for physical inventory control are per cordance with.this regulation until accountability is transferred. The

(@) The nature and sensitivity of arms control dictates strict ad- foIIowL‘ng ag\plles. _ " b ial b il b de t
herence 1o the provisions of AR 740-26, chapter 4, with respect toy & SETC R BErCRRE Y ST TRl e T
physical inventories, research of potential inventory adjustments, has been previousl;? en}[/ergd into the DOD central registry
reversal of inventory adjustments, retention of accountable docu- (1) A report (transaction) will be furnished to the DOD Céntral
mentation, quality control, and inventory effectiveness reporting. Registry iFr)w the case of each arm disposed of other than by

(b) The special provisions for controlled inventory items are im- d

o emilitarization.
portant to 'gh_e control c.’f arms. In_ addition to AR 740-26, the (2) A demilitarization certificate will be completed by a techni-
following minimum requirements will be met—

) 3 ) cally qualified U.S. Government representative before residue from
1. Unit level.A 100 percent physical count will be taken monthly {he" gemilitarization process is released from U.S. control.

and an inventory by serial number will be taken quarterly, ex_cept b. AmmunitionDefense Reutilization Marketing Offices
for boxed and banded arms. In this latter case, the count and invencprRMO) are not permitted to receive live ammunition items.

tory will consist of a 100 percent count as reflected by the numberprmo may receive inert ammunition components.

of items listed on the boxes. Any evidence of tampering will be (1) |n the United States, ammunition will be demilitarized by a
cause for that box to be opened and 100 percent count to be takepop Component activity having such a capability.

of the weapons in the box. The inventory records will be maintained (2) Overseas, where U.S. forces do not have the capability to
for a minimum of 2 years for inventories that do not reflect discrep- demilitarize ammunition items, demilitarization may be performed
ancies. Records of inventories that reflect dlSCfepanCles will beby approved contractors who are licensed or controlled by the gov-
maintained for a minimum of 4 years. ernment of the country in which the contractor operates.

2. Depot, post or base levalhose arms not already entered into  (3) The Military Departments are responsible for the economical
the DOD Central Registry will be completely inventoried in con- and effective demilitarization of ammunition under their accounta-
junction with the serialization reporting program. Therefore, the bility. A certificate will be executed by a technically qualified U.S.
inventory will be taken once each FY at depot and semiannually atGovernment representative for all items demilitarized. (DOD
post or base level. These inventories will consist of a 100 percent4160.21-M-1, chapter 2)
count as reflected by the number of items listed on the boxes. A c. Explosives.In addition to the requirements above, sales of
complete count will be made of the contents of every box that is surplus explosives in the United States are limited to individuals and
opened or damaged. The inventory records will be maintained ascompanies holding a valid user’s or dealer’s license issued by the

required inl above. Bureau of Alcohol, Tobacco and Firearms, U.S. Department of the
Treasury. Overseas sales are limited to companies controlled or
6-3. Ammunition and explosives licensed by the respective government. Purchasers of explosives

a. All items included in the definition of the terms “Am-must provide a Certificate Regarding End Use of Explosive
munition” and “Explosives” will be subject to physical inventory Materials. (DOD 4160.21-M, chapter 2) Each MACOM will estab-
control procedures per AR 740-26, chapter 4, and AR 710-2, paradish procedures to ensure that accountability of items shipped to
graphs 2-12, 2-53 and 3-43. All provisions of AR 740-26, chapterDRMOs are retained until documents from the DRMO and the
4, and AR 710-2, chapter 2, requiring a high degree of protectiontransaction records are reconciled.
and inventory control specified for sensitive items, apply. Upon

receipt a check will be made to verify that all items shipped have 6—7. Disposal of abandoned and confiscated
been received. privately—owned firearms

. . . : The Anniston Army Depot, ATTN: SDSAN-DSP-PPC, Anniston

b. Detailed policy and procedures for physical and inventory con- . " - ' NG
trol of ammunition and explosives are per AR 740-26, chapter 4’}Alqt|)_tam? 362;?1’.'3 thebcogtlnegtal L(Jjnlted f_Statisd(CO_NLtlsl) dlSpOSé:ﬂ

and AR 710-2, chapter 2. The nature and sensitivity of ammunition aciiity for _shipping abandoned and confiscated privately-owne

control dictates strict adherence to all provisions with respect to theflrearm§. The following procedures apply: .
following: a. Prior to shipment, register firearms in the DOD Central Regis-

. . . try per TM 38-214.
8 Ez)s/zlgfghmc\)/fegggi;él inventory adjustments b. Use DD Form 1348-1 (DOD Single Line Iltem Release/Receipt

. i Document) to accomplish supply turn—in transactions with Anniston
(3) Reversal of inventory adjustments.

> . Army Depot.
(4) Retention of accountable documentation. c. Ship firearms via registered mail, return receipt requested.
(5) Quality control. d. Prior to shipment, clear firearms from provost marshal registry

(6) Inventory effectiveness reporting. The special provisions for files.
controlled inventory items are important in the control of ammuni-
tion and explosives.

6-4. Inventory losses Chapter 7
Accounting and inventory losses of AA&E will be processed per Transportation
AR 735-5, chapter 13, as applicable.

7-1. General
6-5. Inventory effectiveness review This chapter prescribes transportation security standards and proce-
Inventory effectiveness reviews will be conducted by the MACOM dures to be used in safeguarding categorized AA&E as described in
concerned on an unannounced basis. appendix B and for safeguarding uncategorized Class A and B

ammunition and explosives. AA&E which are classified will be
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stored and transported in accordance with this regulation and per (4) Where available, export and import shipments will be proc-
AR 380-5, chapters 5 and 8; where specific individual requirementsessed through military managed and operated air and ocean
differ between these two documents, the more stringent requirementerminals.
will be followed. (5) Shipments of arms and ammunition scheduled for
a. MACOMSs will establish security criteria for the intra—installa- demilitarization and retrograde shipments will receive the same pro-
tion and unit training movement of AA&E consistent with the phi- tection as other shipments of AA&E.
losophy in this chapter. (6) Missile rounds will be shipped separately from launch control
b. Explosive ordnance disposal teams responding to off—stationequipment, when feasible.
accidents or incidents will transport necessary explosive ingredients (7) Security provided for AA&E at commercial and military ter-
in accordance with requirements established by the MACOM con- minals will conform to the standards set forth in appendixes C and
cerned, based on the philosophy contained in this chapter. D. The standards will be provided to the commercial carriers by
c. Commanders will ensure that DOD—procured AA&E items MTMC. Follow minimum provisions for commercial transportation
transported from contractor facilities to DOD facilities are shipped of AA&E contained in AR 55-355, chapter 33.
in accordance with this chapter. Provisions of AR 55-355, chapter (8) When possible, strap cutters should not be attached to pal-
33, apply concerning shipments of DOD-procured AA&E from letized unit loads of ammunition prior to arriving at ammunition

contractor facilities to DOD facilities. storage areas. The strap cutters should be shipped separately from
the palletized ammunition.
7-2. Responsibilities relating to transportation (9) Shipments must be checked immediately upon receipt to en-

a. Within their respective areas of responsibilities, overseas thea-sure that the seals are intact and for any signs of damage or tamper-
ter commanders, and the Commander, MTMC, are responsible foring. If there are any such signs, there must be an immediate
(1) Ensuring that the transportation protective measures used foinventory to verify quantities received and to determine the extent of
AA&E items are established in applicable tariffs, government ten- any damage or tampering on all Category | and Il AA&E, and
ders, agreements or contracts. classified AA&E shipments. If the seals are intact, quantity verifica-

(2) Negotiating with commercial carriers for establishment of tion must take place no later than the next working day. The re-
transportation protective measures to meet shipper requirements. quirement to check seals and verify quantities received includes
(3) Determining the adequacy of the services provided by com-shipments of all categories of sensitive or classified AA&E and

mercial carriers for movement of AA&E items. uncategorized Class A and B ammunition and explosives.
(4) Routing when requested by shipper. (10) For rail shipments of Category | and Il items, the carrier
b. In addition, the Commander, MTMC, will— must advise the consignee immediately upon arrival of the shipment
(1) Develop, administer, and maintain joint transportation secu- at the yard serving the consignee and/or immediately upon arrival at
rity procedures for the commercial movement of AA&E. the consignee’s activity.

(2) Serve as the DOD focal point for security and performance (11) Uncategorized Class A and B ammunition and explosives
monitoring and oversight relative to the security of AA&E in transit Shipped by all modes will be afforded the same protection as Cate-
in the custody of commercial carriers. gories lll and IV, unless otherwise directed in writing by the mili-

c. The Military Airlift Command (MAC) is responsible for ensur- tary department service headquarters. .
ing the adequacy of the services provided for movement of AA&E ~ (12) Enhanced transportation security measures for use during
items by military airlift, worldwide, and by commercial airlift pro- ~ terrorist threat conditions are set forth in appendix |.
cured by MAC. (13) Provisions of AR 190-14, paragraph 3-3, apply to transpor-

d. The Military Sealift Command (MSC) is responsible for ensur- tation of individual weapons aboard commercial aircraft.

ing the adequacy of the services provided by military and commer- (14) When weapons are required to accompany a unit movement
cial ocean carriage for movement of AA&E items. by commercial transportation, the commander or person in charge of

e. This chapter does not relieve accountable officers of their tN€ unit movement will contact the provost marshal and transporta-

responsibility to safeguard and account for property. tion offlc_e concerned for technical advice and instructions relative to
such shipments.

7-3. Standards (15) Crew served weapons will not be left mounted or stowed
The following transportation security policy and standards ftside vehicles during unit movement by commercial transportation.
AA&E by category, as set forth in appendix B, are required to Such weapons will be shipped according to paragraph 7-19. When
adequately protect such items during shipment. Follow minimum this requirement cannot be met due to unit contingency or opera-
security provisions for commercial transportation of AA&E per AR tional readiness requirements, waivers may be requested (see para
55-355, chapter 33. On the basis of threat determination and evalua2—4)- Adequate compensatory security measures will be established.
tion of the movement itself, AA&E may be given additional protec- MACOMs concerned will coordinate such waiver requests with
tion, but not less than that required by the category assigned to thédTMC.

ftem. —4. Special considerations for Category | items

CSNSEG '(I)If acd%rgrrge;g'illoégnsgsort?;::(t).réaglee r\ﬂ)censa O.lrjéi:gﬁts()f etrt?ea. In addition to minimum security standards prescribed in para-
Wi y practi qui P graph 7-19, shipments of Category | material by all modes shall

AF:) 5(:5)_355’ Cha,‘\)ﬂtircg\'ﬂ i ib provide a continuous audit trail from shipper to consignee with
- VVerseas . S Will prescribe necessary COMMErCiayyance certification of serial numbers of individual items or certi-
transportation security requirements and coordinate such requiresie jiems. Two—man certification is required; that is, each container
ments with host nation authorities. When such services cannot bemust be checked by two responsible agents of the shipper, and
obtained, compensatory measures will be taken to achieve equivageaieq and locked in their presence before delivery to the carrier.
lent security standards. Additionally, compensatory measures will be1pis rle applies at transshipment points and terminals whenever the

taken when waivers or exceptions are used. original shipment loses its original identity; for example, when two

¢. The following factors also will be considered: _ or more shipments are consolidated into another container for fur-
(1) Every effort will be made to consolidate shipment into tru- ther movement or if repacking is required.

ckload (TL) or carload (CL) quantities. Less than truckload (LTL) b when moved by unit or organization transportation, Category |

shipments are considered more vulnerable to theft. . material will be placed in the custody of a commissioned officer,
(2) Small arms repair technicians may travel to support facilities warrant officer, noncommissioned officer (E-5 and above or DOD

to effect on-site repairs instead of shipping of small arms for repair. cjvilian grade GS-5 or above). Shipments or movements will be
(3) When practical, arms and ammunition of the same caliber uynder armed guard surveillance.

will not be shipped in the same container or conveyance. c. Overseas commands may use local national personnel for
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armed guard surveillance when status of forces agreement prohibi7—12. Foreign military sales (FMS) shipments

arming of U.S. personnel. a. DOD officials authorized to approve an FMS transaction that
involves the delivery of sensitive U.S. AA&E to a foreign purchaser
7-5. Physical security standards for sensitive AA&E will, at the outset of negotiation or consideration of proposal, con-

Shipments (as defined in chapter 1) by motor vehicle, railcar, ship,sult with DOD transportation authorities (MTMC, MSC, MAC, or
and aircraft are outlined in paragraph 7-19. Follow minimum secu- other) to determine whether secure shipments from the CONUS
rity provisions for transportation of AA&E per AR 55-355, chapter point of origin to the ultimate foreign destination is feasible. Nor-

34. mally, the United States will use the Defense Transportation System
(DTS) to deliver sensitive AA&E to the recipient government.
7-6. Special considerations for water shipments (1) If, in the course of FMS case processing, the foreign pur-
a. Security of shipments must be an integral part of prestowagechaser proposes to take delivery and custody of the AA&E in the
planning. Considerations include: United States and use its own facilities for transportation for onward
(1) Segregation of cargo. shipment to its territory, the foreign purchaser or its designated
(2) Cargo in locked and sealed containers. represent_ative will be required to submit a transportation plan for
(3) SEAVAN and MILVANS stowed so doors are not accessible DOD review and approval. _ _
to stevedores or ship’s crew. (2) This plan, as a minimum, will specify—
(4) Break bulk cargo stowed in following order or priority; lock- (a) The storage facilities.

ers, refrigerator boxes or deep tanks that can be locked and sealed; (P) Delivery and transfer points.

bins that can be boxed solidly with plywood or other appropriate (C) Carriers, couriers or escorts. )

materials and stowed in the upper tween decks of the hatches imme- (d) Methods of handling to be used from the CONUS point of

diately fore and aft of the ship's house. origin to the_ fmal_d_estlnatlon and return s_hl_p_ment when applicable.
b. Specific locations of classified and protected sensitive ship- (3) Security officials of the agency that initiates the FMS transac-

ments, with any special considerations, will be indicated on the final tion will evaluate t.he plan to determine Wh‘?t.her the plan adequately
stow plan and given to the responsible ship’s officer. ensures protection of the most sensitive category of AA&E

¢. Vessel movements of U.S.—owned AAZE to and from over- in\zzl)vel?r'lless the agency initiating the FMS transaction approved
seas locations and intra—theater movements are normally limited tothe transaction Iar? as ysubmitteg or it is modified to mggt US
MSC controlled vessels; or when the above are not available, U.S. P ! e

flag vessels or MSC approved local national chartered vessels. ;meuirtltgd standards, shipment by other than DTS will not be

(5) Transmission instructions or the requirement for an approved
transportation plan will be incorporated into the security require-
ments of the U.S. DOD letter of offer and acceptance.

(6) Requests for exception to policy will be per AR 12-1, para-
graph 2—-4, and forwarded to HQDA (DAMO-ODL-S). An informa-
ion copy will be provided to CDR, MTMC, ATTN: MT-SS, and

QDA (DAMO-ODL-S).

; : i : b. Shipment will be made in accordance with this chapter, until
a. Registered maihrms and missile components (excluding am- released to an authorized representative of the purchasing govern-

munition and explosives) may be sent by registered mail (return - :
receipt requested) when the size and weight meet U.S. Postal Servr-nent at the port of embarkation (POE) or port of debarkation (POD)

ice requirements as appropriate.
b. DOD Constant Surveillance Service (CS®all amounts of c. As indicated in parag_raph 7-12, shipments of classified AA&E
lassified C IV AAGE and ved Cl A and B to foreign government will be per AR 380-5, chapter 8.
unclassified Category 1V and uncategorized Class A an d. During the FMS negotiations, the purchasing government will
ammunition and explosives may be transported using only DOD(E

) ; ; ! : e advised of the applicability of this regulation to the security
CSS when loaded in an authorized container and size, weight, andengjtive AA&E to be procured. Shipments will be closely coordi-
safety factors otherwise meet commercial carrier requirements.

nated with the authorized representative of the purchasing govern-
7.9 O . d unit t ment to ensure secure storage facilities that essentially meet the
—Y. Drganic and unit movements requirements of this regulation are available at the POE and POD

Orga_nic movements will adhere as closely as possible t(?.the COMyefore the shipments are delivered and released to the recipient
mercial standards set forth in paragraph 7-19. Where military per-Country agent in CONUS

sonnel are employed in Armed Guard Surveillance (AGS), either in e. For overseas movement, Category | AAZE will be under U.S.

connection with organic or unit moves, or in connection with com- security control to POD unless waived by the Defense Security
mercial carrier moves, such personnel may be armed with an indi-aggjstance Agency in coordination with the Director, Security Plans
vidual weapon other than a shotgun at the discretion of the localyq Programs, Office of the Deputy Under Secretary of Defense for
commander. Policy, and FMS agreements will be so written. Return of Category
. | shipments from overseas will be placed under U.S. security control
7-10. Commercial movements _ _ _ upon arrival at customs territory of the U.S. (CTUS).

Shipments to be transported by commercial carriers will be per AR "¢ HQDA (DAMO—ODL-S) will task the appropriate MACOM to
55-355, chapter 33, and as summarized in paragraph 7-19. Carrighspect CONUS and OCONUS storage sites at which AA&E for
employees will meet the requirements of paragraph 2-12. foreign military sales are stored. Results of inspections will be
reviewed by DAMO-ODL-S and forwarded with concurrence or
onconcurrence to DCSLOG. Requirements for storage of AA&E in
hapter 4 will apply.

7—7. Consideration for air movements
See paragraph 7-19.

7-8. Special consideration for small quantity shipments

Small quantity shipments for the purposes of these provisions shall
be shipments of 200 pounds or less, or in the case of small arms, 1
or less individual weapons per shipment.

7-11. Overseas in—theater movements

Outside continental United States (OCONUS) commanders, base

on host nation requirements, the local threat situation and personne

staffing, will use discretion in providing adequate security in theater 7-13. Contract movements

when transporting AA&E cargo. Transportation service outside of a. DA contracts that procure arms, ammunition, and explosives

CONUS will adhere as closely as possible to the established requirerequiring transportation protective service will normally be written

ments for CONUS shipments. When such service cannot be obto require free on board (FOB) origin only. For shipment of

tained, compensatory measures will be taken to achieve equivalenDOD—procured AA&E contracts will be written to require transpor-

security standards. tation security per AR 55-355, chapter 33. Contracts will also spec-
ify contractor involvement in emergency response procedures and

AR 190-11 « 12 February 1998 23



provide compliance with the AR 55-355, chapter 33, concerningin approved shipping containers, for example, CONEX, MILVAN,
carrier employee identification requirements. SEAVAN. The container will be secured with approved locks.
b. DOD AA&E cargo procured under third party contracts will (1) Containers will be placed door—to—door or door—to—immov-
be shipped in accordance with requirements as stated in this regulaable object to prevent unauthorized entry.
tion. All such shipments are further restricted to military controlled (2) A detailed packing list will be placed in the container for
ports or commercial ports safety—approved by the DOD Explosivesinventory purposes with serial numbered items listed by serial
Safety Board and security—approved by the MTMC, as applicable.number.
These requirements are also applicable to DOD contracts involving (3) AA&E shall not be left unsecured in vehicles.
foreign procured (OCONUS) AA&E. ) ]
c. For deliveries of AA&E to DOD or DOD contractors from /—16. Provost marshal and security office support , ,
foreign contractors, the contract monitor will coordinate with appli- 1he local or supporting provost marshal and security office will

cable theater commands to arrange equivalent in—country securiyProvide assistance to installation transportation officers in matters
for delivery only to the nearest U.S.—controlled port facility. relating to physical security requirements for transportation and stor-
age of AA&E.

7-14. Security of commercial shipments at DOD
installations and activities

a. For AA&E shipments arriving at a destination during other
than normal delivery hours, consignees that have the capability to
secure the shipments will accept the vehicle on their facilities and
secure the vehicle according to the level of transportation protection
required for the applicable category.

b. For uncategorized Class A and B ammunition and explosives,7_18. Transportation of marksmanship weapons and
consignees must be able to provide a safe haven in accordance wit§ynmunition

AR 55-355, chapter 33. Marksmanship weapons and ammunition may be transported to,
c. For emergency situations including breakdowns or other cir- from, and between ranges, matches, and authorized storage locations
cumstances beyond the carrier's control, installations having safein POVs in a secure manner as possible, consistent with the design
havens will receive and secure the vehicle after the carrier hasof the vehicle. Such items must be protected from view, and must
exhausted all other means to protect it. For deliveries of AA&E to not be left unattended during halts. Storage during overnight halts or
DOD and DOD contractors from foreign contracts, the contract matches must be in accordance with paragraphs 4-16 and 5-8.
monitor will coordinate with applicable theater commands to ar-
range equivalent in—country security for delivery only to the nearest 7-19. Security standards for AA&E shipments

7-17. Control of protective security seals

Protective security seals used to show the integrity of ammunition
and explosives shipments (commercial and organizational) will be
accounted for and secured at all times to prevent theft and un-
authorized use. Additional pertinent considerations are contained in
paragraph 7-3.

U.S.—controlled port facility. a. Category |I.
(1) Motor — TL:
7-15. Movement of AA&E by unit or organization (a) Satellite Motor Surveillance Service (SM) and Dual Driver
transportation Protective Service with National Agency Check (DN/WAC).
a. It is prohibited to carry, move, or store AA&E in (b) Exclusive use of vehiclé!
privately—owned vehicles (POVs) either on or off installations. (c) Locked and sealed by shippef

b. Commanders will ensure that enough security measures are (d) Single—line haul required.
taken to protect AA&E being moved by unit or organization trans-  (e) Trip lease not authorized.
portation, on or off installations. Security measures established will (f) When two or more vehicles are in convoy, drivers must be in
be in accordance with the philosophy of this chapter. AA&E items sight of other vehicles at all times. Convoy will only require a
will not be left unattended or unsecured at any time. single escort vehicle.
c. Categories | and 1l AA&E will be placed in the custody of a (2) Motor — LTL:
commissioned officer, warrant officer, noncommissioned officer(a) SM and DN33
(E-5 and above), or DOD civilian (GS-5 and above), or DOD (b) CONEX, dromedary, or similar container authorized.
contractor employee in a similarly responsive position. Categories | (c) Locked and sealed by shippér.
AA&E will be provided armed guard surveillance. Categories |l (d) Single-line haul required.
AA&E will be provided armed guard surveillance provided State or  (e) Exclusive use of vehicle or authorized container.
territorial law does not prohibit the arming of the guards. In the (3) Rail.
event that State and territorial law prohibits arming of guards for (a) AGS 44
Category Il AA&E, a request for exception to this requirement (b) MTX 4.
along with the compensatory security measures will be submitted (c) Locked and sealed by shipp&? .5

according to paragraph 2-4. (d) Immediate notification to consignee of delivery.
d. Category Ill and IV AA&E will be under the continuous (e) Use appropriate Category | motor security for associated
positive control of designated, responsible personnel. motor movement.

e. Movement security criteria does not apply to AA&E issued to  (f) Use load divider doors when available.
individual soldiers or units performing mission requirements. See (4) COFC.
chapter 2 for physical security requirements of AA&E deployed in  (a) In rail phase, same as Category | rail, in motor phase, same
the field for training or operational purposes. as Category | motor.

f. Bulk shipments of AA&E by unit transportation will be placed (b) Use only approved shipping containers and place on railcar

1 When vehicle is loaded to full visible capacity, do not request exclusive use of vehicle.
2 Shipper seal may be removed and replaced by carrier seal (DTMR, chapter 34).
3 Refer to AR 55-355, chapter 34, for additional mandatory transportation requirements.

4 When AGS and RSS apply, shipper must report railcar initials and numbers (for example, DODX 40000) to the appropriate MTMC area command to obtain MTX
service.

5 Includes use of upper rail lock.
6 When practicable, consider sending 15 or fewer Category Il, lll, and IV small arms and missile components by registered mail (Return Receipt Requested).

7 Shipments of Category IV AA&E and uncategorized classes of A and B ammunition and explosives with gross weight of less than 200 pounds may be sent by
commercial carriers offering DOD CSS without overpacking.
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door—to—door to prevent unauthorized access; e.g., MILVAN,(c) Cargo packaged to a weight of at least 200 Ibs. and banded

SEAVAN.

(5) Air.

(&) SM and DDPS (w/NAC) during ground transport.

(b) Shipments by Air Freight, Air Taxi, LOGAIR, QUI-
CKTRANS, or MAC.

(c) DOD CSS while aircraft on ground at commercial airports.

(d) For air freight, banded or locked and sealed required. For all
other methods, banded or locked and sealed required.

(e) Seals applied by shipper.

(6) Water.

(@) SM and DDPS to POE and from POD.

(b) Pier service only.

(c) Written receipt from ship’s officer at POE and written release
to carrier at POD.

b. Category Il

(1) Motor — TL:

(@) SM and DN (W/ANAC)3.

(b) Exclusive use of vehiclé.

(c) Locked and sealed by shipper

(d) Single line—haul required.

(e) Trip lease not authorized.

(2) Motor — LTL®7,

(@) SM and DD (W/NAC)3.

(b) CONEX, dromedary, or similar container authorized.

(c) Cargo packed to a weight of at least 200 Ibs. and banded

(sealed if practicable) or container locked and sealed by sHifper.

(d) Single line—haul required.

(e) Trip lease not authorized.

(3) Rail.

(a) RSS.

(b) MTX4,

(c) Locked and sealed by shippér

(d) Immediate notification to consignee of delivery.

(e) Use appropriate Category Il or IV motor security for any
associated motor movement.

() Use load divider when available.

(4) COFC.

(@) In rail phase, same as Category lll or IV; in motor phase,
same as Category Il or IV motor.

(sealed if practicable) or container locked and sealed by sHifper

(d) Trip lease not authorized.

(e) Single line—haul preferred.

(3) Rail.

(a) RSS4.

(b) MTX 4,

(c) Locked and sealed by shipp#? .

(d) Immediate notification to consignee of delivery.

(e) Use appropriate category Ill or IV motor security for any
associated motor movement.

(f) Use load divider doors when available.

(4) Rail.

(a) In rail phase, same as for rail category Il and 1V; in motor
phase, same as motor category Il and IV.

(b) Use only approved shipping containers and place on railcar
door—to—door to prevent unauthorized access; e.g., MILVAN,
SEAVAN.

(5) Air.

(a) DOD Css.

(b) Shipments by Air Freight, Air Taxi, LOGAIR, QUI-
CKTRANS, or MAC.

(c) Shipper escort to carrier and immediate pickup at destination.

(d) For air freight, banded or locked and sealed required. For all
other methods, banded or locked and sealed if practicable.

(e) Seals applied by shippér

(6) Water.

(a) Pier service only.

(b) Written receipt from ship’s officer at POE and written release
to carrier at POD.

Chapter 8
Reports, Investigative Aids, and Disposition of
Records

8-1. General

The provisions of this chapter do not preclude the submission of
other reports, such as the requirements in AR 55-38/NAVSUPINST
4610.33B/AFR 75-18; MCOP 4610.19C/DLAR 4500.15, chapters 2

(b) Use only approved shipping containers and place on railcarand 3. The provisions of this chapter do not apply to
door-to—door to prevent unauthorized access; e.g., MILVARrivately-owned weapons.

SEAVAN.

(5) Air.

(a) DOD Css.

(b) Shipments by Air Freight, Air Taxi, LOGAIR, QUI-
CKTRANS, or MAC.

(c) Shipper escort to carrier and immediate pickup at destination.

(d) For air freight, banded or locked and sealed required. For all
other methods, banded or locked and sealed if practicable.

(e) Seals applied by shipp&?®

(6) Water.

(a) Pier Service only.

(b) Written receipt from ship’s officer at POE and written release
to carrier at POD.

c. Categories Ill, IV and Uncategorized Classes A and B Ammu-

nition and Explosives.
(1) Motor — TL:
(@) SM and DD (W/NAC)3.
(b) Locked and sealed by shipper.
(c) Trip lease not authorized.
(d) Single line—haul preferred.
(2) Motor — LTLO7,
(@) SM and DD (W/NAC)3.
(b) CONEX, dromedary, or similar container authorized.

8-2. Incident reports to components

a. Each MACOM will establish procedures to ensure receipt of a
report of arms, ammunition, and explosives stolen, lost, unaccounted
for, or recovered, including gains or losses due to inventory adjust-
ments. Notification will be furnished in a manner commensurate
with the seriousness or nature of the incident. The loss, theft, recov-
ery, or inventory adjustment of the following will be reported:

(1) Missiles, rockets, and arms as set forth in appendix B.

(2) One—thousand rounds or more of ammunition smaller than
40mm and 1,000 rounds or more of 40mm automatic weapon
ammunition.

(3) Individual rounds of 40mm and larger nonautomatic weapon
ammunition.

(4) Individual mortar, grenade, and missile rounds.

(5) Individual land mines, demolition charges, and blocks of bulk
explosives.

(6) Other items with 10 or more pounds of net explosive weight.

(7) Any Category | or Category Il item not otherwise included
above.

(8) Commanders will—

(a) Submit a serious incident report (SIR) if required by AR
190-40, paragraph 4-9.

(b) Within 72 hours provide a report on DA Form 3056 (Report

2/8 MILSTD 129 applies.

9 Air carriers providing pickup and delivery service by motor vehicle must comply with all applicable motor security requirements for the risk category during the motor
phase. These protective services must be specified in appropriate Uniform Tenders of Service.
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of Missing/Recovered Firearms, Ammunition, and Explosives) (RCS (6) Date of last survey or inspection.

Just—1010)) on incidents meeting criteriaaimbove. Inventory and (7) Compliance with regulatory physical security requirements.

in—transit losses or discrepancies of AA&E, not due to theft, recov- e. MACOMs will maintain records including, at the very mini-

ered within 12 days, need not be reported on DA Form 3056. mum, all instances of thefts, losses, and recoveries of AA&E, in-
(c) Initiate a report of recovery on DA Form 3056 for AA&E cluding any reported under a above. Requirement also applies to

items held as evidence by any local, State, or Federal law enforceARNG and Civilian Marksmanship Program (CMP). These records

ment agency in the area. Notify the commander having lost thewill include:

items. (1) A summary of the circumstances in each instance.
(d) Promptly submit appropriate report to the NCIC and DOD  (2) Dates, locations, and units such as Regular, Reserve, National
Central Registry (see para 8-3). Guard, or Director of Civilian Marksmanship.

(e) Ensure the dollar value of the loss or recovery is included in  (3) A statement regarding the loss or recovery based on the
section H, DA Form 2819 (Law Enforcement and Disciplinévestigation, such as inventory, theft, in—transit, training, operation-
Report) per AR 190-45, paragraph 6-3. al, or other.

(f) Conduct investigations per AR 15-6, chapters 3 through 5, as f. HQDA will provide the Director, Security Plans and Programs,
specified in paragraph 2—-9 when losses equal or exceed the amounfdDUSP, follow—up information, in writing, of significant incidents
shown in appendix E. AR 15-6 investigations may be conducted foruntil the investigation is complete. MACOMs, ARNG, and CMP
lesser amounts. will provide the follow—up information to HQDA

(g9) Reports will include incidents involving arms and ammuni- (DAMO-ODL-S).
tion meeting criteria ira above, in the custody of a nonappropriated

fund activity (such as an exchange, rod and gun club, or recreationaf~3: Investigative aids o
marksmanghi(p activity). 9 9 QDA will establish procedures to ensure that appropriate informa-

b. The Director, Security Plans and Programs, Office of tHiP" IS submitted to the NCIC and to the DOD Central Registry

: : . tly upon the discovery of the loss or theft of DOD arms.
DUSDP (ODUSDP), will be provided advice by telephone from the promptly . :
HQDA of all significant incidents of theft, loss, or unaccounted for Information 'also will be submitted to the NCIC anq thg DOD
AA&E as soon as possible but not later than 72 hours after occur-Central Registry upon recovery of DOD arms. Appropriate informa-

: . : tion on the theft or suspected theft of AA&E also will be provided
rence or discovery. Loss or theft of the following A&E will be to local Federal Bureau of Investigation (FBI) officers and local

considered significant (see AR 190-40, para 4-9, for further,. X )
guidance). police. The following procedures apply: _ _
(1) One or more missile or rocket rounds a. Lost, stolen, or recove_zred weapons will be entered in the
(2) One or more machine guns. ' NCIC per AR 19_0—27, section 2, paragraph 6.
(3) Five or more automatic or semiautomatic weapons _b. USACIDC will pro_\/lde the Bureau of Alcohol, Tobacco and
(4) Five or more manually operated weapons ' Firearms (BATF) Intelligence Division, BATF Hea_dquarter_s, De-
(5) Ammunition. ’ partr.nentt k?f f:he Tlreasur¥,/&//VA§LsEh|r;gltlpn, D%hgoztﬁG,. |n.form?'t|ort1. con-
) cerning theft or loss o alling within their investigative
OO(()a)rc.)?J?wdC:“cE)rern%?g Z:‘na:l,lgrc;itfe’?oa?mrr%llﬂr:ijtisor?r mare, except 20’purview, Withip 72 hqurs of confirmed theft or loss.
(b) Larger than .50 éaliber — five roundé or more of nons. ° CONUS installation commande_rs, provost marshals (PMs), or
automatic weapon ammunition. their deS|gnat_ed representatives, \_N|II send DA Form 3056 to t_he
(c) Larger than .50 caliber — 1,000 rounds or more of automatic NCIC Army Field terminal responsible for the geographical area in
weapon ammunition, which the installation is located. Proper entry will be made in the
(d) Five or more fragmentation, concussion, or high explosive NCIC. OCONUS |r_15tallat|on commanders, PMs, or their de5|_gnated
! ! representatives, will send the completed DA Form 3056 to Director,
gregadoes. . . | and itank Crime Records Center (CRC), 2301 Chesapeake Avenue, Baltimore,
(7) Dne cl’f[ mori mines éfmtll(pers%onnel an am't%n )t-h lo- MD 21222-4099. Lost, stolen, or reqovered weapons entries into the
_(7) Demolition charges, blocks of explosives, and other explo- Ncic from overseas commands will be made by Director, CRC.
Sives o 100 pounds or more net weight. d. CONUS Army field terminals, after making entry into the
((:i)AASrcr)né?jp?(r)tt?t?cI;iezredr attempted armed robberies NCIC, will annotate Item 11 of DA Form 3056 and distribute the
. A - ._form per instructions on the form.
phg/zs)icgfrg\?i%e?lrgge; ?Leat;‘i{‘;msg forced entries in which there is ¢ A[\)mmunition and explosive losses or recoveries will not be
(3) Any evidence of terrorist involvement. entered in the NCIC files.

) O f. Lost, stolen, or recovered weapons will be promptly entered in
(4) Incidents that cause significant news coverage, or appear ne pOD Central Registry per AR 710-3, chapter 4. Information on
have the potential to cause such coverage.

. >~ . . the source of the weapon report will be included. Recovered weap-
(5) Any evidence of trafficking, such as bartering for narcotics or yns will be cleared from the NCIC files.
taking AA&E across international borders, regardless of the quantity g. Military weapons will be accepted from civil (local, State, and

of AA&E involved. _ o Federal) law enforcement agencies. A weapon will be accounted for
d. Procedures for reporting significant loss, theft, and recovery of per AR 735-5, chapter 14, if both of the following apply:

AA&E and for reporting of actual or attempted break—ins of AA&E (1) The weapon can be identified as a military weapon. If the

storage facilities are per AR 190-40, paragraph 4-9. Commander§yeapon satisfies the general specifications for a military weapon,

will ensure timely submission of SIR. Significant initial and fol- 555ume that it is a military weapon; a serial number or other identi-
low—up data must be provided to answer questions who, whatfcation is desirable, but not required.

where, when, how, and why concerning the incident. Provide infor- () The weapon is no longer required for evidence in criminal or
mation on physical security measures taken to prevent recurrence ofqgministrative proceedings.

similar incident. Additionally, if any loss or recovery involved in- h. To identify weapon ownership, personnel may contact the
ventory or accountability standards, list procedures in effect. If ac- pop Central Registry at: Commander, U.S. Army Armament Muni-

tual or attempted forced entry is involved, show— tions and Chemical Command, ATTN: AMSMC—-MMD-LW, Rock
(1) Time of discovery. Island, Illinois 61299-6000, DSN 793-4678/4977/6519 or commer-
(2) Method of entry or attempted entry. _ cial (309) 782-4678/4977/6519. Recovered weapons identified as
(3) Measures used to neutralize or bypass security measures. property of another DOD agency will be returned to that agency
(4) AA&E or other items missing, if any. o only upon request of the agency concerned. Normally, the weapons
(5) Physical security posture of facility at time of incident, use of will be considered Army property and treated as such. Serviceable

guards, IDS, barriers, and other security measures. weapons should be returned immediately to normal use if required
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by the activity. The weapon may be excess or not authorized to
support the mission of the activity. If so, the weapon will be repor-
ted to the proper national weapons inventory manager for redistribu-
tion or reuse. If the national weapons inventory manager provides
disposal instructions, the activity will dispose of the weapon accord-
ing to existing disposal and demilitarization procedures.

i. Address inquiries on loss, theft, or recovery of firearms, ammu-
nition, and explosives to HQDA (DAMO-ODL-S).

8—4. Disposition of records

a. DA Components (MACOMs, ARNG, and CMP) will establish
procedures to ensure that records reflect the final disposition of
investigative action, including recoveries and disciplinary action, as
appropriate.

b. Information pertaining to the final disposition of investigative
action will be made to the Director, Security Plans and Programs,
ODUSDP, by HQDA, per paragraphs &-and 8-2. MACOMs,
ARNG, and CMP will provide the information to HQDA
(DAMO-ODL-S).
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Appendix A
References

Section |
Required Publications

AR 12-1
Security Assistance—Policies, Objectives, and Responsibilities
(Cited in para 7-12).

AR 15-6
Procedures for Investigating Officers and Boards of Officers
Conducting Investigations (Cited in paras 2-9 and 8-2).

AR 50-6-1
Chemical Agent Security Program (Cited in para B-2).

AR 55-38

Reporting of Transportation Discrepancies in Shipments
(NAVSUPINST 4610.33B/AFR 75-18/MCOP 4610.19C/DLAR
4500.15). (Cited in para 8-1).

AR 55-355

Defense Traffic Management Regulation (NAVSUPINST 4600.70/
AFR 75-2/MCO P4600.14B/DLAR 4500.3). (Cited in paras 1-1,
4-5, 7-3, 7-5, 7-10, 7-13, and 7-14).

AR 190-13

AR 710-3
Asset and Transaction Reporting System. (Cited in paras 4-13, 6-2,
and 8-3).

AR 735-5
Policies and Procedures for Property Accountability. (Cited in paras
2-9, 6-4, and 8-3).

AR 740-26
Physical Inventory Control. (Cited in paras 2-6, 5-2, 6-1, and 6-3).

DA Pam 710-2-1
Using Unit Supply System Manual Procedures. (Cited in paras 2-1,
2-2, and 2-6).

Section I
Related Publications

AR 11-2
Internal Control Systems

AR 708-1
Cataloging and Supply Management Data

AR 870-20
Museums and Historical Artifacts

CDA Pam 18-1

The Army Physical Security and Crime Prevention Program. (Cited Code Reference Guide (This publication is available upon request
in paras 1-4, 1-5, 2-1, 2-6, 2-10, 3-1, 3-2, 3-5, 4-2, 4-7, 4-8, anffom Chief, U.S. Army Materiel Command, Catalog Data Activity,

6-3).
AR 190-22

ATTN: AMXCA-DL, New Cumberland Army Depot, New
Cumberland, PA 17070-5010.)

Searches, Seizures, and Disposition of Property. (Cited in para 4-5)DA Pam 385-64

AR 190-27
Army Participation in National Crime Information Center (NCIC).
(Cited in para 8-3).

AR 190-40
Serious Incident Report. (Cited in paras 1-4 and 8-2).

AR 190-45
Military Police Law Enforcement Reporting. (Cited in para 8-2).

AR 190-51
Security of Army Property at Unit and Installation Level. (Cited in
paras 4-1, 3-13, and 4-6).

AR 190-56
The Army Civilian Police and Security Guard Program. (Cited in
para 2-10).

AR 380-5
Department of the Army Information Security Program. (Cited in
paras 1-1, 3-6, 3-8, 4-3, 5-6, 5-12, 7-1, 7-12, and F-1).

AR 380-67
Personnel Security Program. (Cited in paras 2-12, and 3-6).

AR 385-64

Ammunition and Explosives Safety Standards

DA Pam 710-2-2
Supply Support Activity Supply System Manual Procedures

DOD 4000.25-8-M
Military Assistance Program Address Directory System (MAPAD)

DOD 4145.26-M
Department of Defense Contractors Safety Manual for Ammunition
and Explosives

DOD 4160.21-M
Defense Utilization and Disposal Manual

DOD 4160.21-M-1
Defense Demilitarization Manual

DOD 4500.32-R
Military Standard Transportation and Movement Procedures
(MILSTAMP), Volume |

DOD 5160.65-M
Single Manager for Conventional Ammunition Implementing Joint
Conventional Ammunition Policies and Procedures

DOD 5200.1-R

Ammunition and Explosives Safety Standards. (Cited in paras 1-1,Information Security Program Regulation

5-2, and 5-4).

AR 700-99
Acquisition, Accounting, Control, and Disposal of Captured Enemy
Equipment and Foreign Materiel. (Cited in para 4-12).

AR 710-2

Supply Policy Below the Wholesale Level. (Cited in paras 2—-6, 2-8,

4-1, 4-5, 6-1, and 6-3).
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DOD 5200.2-R
Department of Defense Personnel Security Program

DOD 5220.22—-M
Industrial Security Manual for Safeguarding Classified Information

DOD 5220.22-R
Industrial Security Regulation

DOD 6055.9-STD
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DOD Ammunition and Explosives Safety Standards

DOD 7200.10-M

DA Form 4930-R
Alarm/Intrusion Detection Record (Prescribed in para 3-6.
Approved for EG.)

Department of Defense Accounting and Reporting of GovernmentDA Form 7281-R

Property Lost, Damaged, or Destroyed

DOD Directive 3224.3
Physical Security Equipment: Assignment of Responsibility for

Command Oriented Arms, Ammunition, and Explosives (AA&E)
security Screening and Evaluation Record (Prescribed in para 2-11.
Approved for EG.)

Research, Engineering, Procurement, Installation, and MaintenancdA Form 5513-R

DOD Directive 5100.76
Physical Security Review Board

DOD Directive 5210.65
Chemical Agent Security Program

DOD Instruction 4150.35
Physical Inventory Control for DOD Supply System Materiel

DOD Instruction 5200.30
Physical Security of Sensitive Conventional Arms, Ammunition, and
Explosives at Contractor Facilities

FM 19-30
Physical Security

JCS Pub. 1
Department of Defense Dictionary of Military and Associated
Terms

MIL-HDBK-1031/1
Military Handbook, Design Guidelines for Physical Security of
Fixed Land-Based Facilities

18 USC 842(J)

Key Control Register and Inventory. (Prescribed in para 3-8.)

Section IV
Referenced Forms

DA Form 2028
Recommended Changes to Publications and Blank Forms

DA Form 2609
Historical Property Catalog

DA Form 2819
Law Enforcement and Discipline Report

DA Form 3749
Equipment Receipt

DD Form 1348-1
DOD Single Line Item Release/Receipt Document

SF 700
Security Container Information

Appendix B

Title 18, United States Code, 842(J) (27 CFR 55, subpart k, sectionsSensitive Arms, Ammunition, and Explosives

207 and 208)
49 USC 1801 and 1805

(AA&E) Security Risk Categorization

B-1. Application

Title 49, United States Code, Sections 1801-1805 (49 CFR 177)The requirements of this regulation apply only to rounds of 40mm

TM 9-1300-206
Ammunition and Explosives Standards

T™ 38-214
DOD Small Arms Serialization Program (DODSASP): Functional
Users Procedures

Section Il
Prescribed Forms
Authority is given for the exact duplication of any DA or DD Forms

prescribed in this regulation that are generated by the automate

Military Police Management Information System in place of the
official printed version of the form.

Forms that have been designated, “Approved for electronic genera

tion (EG),” must replicate exactly the content (wording), format

(layout), and sequence (arrangement) of the official printed form.
The form number of the electronically generated form will be shown
as “—R-E” and the date will be the same as the date of the curren

edition of the printed form.

DA Form 3056
Reporting of Missing/Recovered Firearms, Ammunition, and

and larger, conventional, guided missile and rocket ammunition
weighing 100 pounds or less per round, and 1,000 or more rounds
of ammunition smaller than 40mm. Blank ammunition, .22 caliber
rimfire ammunition, and inert training ammunition are excluded
from the requirements of this regulation. Further, artillery, tank,
mortar ammunition, 90mm and larger are excluded from the require-
ments of this regulation.

a. On the basis of their relative utility, attractiveness, and availa-
bility to criminal elements, all AA&E will be categorized according
to the risks involved. As a general rule, only arms, missiles, rockets,

xplosive rounds, mines, and projectiles that have an unpacked unit

eight of 100 pounds or less will be categorized as sensitive for
purposes of this regulation. Any single container that contains a
sufficient amount of spare parts that, when assembled, will perform
the basic function of the end item will be categorized the same as

the end item.

b. The categories of missiles, rockets, and arms will be as stated
in paragraph B—2. Nonnuclear missiles and rockets similar to those
isted under Category | will automatically be included in that cate-
bory as they come into the inventory.

c. ldentifications, codings, corollary plans, and actions for physi-
cal security accountability and transportation pertaining to sensitive
conventional arms, rockets, missiles, ammunition, and explosives

Explosives (Prescribed in paras 2-10, 7—2, and 7-3. Approved forill be uniform throughout the DOD. These items will be integrated

EG.)
DA Form 4604-R

into standard catalog data by all services and will be included in
applicable documents that address physical security, accountability,
storage, transportation, and other related functional activities. The

Security Construction Statement (Prescribed in para 2—2. ApprovedJOCG through tri—service coordination, will use the Decision Logic

for EG.)
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for the physical security of facilities storing AA&E will look up the (a) Hand or rifle grenades, high explosive, and white phosphorus.
assigned categories in the Army Master Data File (AMDF). Exam- (b) Mines, antitank, or antipersonnel (unpacked weight of 50
ples of sensitive ammunition and explosive items are shown inpounds or less each).
paragraph B-2. (c) Explosives used in demolition operations; for example, C—4,
d. To ensure a uniform approach to sensitive item identification military dynamite, and TNT.
and coding, AMC will incorporate the criteria into their respective  (d) Critical binary munitions components containing “DF” and
cataloging policies and procedures. The criteria will also become a“QL” when stored separately from each other and from the binary
part of the federal cataloging system. Sensitive AA&E items are chemical munition bodies in which they are intended to be em-
identified by the controlled item codes per AR 708-1, chapter 7. ployed (See AR 50-6-1, chap 5 and app D, Chemical Agency
These codes indicate the controls required for storing and transportSecurity Program, for security requirements of other chemical
ing each category of AA&E and are listed in the AMDF. The agents).
AMDF is the official source of current security risk codification of (3) Category Il
all sensitive AA&E items. Codes assigned to specific AA&E items  (a) Ammunition, .50 caliber and larger, with explosive filled pro-
are shown in the monthly AMDF near the center of the microfiche jectile (unpacked weight of 100 pounds or less each).
under the column “(CIIC).” The AMDF microfiche for AA&E, and (b) Grenades, incendiary, and fuzes for high explosive grenades.
Catalog Data Activity (CDA) Pamphlet 18-1, Code Reference(c) Blasting caps.
Guide, are available upon request from Chief, U.S. Army Materiel (d) Supplementary charges (uninstalled, or installed in projectiles
Command, Catalog Data Activity, ATTN: AMXCA-DL, New Cum- in a manner allowing easy removal without special tools or
berland Army Depot, New Cumberland, PA 17070-5010. The basicequipment).
responsibility for the assignment and correction of the codes rests (e) Bulk explosives.
with the designated data proponent. Per AR 708-1, chapter 5, U.S. (f) Detonating cord.
Army Armament, Munitions, and Chemical Command is primarily (4) Category IV.
responsible for materiel management for weapons and ammunition; (a) Ammunition with nonexplosive projectile (unpacked weight
U.S. Army Missile Command is primarily responsible for materiel of 100 pounds or less each).
management of large rockets and guided missiles per AR 708-1, (b) Fuzes, except for (), above.
chapter 5. Further information or assistance regarding security risk (c) Grenades, illumination, smoke, and CS/CN (tear producing).
codification may be obtained by contacting the AMC Logistics (d) Incendiary destroyers.
Assistance Offices which are located at selected installationge) Riot control agents, 100 pound package or less.
Army-wide. (f) Ammunition for weapons in (3), above, not otherwise
e. AMC will revise, as appropriate, ammunition and explosives categorized.
codings by means of routine catalog data changes. The exception tg
applying the methodology it above shall be when tri-Service Table B-1
agreement is reached on a case-by—case basis to place an item inDacision Logic Formulas (DLFs)
higher or lower security risk category than that indicated by the total

. Factor: 1
numerical value. Utility: High
. . . Casualty/Damage Effect: High
B-2. Representatlvg ”.SK categories Adaptability: Without modification
a. Category | (missiles and rockets). Portability: Easily carried or concealed by one person.

(1) Nonnuclear manportable missiles and rockets “in a ready to
fire” configuration; for example, Hamlet, Redeye, Stinger, Dragon, Fa,C_tOF 2
Javelin, light antitank weapon (LAW) and Viper. The AT—4 antitank Ytility: Moderate _
weapon is also included. Casualty/Damage Effect: Moderate

. . Adaptability: Slight modification
@) Th's category al_so_ applies where the launcher tube and thqDortabiIity: Can be carried by one person for short distances.
explosive rounds are jointly stored or transported.
b. Arms. Factor: 3
(1) Category II.Light automatic weapons, including .50 caliber, Utility: Low

M16A2 rifle, Squad Automatic Weapon (SAW), and 40mm MK 19 Casualty/Damage Effect. Low
machine gun. Adaptability: Major modification

(2) Category Il Portability: Requires at least two persons to carry.

(a) Launch tube and gripstock for Stinger missile. Factor: 4 _
(b) Launch tube, sight assembly, and gripstock for Hamlet and Ultility: Impractical
Redeye missiles. Casualty/Damage Effect: None

Adaptability: Impractical

() Tracker for Dragon missiles. Portability: Requires materials handling equipment (MHE) to move.

(d) Mortar tubes up to and including 81mm.

(e) Grenade launchers.

(f) Rocket and missile launchers, unpacked weight of 100 pounds
or less.

(g) Flame throwers.

(h) The launcher or missile guidance set or the optical sight for Risk Factor: 1

Table B-2
Risk Factors—Ultility

the ground mounted TOW. Utility: High
(i) Launch control unit for Javelin missile. Description: High explosive, concussion, and fragmentation devices.
(3) Category Iv. .. Risk Factor: 2
(a) Shoulder—fired weapons, other than manportable missilggility: Moderate

rockets, and grenade launchers, not fully automatic. Description: Small arms ammunition.

(b) Handguns.
(c) Recaoilless rifles, including 90mm. Utility: Low

¢. Ammunition and explosives. . Description:  Ammunition items not described above—NONLETHAL,
(1) Category I.Explosive complete rounds for Category | mis- civil disturbance chemicals, incendiary devices.
siles and rockets (Se&(1l) above).

2) Category Il. Risk Factor: 4
(2) gory Utility: Impracticable

Risk Factor: 3
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Table B-2
Risk Factors—Utility—Continued

Table B-5
Risk Factors—Portability—Continued

Description: Practice, inert, or dummy munitions; small electric
explosive devices; fuel thickening compound; or items possessing other
characteristics which clearly and positively negate potential use by
terrorist, criminal, or dissident functions.

Table B-3
Risk Factors—Casualty/Damage Effect

Risk Factor: 1

Casualty/Damage Effect: High

Description: Extremely damaging or lethal to personnel; devices which
will probably cause death to personnel or major material damage.

Risk Factor: 2

Casualty/Damage Effect: Moderate

Description: Moderately damaging or injurious to personnel; devices
which could probably cause personnel injury or material damage.

Risk Factor: 3
Casualty/Damage Effect: Low
Description: Temporarily incapacitating to personnel.

Risk Factor: 4

Casualty/Damage Effect: None

Description: Flammable items and petroleum based products readily
obtainable from commercial sources.

Table B—4
Risk Factors—Adaptability

Risk Factor: 1

Adaptability: Without

Description: Unusable as is; simple to function without modification use
of other components.

Risk Factor: 2

Adaptability: Slight Modification

Description: Other components required; or can be used with slight
modification.

Risk Factor: 3

Adaptability: Major Modification

Description: Requires the use of other components which are not
available on the commercial market; or can be used with modification
that changes the configuration.

Risk Factor: 4

Adaptability: Impracticable

Description: Requires specified functions or environmental sequences
which are not readily reproducible, or construction makes it incapable of
producing high order detonation; for example, gas generator grains, and
impulse cartridges.

Table B-5
Risk Factors—Portability

Risk Factor: 1

Adaptability: High

Description: Items which easily can be carried by one person and easily
concealed.

Risk Factor: 2

Adaptability: Moderate

Description: Items whose shape, size, and weight allows them to be
carried by one person for a short distance.

Risk Factor: 3

Adaptability: Low

Description: An item whose shape, size, and weight requires at least
two persons to carry.

Risk Factor: 4

Adaptability: MHE Required
Description: The weight, size, and shape of these items preclude
movement without MHE.

Table B-6
Computation of risk factor numerical values 1

Evaluation: High Sensitivity
Numerical Values of Risk Factors:  (4-5)
Physical Security Risk Category Code: I

Evaluation: Moderate Sensitivity
Numerical Values of Risk Factors:  (6-8)
Physical Security Risk Category Code: Il

Evaluation: Low Sensitivity
Numerical Values of Risk Factors:  (9-12)
Physical Security Risk Category Code: IV

Notes:

11AMC shall use the logic formula in table B—1, to determine the numerical values
and the physical security risk category codes as shown above. (Use only one factor
value for each column and total the numbers for each column to obtain the security
risk category.)

Appendix C
Physical Security Standards for Commercial
Terminals (Extracted from DOD 5100.76—M)

Table C-1 lists levels physical security standards for commercial
terminals carrier service on Government Bill of Lading (GBL). This

information is an extract from DOD 5100.76—M.

Table C-1
Physical Security Standard for Commercial Terminals

If the carrier service on the GBL is:  Armed Guard Surveillance (AGS)
Equivalent terminal standards are: ~ Stop must be at a carrier terminal,
a State or local safe haven under 49 CFR or during emergencies, at a
DOD safe haven or refuge location. The vehicle or shipment must be
under constant surveillance by an armed guard specifically dedicated to
the shipment or shipments secured in an adequately lighted area that is
surrounded by a chain link fence, minimum height 6—feet, and
continuously patrolled by an armed carrier or terminal employee who
checks the shipment at least once every 30 minutes.

If the carrier service on the GBL is:  Protective Security Service (PSS)
Equivalent terminal standards are:  If the shipment is unloaded from a
conveyance, it must be at a facility cleared under the Defense Industrial
Security Program or at a DOD safe haven and be placed under constant
surveillance by a qualified carrier representative. As an alternative, the
shipment may be placed in a closed area, vault or strongroom approved
by the Defense Investigative Service. Construction standards for closed
areas, vaults, and strongrooms are contained in DOD 5220.22-M,
appendixes IV and V.

If the carrier service on the GBL is:  Dual Driver Protective Service
(DDPS)

Equivalent terminal standards are: ~ Stop must be at a carrier terminal,
a State or local safe haven under 49 CFR or, during emergencies, at a
DOD safe haven or refuge location. The vehicle or shipment must be
under constant surveillance by a qualified carrier or terminal
representative who must keep the shipment in unobstructed view at all
times and stay within 10 feet of the vehicle or the shipment must be
secured in a fenced and lighted area under the general observation of a
qualified carrier or terminal representative at all times. As an alternative,
the shipment may be placed in a security cage.

If the carrier service on the GBL is: DOD Constant Surveillance
Service (CSS)

Equivalent terminal standards are:  Stop must be at a carrier terminal,
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Table C-1
Physical Security Standard for Commercial
Terminals—Continued

a State or local safe haven under 49 CFR or, during emergencies, at a
DOD safe haven or refuge location. The vehicle or shipment must be
under constant surveillance by a qualified carrier or terminal
representative who must keep the shipment in view at all times and stay
within 100 feet of the vehicle or the shipment must be secured in a
fenced and lighted area under the general observation of a qualified
carrier or terminal representative at all times. As an alternative, the
shipment may be placed in a security cage.

If the carrier service on the GBL is:  Rail Surveillance Service (RSS)
Equivalent terminal standards are: ~ Within rail yards, RSS applies.
Within other terminals, shipment shall be secured in a fenced and lighted
area under the general observation of a qualified carrier or terminal
representative at all times.

If the carrier service on the GBL is:  Signature and Tally Record
Equivalent terminal standards are:  Each person responsible for
proper handling of a shipment during any terminal stop must sign the
signature and tally record at the time they assume responsibility for a
shipment. The shipment must always be in the custody of the last person
signing the signature and tally record.

If the carrier service on the GBL is:  Security Cage Requirements
Equivalent terminal standards are:  Shall be in accordance with
requirements identified in DOD 5220.22—-M, appendixes IV and V.

Appendix D
Physical Security Standards for Military Terminals
(Extracted from 5100.76—M)

D-1. Introduction

will be equipped with IDS or provided constant surveillance. Pend-
ing installation of IDS, the intervals between checks may not exceed
1 hour. When IDS is used, patrol intervals may not exceed 8 hours.

(b) Category Il temporary storage areas or individual convey-
ances will be equipped with IDS or checked by a guard patrol at
irregular intervals not to exceed 1 hour while in storage. When IDS
is used, patrol intervals may not exceed 16 hours.

b. Category Il and IV munitions cargo.

(1) Fencing.Category IlIl and IV cargo will be enclosed within
barbed wire fencing where terminal perimeter fencing is not in place
or does not meet the criteria of this regulation. New security lighting
systems may not be programmed for Category Il and IV storage
areas unless determined necessary based on an assessment of the
local threats and vulnerabilities.

(2) Supplemental controldDS may not be programmed for Cat-
egory Il or IV storage areas unless determined necessary based on
an assessment of the local threats and vulnerabilities. Cargo that is
protected by IDS will be checked by a guard patrol at irregular
intervals not to exceed 48 hours. Unalarmed cargo will be checked
at least once each 24 hours.

(3) Placement of cargd?lacement of cargo other than Category |
and Il in fenced or lighted areas will be in priority order based on
the risk category of cargo.

D-5. Cargo movement

a. Category | and Il

(1) Each Category | conveyance or integrated grouping of five or
fewer conveyances moved within the terminal will be under contin-
uous surveillance of at least one terminal employee or selected
contractor employee under contract to the terminal to handle cargo.
Where the terminal area is physically separated from a long—term
storage area, movement between these areas will be under continu-
ous armed guard surveillance, with two drivers for each conveyance.

(2) Each Category Il conveyance or integrated grouping of five
or fewer conveyances moved within the terminal will be under

This appendix prescribes standards for protection of sensitive concontinuous surveillance of at least one terminal employee or se-

ventional AA&E military transportation terminals. It also applies to

lected contractor employee under contract to the terminal to handle

sensitive classified AA&E that meet requirements of DORargo. Where the terminal area is physically separated from a
5200.1-R, as implemented by AR 380-5. When a terminal has along—-term storage area, movement between these areas will be
separate, long-term storage mission, storage criteria of chapters 4inder continuous employee surveillance, with two drivers for each
and 5 of this regulation apply to the long—term storage areas of theconveyance.

terminal. Criteria for commercially operated, in—transit transporta-
tion terminals are found in appendix B.

D-2. Security priorities

b. Category Il and IV cargo.

(1) Category Il and IV cargo will be moved within the terminal
under the general surveillance of the terminal or contractor employ-
ees moving the cargo. There is no distance requirement for general

The provisions of this appendix are based on the following priorities surveillance. However, procedures for movement will ensure cargo

for cargo and area security protection. Responsible MACOMs will

is either within sight of employees or is provided the required guard

ensure that security resources are allocated to meet the highegtatrol checks for storage areas.

priority requirements first. The priorities, in descending order, are:

. Category | cargo protection.

. Pier and waterfront security.

. Category Il cargo protection.

. Gates and perimeter security.

. Category Ill and IV cargo protection.
f. Support activity security.

OO0 T®

D-3. Risk category identification

Terminals will establish procedures to ensure prompt identification
of the risk categories of arriving cargo in order to provide security
protection required by this regulation. When cargo cannot be imme-

diately identified upon arrival, it will be secured as Category |
pending identification.

D-4. Temporary storage
a. Category | and Il cargo.
(1) Fencing.Category | and Il cargo will be stored only in fenced

(2) Where the terminal area is physically separated from
long—term storage area, movement between these areas will
under continuous surveillance of at least one terminal employee or
selected contractor employee for each conveyance.

D-6. Terminal area security

a. Waterfront and Ships at BertRiers and adjacent waterfront
areas without cargo or ships will be patrolled at least hourly by an
armed guard. When ships are at berth, piers will be patrolled by
armed guard at irregular intervals not to exceed 30 minutes. IDS
may be used at the terminal commander’s discretion. When IDS is
used, the patrol frequency may extend to 4 hours for piers or
waterfront without ships or cargo. When cargo is present, armed
guards, IDS surveillance, or patrol checks will be as prescribed for
the highest category of cargo or at intervals not to exceed 30
minutes whichever is more stringent. Waterborne patrols will be
used to augment land based patrols where feasible.

b. Terminal Gates and Perimeter Ared%®rminal gates require
continuous armed guard protection or surveillance while in use.

and lighted areas dedicated to cargo storage. Fencing requiremen§ecyred gates and perimeter areas require IDS protection or patrol

in DOD 5100.76-M, chapter 5, section C, apply.
(2) Supplemental controls.

checks at least once each 4 hours. When IDS is used, patrol inter-
vals may extend to 24 hours.

(a) Category | temporary storage areas or individual conveyances

32
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D-7. Seals and twists (b) Have potential use in civil disturbances.
Terminals will install an approved seal on all AA&E conveyances  (c) Vulnerable to theft.

on which the quglnal shipper seal is r_emovc_ed._AddltlonaIIy, all " < Ammunition and explosives.
conveyances will have a No. 5 steel wire twist installed on door (1) One or more of the following:
openings if the seal does not provide equivalent protection. Seal and . 9 )
twist checks for evidence of breakage or tampering will be made a (&) Explosive complete rounds or warheads for Category | mis-
part of regular patrol or surveillance procedures and of pier loadingSiles and rockets.

procedures. Category | and Il seals will be verified by number once (b) Hand or rifle grenades (fragmentation, high explosive, con-
each shift. cussion, white phosphorus, or incendiary).

(c) Mortar rounds up to and including 81mm.

(d) Mines, antitank, or antipersonnel.

(e) High—explosive complete rounds or war—heads for missiles
D-9. Terminal entry controls and rockets other than Category | (unpacked weight of 50 pounds or

a. Terminals will be closed areas with strict vehicle and pedes- less each).
trian entry controls. All pedestrians or vehicles will be subject to (f) Safety and arming device.
search, and a visitor control system will be established. When feasi- (qg) Incendiary destroyer.
ble, entry to the AA&E storage and processing areas will bewy 40mm grenades for grenade launcher.
separately controlled from the terminal administrative areas
Privately—owned vehicles may not be allowed into AA&E storage
and processing areas of the terminal without the Terminal Com-
mander’s permission. Hunting, if allowed, will be rigidly controlled

D-8. Guard protection and surveillance
The requirements in chapter 5, section E, this regulation apply.

(i) Demolition kits.
(2) Ten pounds or more of explosives used in demolition opera-
tions (e.g., C—4; military dynamite, TNT, etc.).

and minimized. (3) 100 or more blasting caps, detonators, destruction or firing
b. Piers, waterfront, and AA&E storage and processing areas will devices, primers, squibs, and ignitors.
be designated and posted as restricted areas. (4) 100 or more fuzes.

(5) 100 or more supplementary charges.
(6) 100 or more explosive bolts, explosive cartridges, and related

Appendix E devices. _
Losses/Overages List for AR 15-6 Investigations (7) 50 pounds or more bulk explosives.
General (8) 1000 feet or more detonating cord and safety fuse.

Appendix B describes in detail items that must be secured according (9) Two or more riot control agents, 100—pound package or less.
to this regulation. When losses equal or exceed the amounts shown (10) Two or more rounds of ammunition of 40mm and larger
below, commanders will conduct investigations under AR 15-6, honautomatic weapon.

chapters 3 through 5, and as specified in chapter 2 of this regulation. (11) One or more artillery, naval, tank, and mortar ammunition,
AR 15-6 investigations may be conducted for lesser amounts. 75mm and larger

a. Missiles and rocketall nonnuclear missile systems in a 12) A tion . hab h
ready-to—fire configuration or when the launcher tube and explosive _( ) mmunition for weapons in paragraphabove, not other-
wise categorized.

rounds are jointly stored or transported.

b. Arms.One or more of the following: (13) One box or more (normally 16 or more) grenades, illumina-
(1) Machineguns and automatic weapons up to and including .50tion, smoke, and CS/CN (tear producing).
caliber. (14) End items of conventional and guided missile ammunition
(2) Launch tube and gripstock for Stinger missile. (except artillery rounds, bombs, and torpedoes) that:
(3) Launch tube, sight assembly, and gripstock for Hamlet and (a) Have an individual item (for example, unit of issue) container
REDEYE missiles. or package weight of 60 pounds or less.
(4) Tracker for Dragon Missiles. (b) Have potential use in civil disturbances.

(5) Mortar tubes.

(6) Grenade launchers.

(7) Rocket and missile launchers, unpacked weight of 100
pounds or less.

(8) Flame thrower.

(9) Launcher and/or missile guidance set and/or the optical sight
for the TOW.

(c) Are vulnerable to theft.

Appendix F
Specification for Intrusion Detection System Signs
(10) Shoulder—fired weapons, other than grenade launchers, nof 1 A samplg intrusion detection system S|gn_that may be_ used Is
fully automatic. shown below in figure F=1. The sign is flat with shape, size, and
(11) Handguns. legend as shown. The sign face should consist of reflectorized sheet-

(12) Recoilless rifles up to and including 90mm. ing bonded to an aluminum backing. _ _

subassemblies). num alloy, type 6061T6, not less than &frac116;—inch thick. For
(14) Subcaliber training aids capable of firing a projectile by interior posting, plastic or wood could be used.
means of a powder charge. F-3. In non-English speaking overseas areas, a sign in the lan-
(15) Other individually operated weapons that are: guage of the host country, should be mounted alongside the English
(a) Portable and can be fired without special mounts or firing language sign. In U.S. states and possessions where a major minor-
devices. ity language is spoken, similar signs may be posted as a safety
precaution.
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Figure F-1. Sample Intrusion Detection System Sign

Appendix G provided with antispread space filler reinforced to prevent dis-
Criteria for Facilities Storing Sensitive AA&E engagement of the lock bolt by prying or jacking of the door frame.

» o The frames and locks for both interior and exterior doors will be so
G-1. New facility criteria designed and installed as to prevent sufficient removal of the frame

If Category Il arms are to be stored in new facilities built for the
principal purpose of storing arms, the facilities will meet the follow-
ing facility criteria.
ga. WaII)g.WaIIs will consist of 8 inches of concrete reinforced and locked. . ) .
with No. 4 reinforcing bars at 9 inches on center in each direction, 2 Constryctlon requirements for door frames and thresholds will
or 8-inch concrete block with No. 4 bars threaded through direction, P& @S €xacting as those for the doors themselves. For example,
or 8—inch concrete block with No. 4 bars threaded through block Where metal doors are used, the frame and thresholds will be of
cavities filled with mortar or concrete and with horizontal joint Metal. A GSA approved class 5 armory door or GSA approved
reinforcement at each course. Class 5 vault door with a built-in, three—position, dial-type, change-
b. Ceilings and roofsReinforcing bar spacing shall form a grid able combination lock, may be used instead of other doors or locks.
so that the area of any opening does not exceed 96 square inches (3) Various types of hinges are commercially available. When
using No. 4 bars or larger. The ceiling or roof shall be of concrete choosing the proper type of hinge for secure area doors, hinges will
construction. The thinnest portion may not be less than 6 inchesbe of the fixed pin security hinge type or equivalent; exposed hinge
c. Floors. Floors, if on grade, will be a minimum of 6 inches pins will be pinned, spot welded, or otherwise secured to prevent
concrete construction reinforced with 6 inches by 6 inches—W4 by removal; and hinge mounting screws may not be exposed to the
W4 mesh or equivalent bars. Where the floor slab acts as the ceilingutside of the arms room except for class 5 steel vault door hinges.
of an under—lying room or area, the ceiling standards apply. e. Windows and other openings. Windows and other openings
d. Doors. Doors will be constructed of%2-inch thick solid or will be sealed with material comparable to that forming the adjacent
laminated wood with 12—gauge steel plate on the outside face, ofyg|is and otherwise limited to the minimum essential. Windows,
will be standard Z—inch thick, hollow metal, industrial-type con- ducts, vents, or similar openings of 96 square inches or more with

struction with minimum 14 gauge skin plate thickness, internally y,q |45t dimension greater than 6 inches will be equipped with any
reinforced vertically with continuous steel stiffeners spaced 6 |nchesof the following:

maximum on center. Doors used for access to arms storage facilities 1) Th iahth inch or | hardened steel b ided th
will meet the above structural standards. Double door protection for ( _) ree-€ig Inch or fargér hardened Steel bars, provide €
vertical bars are not more than 4 inches apart with horizontal bars

arms storage facilities is not required. When double—door protection ) .

on existing facilities provides protection equivalent to that of doors Welded to the vertical bars so that the openings do not exceed 32
constructed according to above standards, modification to meet thafduare inches.

requirement will not be undertaken. (2) Number 8 gauge high carbon manganese steel mesh with

(1) Door bucks, frames, and keepers will be rigidly anchored and 2—inch diamond grid.

facing or the built—in locking mechanism to allow disengagement of
the lock bolt from outside a secured room when the door is closed
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(3) Number 6 gauge steel mesh with 2—inch diamond grid when
number 8 in (2) above, is not available.
(4) Bars or steel mesh will be securely embedded in the structure
of the building or welded to a steel frame that will be securely Appendix H
attached to the wall with fastenings inaccessible from the exterior OfPhySicaI Security Standards for DOD AA&E at

arms storage facility. Contractor—owned, Contractor—operated (COCO)

. . Facilities (Extracted from DOD 5100.76—M)
G-2. Criteria for facilities storing Il through IV arms.

The following exceptions to the new facility criteria are permitted A. Security Criteria
for storing Category Il through IV arms in an existing facility The following security criteria apply to AA&E in appendix B.
located on or off a military installation. 1. Accountability.The contractor shall be required to:
a. Doors, windows and other openings. (&) Have or establishl an accountability system for both explosive
(1) Doors. At a minimum, doors shall be constructed of 1 3/ components and end items produced under a DOD contract, or
4—inch thick, solid, core wood with wood block cores on 1 3/4—inch furnished or released to a contractor by the Department of Defense.

thick hollow metal, with minimum 16-gauge skin plate thickness. Thg records kept under the system s_haII reflect nomenclature and
(a) Door frames will be a minimum of 16 gauge steel serial number; amounts produced, shipped, and on hand; and the

: ; location of explosive components and end items.
(b) Door hinges s_haII not be exposed to the outside of the arms (b) Review accountability records and conduct quarterly invento-

(c) Doors shall be secured with authorized padlocks. uncrated items and items in unsealed crates by serial number, and

(2) Windows and other opening®/indows and other openings  sealed crated arms by counting of sealed crates and containers. At
shall be kept to a minimum. When provided, windows and other facilities where weapons are tested, there shall be daily inventories
openings will be secured as required in paragrapheG-1 of weapons drawn from storage for testing purposes.

b. Walls, ceilings, roofs, and floor&Valls of existing 8-inch (c) Dispose of residual material in accordance with the instruc-
reinforced solid brick, 8—inch reinforced concrete block with voids tions of the government contracting officer and DOD 4160.21-M-1
filled with concrete, or 12—inch nonreinforced solid brick. Ceilings, (reference (0)).
roofs, and floors of existing facilities will be reinforced concrete at a 2. Security.The contractor shall be required to provide a security
minimum, the thinnest portion may not be less than 6 inches. Ceil-system which includes the following:
ings, roofs, and floors of ARNGUS arms rooms, built prior to 1 (&) Isolated AreaRisk category AA&E storage areas in an iso-
January 1997, will be at least 5 inches at the thinnest portion. Wallsated area not under constant surveillance shall be physically che-
ceilings, roofs, and floors that does not meet these structural criterigcked on a random basis not less than once every four hours.
will be reinforced by one of the following methods: (b) Perimeter ControlProvide perimeter control through the ap-

(1) Steel barsThree—eighth inch steel bars, 4 inches apart with Plication of procedures and barriers to ensure that unauthorized
horizontal bars welded to the vertical bars so that the openings ddndividuals are unable to enter sensitive areas.
not exceed 32 square inches. Ends of the steel bars will be embed- (€) Entry Control. Provide positive access control through the
ded securely in the structure of the building or welded to a steel@PPlication of equipment and procedures to ensure the following
frame securely fastened to the building. objectlv.es. are met: .

. ) . . (1) Limit access to authorized personnel.

(2) Steel landing matMarsten, Irving, or pierced steel planking. P e -

. . . . ; (2) Require identification prior to entry.

(3) Expanded metalThree—sixteenth—inch with a maximum grid

. . ; U G (3) Require an established need for access.
opening of 1-inch by 3-inches and weighing a minimum of 4.27 ) | jghting. Provide production and storage area exterior light-

pounds according to square foot. ing of sufficient intensity for guards or other personnel in the area to
(4) Steel plate.One—fourth—inch steel plate. recognize illegal or unauthorized activities. Locations appropriate
(5) Steel meshNumber 8-gauge high carbon manganese steel, orfor lighting include perimeters and entrances to storage areas, build-

for existing facilities, number 6—-gauge cold drawn steel wire with a ings, and corridors. Light switches on the outside of buildings shall

grid of not more than 2 inches center to center. The numbmr secured or inaccessible to unauthorized persons.

6—-gauge material is not authorized for future upgrading. (e) Facility Construction.Construct facilities for unattended stor-
(6) Sheet metalFor existing facilities, 16—gauge steel sheets or age of sensitive AA&E as prescribed in attachments 1, 2, and 3 as

plates securely fastened together. This material is not authorized fo@pplicable. Use Military Handbook MIL-HDBK 1013/1 (reference

future upgrading. (t)) or other appropriate DOD security engineering guidelines for
(7) Reinforcing materialsWhen the above reinforcing materials ~ information. _

are used, they will be applied and fastened to the existing structure, (f) Key and Lock ControEstablish key and lock control systems

so that destruction of the existing and reinforcing materials is re- that are compatible with the guidelines provided in chapter 3, sec-

aures o remove o P 0 Mk e vt compee ke o) regiers

) . L shal
wil(l: .bgoc?(;r?,stmlgti?:lw(ff, %T—ni?\cﬁtrt]ﬁirclg p:;;gﬁre}ammg:én\;vggg’rsor kept on file for two years. Records shall be disposed of in accord-

be of standard3#-inch thick hollow metal, industrial type construc- o o with government contracting officer's instructions.
; X o . e yp 7 (g) Response ForceProvide an armed patrol capable of investi-
tion with minimum 16-gauge skin plate thickness. At a minimum,

ind d oth . il b tructed t id . ' gating local threats and which is available to respond to the detec-
windows and other Openings will beé constructed 10 provide equiva- o, of intruder(s). This force may include or consist entirely of
lent penetration resistance as that provided by the walls.

o : .. local, state and/or federal law enforcement agencies; however, prior
d. Other.All other criteria listed in paragraph G-1 for new facili-  agreements or arrangements must be documented and coordinated as

ties will apply for facilities storing Category I arms. appropriate. Such agreements or arrangements must be kept current.
] (h) Additional Security Measuredkeview weapon system pro-
G-3. Rescinded duction lines before operations to identify potential diversion risks

or pilferable items which may require adjunctive physical security

measures to prevent theft. The identified vulnerabilities and imple-
mented physical security measures shall be incorporated into the
contractor's security procedures and be available for government
review. Measures may include:
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(1) Additional barriers. B. Incident Reports

(2) Use of metal detectors at exit control points. Contractors are required to report all losses and thefts of Risk

(3) Separation of privately—owned vehicle parking from the pro- Category AA&E to the DIS cognizant industrial security office no
duction area, shipping and receiving areas, and refuse containerdater than 72 hours after initial discovery. Similar information

(4) Internal surveillance using closed circuit television. should also be given to the FBI and DOD Component Major Com-

(5) A determination must be made where and at what point in themand. Local law enforcement agencies will be notified.
production process a weapon should be protected as a risk category
item. During periods when the production line is unattended weap-C. Security Procedures
ons must be removed to storage areas, or the production line musthe contractor will be required to develop written procedures de-
be protected. signed to ensure compliance with the physical security standards of

(i) Classified AA&EContractors manufacturing, storing, this appendix. The procedures shall be available at the contractor’s
transporting, or otherwise holding classified AA&E will be cleared facility for review by Government representatives.
in accordance with reference(s). ) .

3. Storage AreasThe contractor will be required to ensure the D. Security Surveys and Inspections ] ) ) )
facilities in which AA&E are located during nonworking hours or To ensure that a prospective contractor will satlsfy physical security
while unattended for extended periods of time are: requirements of this appendix, a preaward security survey may be

(a) Constructed to meet the requirements of this appendix withPerformed by government contracting agency security personnel.
appropriate attachments. In contractor facilities where 30 or fewer Regardless of whether such a preaward survey is conducted, security
arms are located, a class 5 safe or safe—type steel file container witispections will be performed by the DIS cognizant industrial secu-
built—in Group IR changeable combination lock may be used for fity office at recurring 18 month intervals during the period of the
storage. Such containers will provide forced entry protection ascontract to ensure compliance with this appendix.
specified by GSA, or burglar resistance as listed by the Under- )
writers Laboratories (UL). Containers meeting UL certification for E- Waivers

Class TL-15 may be used instead of GSA-approved clasqRgguests for waivers to the DOD security requirements of this
containers. manual shall be submitted, in writing, by the contractor to the

(b) Protected by: government procurement contraqting officer_ who _shall coordinate

(1) A security force available within 15 minutes of notification. SUCh requests with the DIS Cognizant Security Office. Requests for

(2) Intrusion detection system (IDS). This applies to all storage waivers with r_ecommendatlons Sh"’.‘”. be fofwafded to the DOD
facilities containing sensitive arms, regardless of risk category, andComPonent Major Command for decision. Waivers normally may
Categories | and Il nonnuclear missiles, rockets, ammunition andP€ granted for a period of 1 year and may be extended only after a

explosives. review of circumstances necessitating an extension. Each extension
(3) Constant surveillance if an operational IDS is not present. shall state first extension, second extension, etc. Requests for waiv-
This applies to Categories | and Il AA&E. ers shall include a statement as to why the contractor is unable to

(4) Patrol checks by a security force at random intervals at leastM€€t requirements and outline compensatory measures proposed by

every 8 hours when IDS is present. This applies to Categories | and® contractor to provide equivalent or better protection than the
Il AA&E. Patrol checks are not required for Categories Il and Iv ©riginal standard. Copies of approved waivers shall be furished to
AA&E storage protected by an operational IDS. the. applicable DIS Cognlzant Security Offlce and DQD Component
4. Intrusion Detection Systems. Major Cpmmand. Coples of a_pproved waivers applying to commer-
(a) All materials and equipment used in the IDS must meet the cial carrier's transportation minimum security standards with com-
criteria prescribed in UL Standards for Intrusion Detection Units, PEnsatory measures taken shall be forwarded to the Commander,
UL-639, and be listed with the UL. A list of manufacturers of UL Military Traffic Management Command, ATTN: MT-IN, Washing-
Listed IDS equipment can be found in the UL Automobile, Burglary ton, DC 20315.
Protection, and Mechanical Equipment Directory under Intrusion
Detection Units (ANSR). Copies of the directory may be obtained
from Underwriters Laboratories, Inc., Publication Stock, 3
Pfingsten Road, Northbrook, IL 60062.

F. Exceptions
ﬁequests for exceptions to the DOD security requirements of this
manual shall be submitted, in writing, by the contractor to the
(b) All material and equipment used for the IDS will be installed Government procurement contragting officer. who .shall coordinate
in accordance with the criteria established for Extent No. 3 in the such f‘?q”eSL? with the DIS ngnlzant Security Office. Requests for
UL Standards for Installation and Classification of Mercantile Bank €XCeptions with recommendations shall be forwarded to the DOD
Burglar Alarm Systems, UL—681. component Major Command for decision. Requests for exceptions
(c) The construction, performance and operation of equipmentSha” |ncl_ude a statement as to why the contractor is unabl_e to meet
intended for the use in proprietary systems must be in accordancéhe requirements and compensatory or e_quwalent protection meas-
with the criteria established for Grade AA and Installation No. 3 Ures proposed by the contractor to provided comparable security.
systems in UL Standards for Proprietary Burglar Alarm Units and
Systems, UL-1076. A list of UL Listed manufacturers who install . .
proprietary systems can be found in the UL Automotive, Burglary L. Categc_)ry I'and Il Nonnuclear Missiles, Rockets, Ammunition
Protection, and Mechanical Equipment Directory under Proprietary 21d Explosives — Storage.
Alarm Systems (CVWX). 2. Category Il Arms — Storage. N _
(d) The operation of electrical protection circuits and devices that _ 3 Category lll and IV Arms, Ammunition and Explosives —
are signaled automatically, recorded in, maintained in, and super-Storage.
vised from a central station having trained operators and alarm 4. Arms Parts — Storage. o N
investigators in attendance at all times must be in accordance with 5. Significant Incidents Pertaining to Arms, Ammunition and
the criteria established for Grade AA and Installation No. 3 systemsEXplosives.
in UL Standards for Control-Station, Burglar Alarm Systems, 6. Cognizant DIS Industrial Security Offices
UL-611. Available UL certified central control stations can be lo-
cated in the UL Automotive, Burglary Protection, and Mechanical

Attachments

Equipment Directory under Central Station (CPVX). ATTACHMENT 1CATEGORY | AND II NONNUCLEAR MIS-
(e) IDS must be tested monthly and records maintained of theseSILES, ROCKETS, AMMUNITION, AND EXPLOSIVES —
tests. STORAGE
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A. New Construction reinforced vertically with continuous steel stiffeners spaced 6 inches
1. AA&E listed under Category | and Il shall be stored in struc- maximum on center.
tures meeting construction requirements as specified in DODa) Door bucks, frames, and keepers shall be rigidly anchored
6055.9-STD (reference (g) or DOD 4145.26—M (reference (u)). De- and provided with antispread space filler reinforcement to prevent
terminations of the suitability of new structures will be provided to disengagement of the lock bolt by prying or jacking of the door
the DIS cognizant security office by the DOD Component Major frames. The frames and locks for both interior and exterior doors
Command. shall be so designed and installed as to prevent sufficient removal of
2. Storage areas shall be surrounded with chain link security the frame facing or the built-in locking mechanism to allow dis-
fencing approved by the DOD Component Major Command. Mini- engagement of the lock from outside a secured room when the door
mum height of fencing shall be 6 feet. is closed and locked.
3. Locks. (b) Construction requirements for door frames and thresholds
a. Doors shall be secured by a high security padlock (military Shall be as stringent as those for the doors themselves. For example,

specification MIL-P-43607G) and hasp (military specificatiOWhere metal doors are used, the .frame a.md. thresholds shall be of
MIL-H—43905B or H-29181/1 (YD)), or other comparable hasps metal. A class 5 steel vault door with a built-in, group 1R changea-
and locking hardware approved by the DOD Component Major ble combination lock may be used instead of other doors or locks.
Command. Component approved hasps and locks shall be specified (€) Various type of security hinges are available commercially.
in the contract. Storage facilities equipped with a Class 5 GSA—-ap-Hinges shall be of the fixed pin security hinge type or equivalent;
proved steel vault door with a group 1R changeable combination€XPosed hinge pins shall be pinned, spot welded, or otherwise se-
lock, are authorized instead of other doors and locks. Doors thatcured to prevent removal; and hinge mounting screws may not be
cannot be secured from the inside with locking bars or deadbolts®XP0sed to the outside of the room.
shall be secured on the inside with padlocks which meet or exceed € Windows and Other Openings _ .
military specification MIL—P—17802D (Grade II, Class 1, Type A). (1) Window and other openings shall be sealed with material
Panic hardware, when required, shall be so installed as to preveng®mparable to that forming the adjacent walls and otherwise limited
opening the door by manipulation from the outside. Panic hardwaret® the minimum essential. Windows, ducts, vents, or similar opening
will be secured after close down and freed prior to facility occu- Of 96 square inches or more with the least dimension greater than 6
pancy by means which are acceptable to safety officials. inches shall be equipped with one of the following: )

b. A Class 5 steel vault door with a built—in, group 1R changea- (a) Three—eighth inch or larger hardened steel bars, provided the

oot ; : tical bars are not more than 4 inches apart with horizontal bars
ble combination lock, or key operated high security padlock and ver ; .
hasp (above military specifications), shall be used on doors to strucvelded to the vertical bars so that the openings do not exceed 32

: . square inches.
tures housing classified AAZE. (b) Number 8 gauge high carbon manganese steel mesh with 2
B. Existing Construction inch diamond grid. . . . .
The DOD Component Major Command may permit storage of Cate- (€) Number 6 gauge steel mesh with 2 inch diamond grid when
gory | and Il items in existing types of structures if, in the opinion NUmber 8 in subparagraph B.1.b(S), below, is not available.
of the Major Command, equivalent security is provided and all other (2) Bars or steel mesh shall be securely embedded in the struc-
security requirements are met. Determinations of the suitability of (Ure of the building or welded to a steel frame that shall be securely
existing structures will be provided to the DIS Cognizant Security attached to the wall with fastenings inaccessible from the exterior of

Office by the DOD Component Major Command. th? irg::isstorage facility.

(1) Access doors shall be secured by a high security padlock
(military specification MIL-P—43607G) and hasp (military specifi-

ATTACHMENT 2 cation MIL-H-43905B or MIL-H-29181/1 (YD)), or other compa-
CATEGORY Il ARMS — STORAGE rable hasps and locking hardware approved by the DOD Component
Major Command. Approved locks and hasps will be specified in the
A. New Construction contract. Storage facilities equipped with a class 5 GSA approved
1. Category Il arms shall be stored in facilities meeting the fol- Steel vault door with a built—in group 1R changeable combination
lowing design criteria: lock are authorized in lieu of other doors and locks. Doors that

a. Walls.Walls shall consist of 8 inches of concrete reinforced €a@nnot be secured from the inside with locking bars or deadbolts
with No. 4 reinforcing bars at 9 inches on center in each direction Shall be secured on the inside with padlocks which meet or exceed

and staggered on each face to form a grid approxima¥elinehes military specification MIL-P-17802D. Panic hardware, when re-
square, 8 inch concrete block with No. 4 bars threaded throughduired. shall be installed to prevent opening the door by manipula-

block cavities filled with mortar or concrete and with horizontal t|0n2 frg\mlthe Ec:ut5|d?. it d i a builti 1R ch
joint reinforcement at every course, or at least 8 inches of brick (&) A class 5 steel vault door with a built-in group 1R changea-
interlocked between inner and outer courses. ble combination lock or a key operated high security lock and hasp

b. Ceilings and RoofsReinforcing bar spacing shall form a grid (above military specifications) shall be used on doors to structures

so that the area of any opening does not exceed 96 square incheg,OUSIng classified AALE.

using No. 4 bars or larger. If the ceiling or roof is of concrete g Existing Construction

pan—joist construction, the thinnest portion may not be less than 6 1 Existing facilities may be used for new contracts provided they
inches and the clear space between joints may not exceed 20 inchegieet the criteria indicated below and if determined by the DOD
the reinforcing grid requirements for flat slab construction also Component Major Command to be adequate. Determinations will be
apply. provided to the DIS Cognizant Security Office. The requirements
c. Floors. Floors, if on grade, shall be a minimum of 6 inch for doors, windows and other openings and locks as prescribed in
reinforced concrete construction. Where the floor slab acts as theparagraphs A.ld., e, and f., above, must be met at all times.
ceiling of an underlying room or area, the ceiling standards apply. a. Walls of existing faciliies at a minimum shall be 8 inch
d. Doors. reinforced solid brick, 8 inch reinforced concrete block with voids
(1) Doors shall be constructed o¥sinch thick solid or lami- filled with concrete, or 12 inch nonreinforced solid brick. Ceilings,
nated wood with 12—gauge steel plate on the outside face, or shalioofs and floors of existing facilities shall be reinforced concrete at
be of standard %—inch thick, hollow metal, industrial-type con- a minimum.
struction with minimum 14 gauge skin plate thickness, internally  b. Walls, ceilings, roofs and floors that do not meet the structural
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criteria in subsection A.1., above shall be reinforced by one of theproved by the DOD component).
following methods.
(1) Steel BarsThree—eighth inch diameter steel bars, four inches
apart with horizontal bars welded to the vertical bars so that open-ATTACHMENT 4ARMS PARTS—STORAGE
ings do not exceed 32 square inches. Ends of the steel bars shall ddajor parts for arms, such as barrels and major subassemblies, shall
embedded securely in the structure of the building or welded to abe afforded at least the same protection as Category IV arms. The
steel frame securely fastened to the building. frame or receiver of an arm constitutes a weapon and such parts,
(2) Steel LandingMarsten, Irving or pierced steel planking. therefore, must be stored according to the correct category; for
(3) Expanded MetalThree-sixteenth inch with a maximum grid e€xample, the receiver of a .30 caliber machine gun shall be stored as
opening of 1 inch by 3 inches and weighing a minimum of 4.27 @ Category Il arm.
pounds per square foot.
(4) Steel Plate.One—fourth inch steel plate.
(5) Steel MeshNumber 8 gauge high carbon manganese steel, orATTACHMENT SSIGNIFICANT INCIDENTS PERTAINING TO
for existing facilities, number 6 gauge cold drawn steel wire with a ARMS, AMMUNITION, AND EXPLOSIVES
grid of not more than 2 inches, center to center. Number 6 gauge®ny armed robbery or attempted armed robbery; forced entry or
cold drawn steel wire is not authorized for future upgrading. attempted forced entry with physical evidence of the attempt; evi-

(6) Sheet Metal.Sixteen gauge steel sheets or plates securelydence of terrorist invoIV(_ement; or illegal_ trafficking _in_ sensitive_
fastened. This material is not authorized for future upgrading. ~~A&E shall be reported in accordance with the provisions of this
(7) Other Materials.Other materials approved by the DOD Com- appendix within 72 hours. In adFiltlon, the loss or theft of the
ponent Major Command concerned that provide protection equiva-m”o‘"’Ing AAZE shall be reported:
lent to the methods mentioned in paragraph B.1.b above. a. Any mlssn_e or rocket.
2. When the above reinforcing materials are used, they shall be b. Any maphme gun. . .
applied and fastened to the existing structure so that destruction of ¢. Any antipersonnel or antitank mine.

the existing structure is required to remove them. d. Any automatic fire weapon.
e. Twenty—five or more manually operated weapons.

f. Demolition charges, blocks of explosives, and other explosives
having a net weight of 100 pounds or more.

g. Ammunition

1. Twenty thousand rounds or more of shotgun, .38 or .22 caliber
A. New Construction ammunition, and 5,000 rounds or more of other .50 caliber or

1. AAGE listed under Category Il and IV shall be stored in Smaller ammunition. . .
structures meeting construction requirements as specified in DOD,_ 2+ Five rounds or more of nonautomatic weapon ammunition
6055.9-STD (reference (g)) or DOD 4145.26-M (reference (u)). larger than .50 caliber. . .
Determinations of suitability of new structures will be provided to . 3- One thousand rounds or more of automatic weapon ammuni-
the DIS Cognizant Security Office by the DOD component major tion larger than .50_cal|ber. . . .
command. 4. Any fragmentation, concussion, or high explosive grenade.

2. When operational requirements make it necessary, a Type 2
outdoor magazine (see Title 18, USC, 842(J) (27 CFR, 55, subpart
K, sections 207 and 208) (reference (v)) is suitable for storing g;;’?g;SMENT GCOGNIZANT DIS INDUSTRIAL SECURITY
Category Il and IV AA&E (see section C below) with approved
DOD locking systems.

ATTACHMENT 3CATEGORY IlI AND IV ARMS, AMMUNI-
TION, AND EXPLOSIVES — STORAGE

New England Region:

B. Existing Construction Defense Investigation Service
The DOD component major command may permit storage of Cate-Director of Industrial Security
gory Ill and IV items in existing types of structures, if equivalent New England Region (S1110)
security is provided by the contractor and all other security require-Barnes Building

ments are met. Determinations of suitability of existing structures 495 symmer Street

will be provided to the DIS Cognizant Security Office by the DOD Boston, MA 022102192

component major command. Phone: Commercial: (617) 451-4914/6; DSN: 955-4914/6

C. Type 2 Magazine Standards

1. A Type 2 magazine is a box, trailer, semitrailer, or other ) .
mobile facility, described as follows: Mid—Atlantic Region: _

a. General.Outdoor magazines are to be bullet-resistanfefense Investigative Service
fire—resistant, weather—resistant, theft—resistant, and ventilated. Theyirector of Industrial Security
are to be supported to prevent direct contact with the ground and, iMid—Atlantic Region (S1410)
less than one cubic yard in size, must be securely fastened to a fixe€Cherry Hill Office Center
objz_ec_t. The ground around outdqo_r magazi_nes must slope away fonp40 Kings Highway North
draining or other adequate draining provided. When unattended,cherry Hill, NJ 08034-1908
vehicular magazines must have wheels removed or otherwise effecpyone. Commercial: (609) 482-6500; DSN: 444-4030
tively immobilized by kingpin locking devices or other methods
approved by the DOD Component Major Command.

b. Exterior ConstructionThe exterior and doors are to be con-
structed of not less tha# inch steel and lined with at least 2 inches Defense Investioative Service
of hardwood. Magazines with top openings will have lids with . gat .
water—resistant seals or which overlap the sides by at least 1 inctPirector of Industrial Security
when in closed position. (Doors, shall be in secured by a high Capital Region (S1510)
security padlock (military specification MIL-H-43607G) and hasp Hoffman Building #1
(military specification MIL-H-430905B or MIL-H-219181/1 (YD)) 2461 Eisenhower Avenue
with hinge side protection or other comparable locking system ap-Alexandria, VA 22331-1000

Capital Region:
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Phone: Commercial: (202) 325-9634; DSN: 221-9634

Mid-Western Region:

Defense Investigative Service
Director of Industrial Security
Mid-Western Region (S3210)

610 S. Canal Street, Room 908
Chicago, IL 60607-4877

Phone: Commercial: (312) 886-5244

Southeastern Region:

Defense Investigative Service
Director of Industrial Security
Southeastern Region (S4110)

2300 Lake Park Drive, Suite 250
Smyrna, GA 30080-7606

Phone: Commercial: (404) 432—-0826

Pacific Region:

Defense Investigative Service
Director of Industrial Security

Pacific Region (S5310)

3605 Long Beach Blvd., Suite 405
Long Beach, CA 90807-4013
Phone: Commercial: (213) 595-7251

Northwestern Region

Defense Investigative Service
Director of Industrial Security
Northwestern Region (S5210)
Presidio of San Francisco

San Francisco, CA 94129-7700

Phone: Commercial: (415) 561-3251/6; DSN: 586-3251/6

Southwestern Region:
Defense Investigative Service
Director of Industrial Security
Southwestern Region (S4210)
P.O. Box 88900

St. Louis, MO 63188-1900

Phone: Commercial: (314) 263—6580; DSN: 693-6580

Appendix |

Enhanced Transportation Security Measures During
Terrorist Threat Conditions (Extracted from DOD

5100.76-M)

of possible terrorist activity against installations and personnel, na-
ture and extent unpredictable. The measures in this threat condition
must be capable of being maintained indefinitely.

(a) Conduct daily liaison with supporting intelligence and secu-
rity organizations, in accordance with Service implementing instruc-
tions, to review specific local threat conditions.

(b) Convene a special meeting of the installation physical secu-
rity council, to review the threat situation. Provide recommended
actions to the installation commander.

(2) THREATCON BRAV({Increased and more predictable threat
of terrorist activity exists. The measures in this THREATCON must
be capable of being maintained for weeks without undue hardship.)

(a) Postpone nonessential surface shipments of risk Categories I,
Il and all classified AA&E, or ship by military air, if feasible.

(b) Commence use of Security Escort Vehicle Service (SEVS)
for all risk Category Il and classified AA&E shipments.

(c) Plan possible overtime requirements for anticipated increased
use of installation as DOD “Safe Haven,” if applicable.

(d) In order to ensure the availability of sufficient “Safe Haven”
areas, clear all holding yards and other temporary storage areas of
sensitive conventional AA&E, classified ordnance, and un-
categorized Class A or B ammunition and explosives by relocating
material to permanent, secure storage to the maximum extent practi-
cable. Additionally, consider shipping uncategorized and unclassi-
fied AA&E to ultimate destination.

(e) Review security facilities such as fencing, lighting, and com-
munications equipment for all AA&E holding yards and other tem-
porary storage areas.

(3) THREATCON CHARLIETerrorist incident occurs or intelli-
gence is received indicating action against installations or personnel
is imminent. Implementation of these measures for more than a
short time will probably create hardship and affect peacetime activi-
ties of unit and its personnel.)

(a) Require armed military escort in separate vehicles for all risk
Categories |, Il and classified AA&E shipments in lieu of commer-
cial SEVs.

(b) Increase operations security of risk Category | shipments by
sending at least one vehicle with a “decoy load” for each vehicle
that carries actual risk Category | AA&E. The characteristics of the
“decoy load” must duplicate those of the actual shipment to the
maximum extent practicable.

(c) Direct truck shipments to stop only at DOD approved “Safe
Havens.” The only exceptions shall be for food, fuel, or Motor
Surveillance Service (MSS) reports. Such stops must not exceed 30
minutes in duration.

(d) Require MSS at 4-hour intervals for all risk Categories | and
Il and classified AA&E, and at 8—hour intervals for risk Categories
Il and IV and all uncategorized Class A and B ammunition and
explosive shipments.

(e) Require single line haul and exclusive use of vehicle, drome-
dary, or approved container for all sensitive conventional AA&E, all
classified AA&E, and all uncategorized Class A and B ammunition
and explosive shipments.

(f) Conduct liaison with state and local law enforcement prior to
any shipment of Categories I, Il and classified AA&E to discuss
support requirements, schedules, routes, and other information of
mutual concern.

(g) Verify the seal serial numbers for all vehicles and other

I-1. This appendix prescribes specific additional transportation se-containers with classified AA&E and risk Categories | and Il mate-
curity measures for use in shipments to and from activities affectedrial in holding yards at least once every 4 hours. Seal serial number
by or under terrorist threat conditions (THREATCONS). This guid- for risk Categories Ill and IV and all uncategorized Class A and B
ance applies to all DOD activities that ship sensitive conventional ammunition and explosives must be verified at least once every 8

AA&E, classified AA&E, or uncategorized Class A or B ammuni-
tion and explosives in the areas under THREATCONS. Detailed

hours.
(4) THREATCON DELTA(Highest THREATCON. Applies in

requirements shall be outlined in Service implementing instructions. immediate area where terrorist attack has occurred or is expected

1-2. Actions

against a specific installation. Normally this THREATCON is de-
clared as a localized warning.)

a. Implementation of each successive threat condition shall in- (a) Temporarily suspend AA&E shipments in and out of the local
clude the use of appropriate measures from the preceding conditionarea except for those needed to meet critical operational
(1) THREATCON ALFA (Lowest THREATCONKgeneral threat requirements.
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(b) For shipments deemed critical, ship by military air, if feasi- (17) Were locally fabricated racks in use certified by engineers as
ble. Provide military transport and drivers with armed military es- meeting construction specifications (AR 190-11, parac@}?
cort in separate vehicles for all sensitive conventional AA&E, (18) Was ammunition authorized for retention in the unit arms
classified AA&E, and uncategorized Class A and B ammunition and room stored separately in banded or sealed cartons or locked con-
explosives. tainers (AR 190-11, para 5{8)(a))?
(19) Were ammunition containers in the unit arms room weigh-
ing less than 500 pounds fastened to the structure or fastened to-
gether, with bolts or chains equipped with secondary padlocks, in

Appendix J . . . groups totaling more than 500 pounds (AR 190-11, para
Arms, Ammunition, and Explosives Guidesheet 5-8(1)(a))?

licati (20) Were weapons stored in the arms room inventoried by serial
J-1. Application. number monthly (AR 190-11, para 2k-6AR 710-2, para 1-1B

This appendix provides a guidesheet that may be used to quickly ara 2-18, and table 2-1, para j; and DA Pam 710-2—1, para

check for compliance with physical security requirements. T gl]b)? As part of this inspection, check physical count of M—16

guidesheet—_ ) . . rifles with the armorer’s hand receipt. If the count is off, conduct a
a. Is not intended to be used in place of applicable regulations. 15ge4 inventory of the weapons.
b. Is only a guide. _ _ (21) Had the same individual conducted consecutive inventories
c. Does not cover all security requirements for AA&E. of weapons (AR 19011, para 2k6\R 710-2, para 1-13 2—12,

and table 2-1, para j; and DA Pam 710-2-1, paral9211

(22) Did records of monthly inventories reflect those weapons
Location: that were signed out or in maintenance at the time of the inventories
Unit ) (AR 190-11, para 26 AR 710-2, para 1-13 and DA Pam

. 710-2-1, para 9-bt4))?

Date: (23) Were individuals drawing their weapons from the arms

a. Arms room . . . room turning in DA Form 3749 (AR 190-11, para @-AR 710-2,

(1) Was the arms storage facility designated as a mission esSefara 1-18; and DA Pam 710-2-1, para 5-§3))?

tial/vulnerable area (AR 190-13, para @)? ) (24) When weapons were issued for periods of 24 hours, did
(2) Was the storage facility wherein arms were stored, designateddividuals—

and posted as a restricted area (AR 190-11, para 4-15 and AR (3 Enter their signature in ink, as it appeared on DA Form 3749,

J-2. Physical Security Compliance

190-13, para 6-3 and 6-4)? . , Equipment Receipt?
(3) Was security lighting at the entrance or issue window of the () Enter the nomenclature and serial number of the weapon
arms room (AR 190-11, para 4#2 drawn?

(4) Were switches for exterior lights located in such a place as to  (¢c) Enter the date/time of the transaction on the issue sheet/log
be inaccessible to unauthorized personnel (AR 190-11, P@AR 190-11, para 2B AR 710-2, para 1-13 and DA Pam
4-2(4))? 710-2-1)?

(5) Was the most secured door to the arms storage facility se- (25) When weapons were returned to the arms room, were entries
cured with a high security padlock and hasp (AR 190-11, paraon the issue sheet/log voided? Did the individual receiving the

4-26(1))? returned weapons enter the date/time, and his/her initials on the
(6) Did the arms room maintaining IDS have signs displaying the issue sheet/log (AR 190-11, para @8R 710-2, para 1-13 and

fact that IDS was present (AR 190-11, para 4-16)? DA Pam710-2-1, para 5d@l))?
(7) Were physical security inspections conducted at least every (26) Had individuals authorized unaccompanied access to re-

18 months (AR 190-11, para Z:6and AR 190-13, para 2-Q)P ceive, store, or issue arms, undergone a command security screen-
(8) Was the arms room, not continuously manned or under con-ing/background check (AR 190-11, para ®-ahct and 4-19)?

stant surveillance, protected by IDS (AR 190-11, paraf)3d—2 (27) Had persons not authorized unaccompanied access to the

(9) Was the arms room protected by at least two types of sensorsarms room been allowed access to the IDS keys (AR 190-11, para
one of which is a volumetric sensor (AR 190-11, par@3¢Have 3-&)?

armorer conduct test.) (28) Is the unaccompanied access list (by name, duty position)
(10) Were bimonthly operational checks to IDS being conducted signed by the unit commander and posted inside the arms room (AR
and recorded. (AR 190-11, para B(@(a))? 190-11, para 4-Hy?

(11) Check the IDS agreement. Does it require either a response (29) In the unit arms room, were privately-owned weapons or
by security personnel or law enforcement authorities to respondauthorized war trophies stored in a locked container separate from
within 15 minutes (AR 190-11, 3a&d)? military weapons (AR 190-11, para 4¢5))? _

(12) Have qualified engineer personnel verified the structural(30) In the unit arms room, were privately-owned weapons in-
composition of the arms room on DA Form 4604—-R, Security Con- ventoried in conjunction with, and at the frequency of the inventory
struction Statement, indicating thereon the highest construction Cat0f Government weapons (AR 190-11, para a{2jb))?
egory met (AR 190-11, para )2 (31) Has a DA Form 3749 been issued for each privately owned

(13) Is the AA&E storage facility approved for the storage of the Weapon stored in the arms room (AR 190-11, paraa(2)@))?
highest category of AA&E stored therein? If not, has a waiver been (32) Is the DA Form 3749 retained in the arms room when the
approved (AR 190-11, para 4aRQ))? weapon is in the possession of the individual owner (AR 190-11,

(14) Was DA Form 4604-R, Security Construction Statement, Para 4-5(3))? ) _
posted in each AA&E storage facility and readily available for (33) Are privately—owned weapons withdrawn from the unit arms
inspection (AR 190-11, para %2 room on]y upon approval of. the unit commander or the command-

(15) Was DA Form 4604-R, Security Construction Statement, &S designated representative (AR 190-11, pareb(4y®

revalidated by qualified engineer personnel at least every five years (34) Are applicable local regulations and State and local law
(AR 190-11, para 2-0? information on ownership, registration, and possession of weapons

(16) In the arms room, a facility not continuously manned, were and ammunition posted on unit bulletin boards (AR 190-11, para

weapons stored in racks/containers weighing more than 500 poundé_?ég’))l? the retenti d st fi diary devi d |
or were the racks/containers fastened to the structure or fastened.( ) Is the retention and storage of incendiary devices and explo-

together in groups totaling more than 500 pounds (AR 190-11, paras"ves prohibit.e.d in the unit arms room (AR 190-11, parsaé6}}
4-2(2))? b. Ammunition and explosives storage areas.

(1) Are Category | and Il ammunition and explosives (A&E)
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stored in earth—covered magazines and igloos (AR 190-11, parancluding keys to the control unit door and monitor cabinet, kept
5-2a (1))? separate from other operational IDS keys (AR 190-11, park)3-8
(2) Are Category | and Il A&E protected by a intrusion detection
system (IDS) (AR 190-11, para 52a))?
(3) In the event of IDS failure, are armed guards posted 24 hourspppendix K
each day to maintain constant, unobstructed observation of the Catejoint—Serviees Interior Intrusion Detection System
gory | and Il storage facilities (AR 190-11, para &22))? (J-SIIDS) Operational Checks
(4) Are security checks conducted once every 2 hours for IDS
protected Category | and Il facilities (AR 190-11, paraab2®)? K-1. (J-SIIDS) OPERATIONAL TEST
(5) Are security checks conducted at irregular hours not to ex-ARNIS ROOM ID NUMBER:

2 DATE:
ceed 48 hours for Category lll and IV facilities (72 hours, IDS . s
protected) (AR 190—11, para )2 a. The following test procedures have been developed specifi-

. .. cally for the Joint-Services Interior Intrusion Detection System
(6) Are Category | and Il storage facility protected by security (3_§jps) and are directly applicable for J-SIIDS installations. For
fencing (AR 190-11, para 5-3)? installations having commercial intrusion detection systems, it may
(7) Are unmanned gates to A&E storage areas locked (AR necessary to modify these procedures to reflect differences in
190-11, para 537 commercial equipment operation.
(8) Do clear zones extend 12 feet on the outside and 30 feet on b. Follow the basic test procedure below for each protected area.
the inside of the perimeter fence for Category | and Il AA&E (para (1) Basic test procedure:
5-3)? (a) Contact the MP Desk prior to conducting the operational
(9) Are clear zones for Category | and Il free of all obstacles, tests. Identify yourself, your location (for example, Building name/

topographical features and vegetation exceeding 8 inches in heighftumber and room number), and the purpose of the test. Inform them
(AR 190-11, para 5§ that multiple alarms will be generated during the test.

(b) Before conducting the J-SIIDS operability tests, it will be
necessary to close all doors and openings equipped with balanced
magnetic switches and it will be necessary to mask ultrasonic mo-
tion sensors, passive infrared motion sensors, and passive ultrasonic

(10) Is security lighting provided for Category | and Il storage
facilities (AR 190-11, para 5-4)?
(a) Switches installed so that they are not accessible?

(b) Lights covered with wire mesh screen? . _ sensors so the tester can test each individual sensor without generat-
(11) Are the A&E storage facilities secured by a high security ing unintentional alarms from the other sensors in the protected
lock and hasp (AR 190-11, para &% area. Close doors/drawers or otherwise secure protected objects

(12) Upon entering and exiting A&E storage areas, are personnelequipped with the capacitance proximity sensor. Allow 1 minute for
and vehicles checked for unauthorized material (AR 190-11, parathe system to stabilize.

5-%)? ((_:)_ Set the control unit mode switch to the TEST/RESET
(13) Are Privately Owned Vehicles prohibited from A&E storage POSItion. ) )
areas (AR 190-11, para ®)9 (d) Conduct J-SIIDS Operational Tests #1 — #6 for applicable

Sensors.
(e) Unmask all sensors.
(f) Contact the MP Desk. Identify yourself, your location (for

(14) Are persons requiring frequent recurring entrance to A&E
areas listed on an entry control roster or issued a photographic

security badge (AR 190-11, para &3 _._example, Building name/number and room number). Verify that
(15) Are doors used for access to Category | storage facilities ey received multiple alarms during the test period. If the protected
locked with two locking devices, one of which is a high security 503 is equipped with an alarm latching switch which must be

lock and hasp (AR 190-11, para 6% _ tested, inform the MP Desk that this test will be conducted. Place
(16) Are Category | missiles and rockets stored in open storagethe control unit mode switch in the ACCESS position. Verify with
(AR 190-11, para 5-B? the MP Desk that the zone status is ACCESS.

(17) When Category | missiles in open storage at vehicle holding (g) Conduct J-SIIDS Operational Test #7 for the alarm latching
areas, aircraft cargo holding areas, or unit storage, are they stored igwitch (If so equipped).
an approved container or in a totally enclosed storage structure (AR (h) Contact MP Desk. Verify that the zone status is ACCESS.
190- 11, para 5-8)? Inform them of test completion.

c. Key and lock control (2) Test/inspection guidesheet:

(1) Are keys to arms storage buildings, rooms, racks, and con- (z) TI'HHIISS A,ERMI\i’SRggl\C/)IMPAFSASIEED tact intai f
tainers maintained separately from other keys and accessible only t(')se(rvi)ce) - (contact maintainer for
those individuals whose official duties require access to them (AR
100.11, para 3.8)? a (AR™"(c) TESTER NAME:

(2) Is a current roster of these individuals kept within the unit (d) SIGNATURE:

(AR 190-11, para 3-8)? K—2. (J-SIIDS) OPERATIONAL TEST #—BALANCED
(3) Is the key control register kept in a locked container (AR MAGNETIC SWITCH (BMS)
190-11, para 3-§? a. The balanced magnetic switch consists of a magnet assembly
(4) Are padiocks and their keys inventoried by serial number @nd a reed switch assembly enclosed in individual housings. The
semi—annually (AR 190-11, para 2)B switch assembly is mounted to the moveable door or window. With
the door or window closed, the magnet assembly acts on the switch
rflssembly holding it closed to complete a circuit. When the door or
window is opened, the magnet moves away from the switch releas-
. . : . ing it. As the switch is released, it opens the circuit causing an
(6) Is the key and lock custodian appointed in writing (ARj3rm. Balanced magnetic switches are used to detect the opening

190-11, para 3-? _ and closing of doors, windows, skylights, and other similar movea-
(7) Is the DA Form 5513-R (Key Control Register and Invento- ble entry-ways.

ry) being utilized to sign out keys and is the form properly filled out p. TEST PROCEDURE:

(AR 190-11, para 3-§? (1) Verify the control unit mode switch is in the TEST/RESET
(8) Are keys required for the maintenance and repair of IDS, position.

(5) Are combinations to locks on vault doors or GSA approved
Class 5 or Class 6 security containers changed annually or upo
change of custodian or armorer (AR 190-11, parag®-8
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(2) With the door/window closed and locked, attempt to rattle or  (2) NUMBER OF PIMS IN THIS ROOM PASSED:
move the door/window. Alarm should not activate. If an audible (3) NUMBER OF PIMS IN THIS ROOM FAILED (contact
signal initiates from the control unit, contact maintainer fonaintainer for service):
adjustment. (4) TESTER NAME:
(3) Slowly open the door, gate, or window. An audible alarm  (5) SIGNATURE:
should initiate immediately from the control unit when the latching
edge of the opening has moved not more than 1-1/4 inches from th&-5. (J-SIIDS) OPERATIONAL TEST #4—PASSIVE

closed position. ULTRASONIC SENSOR (PUS) _ _ _ _
(4) Close the door, date, or window. After 10 seconds, the audi- & The passive ultrasonic sensor is a microphonic type device
ble alarm will stop at the control unit. which detects the ultrasonic energy frequencies produced by break-

(5) Repeat steps 2,3, and 4 for each BMS installed in the pro_ing cons_truction materia!s such as wood, glass, masonry, _cinder
tected area. block, brick, or metals. Different structural materials transmit differ-

¢c. TEST/INSPECTION GUIDESHEET: ent specific frequencies, thus, the range, detection characteristics,
(1) NUMBER OF BMS IN THIS ROOM: and effectiveness are variable from surface to surface.
(2) NUMBER OF BMS IN THIS ROOM PASSED: b. TEST PROCEDURE:

(3) NUMBER OF BMS IN THIS ROOM FAILED (contact (1) Verify the control unit mode switch is in the TEST/RESET

maintainer for service): position. _ _
(11) 'II'ESTER NA\\II{/IE)- (2) Unmask the passive ultrasonic sensor to be tested.

. (3) Allow one minute for system to stabilize.

(5) SIGNATURE: (4) Use a set of metallic keys (6 or more) on a ring to generate
K—3. (J-SIIDS) Operational Test #2—CAPACITANCE noise. Jingle the keys four to six times at |-second intervals. Testing
PROXIMITY SENSOR (CPS) should take place along the walls or other protected surfaces where

a. The capacitance detection system establishes an electrical fieldntrusion is likely, not in the middle of the room. At the end of the
around the protected objects, which must be metallic and insulatedourth to six jingle, an audible signal should initiate immediately at
from ground. An intruder approaching or touching the protected the control unit. The audible alarm will StOp at the control unit 10
object disturbs the field causing a change in system capacitanceSeconds after the sensor is out of alarm.

resulting in an alarm. (5) Re—mask the sensor. _ _
b. TEST PROCEDURE: (6) Repeat steps 2, 3, 4, and 5 for each passive ultrasonic sensor
(1) Verify the control unit mode switch is in the TEST/RESET in the protected area.

position. c. TEST/INSPECTION GUIDESHEET:

(2) Slowly approach the protected area. An audible alarm should (1) NUMBER OF PUS IN THIS ROOM: .
sound at the control unit immediately either just prior, or as you (2) NUMBER OF PUS IN THIS ROOM PASSED:

touch the object. (3) NUMBER OF PUS IN THIS ROOM FAILED: (contact
(3) After the audible signal initiates, move away from the object. Maintainer for serwce).

The control unit audible signal will stop within 1 minute. (4) TESTER NA_ME-
(4) Repeat steps 2 and 3 for each protected object. (5) SIGNATURE:

c. TEST/INSPECTION GUIDESHEET:

(1) NUMBER OF OBJECTS PROTECTED BY CPS IN THIS
ROOM:

(2) NUMBER OF OBJECTS PROTECTED BY CPS IN THIS

K—6. (J-SIIDS) OPERATIONAL TEST #5—VIBRATION
SIGNAL DETECTOR (VSD)

a. Vibration signal detectors are typically mounted directly on
expanded metal cages, walls, and ceilings. Attempts to penetrate

ROOM PASSED: structural materials generate shock waves which are transmitted
(3) NUMBER OF OBJECTS PROTECTED BY CPS IN THIS {hrough the structural material to the sensor. Different structural
ROOM FAILED: (contact maintainer for service) materials transmit different specific frequencies, thus, the range,
(4) TESTER NAME: detection characteristics, and effectiveness are variable from surface
(5) SIGNATURE: to surface.
b. TEST PROCEDURE:
K-4. (J-SIIDS) OPERATIONAL CHECK #3—PASSIVE (1) Verify the control unit mode switch is in the TEST/RESET

INFRARED MOTION SENSOR (PIMS)
a. All objects radiate infrared energy to some degree. The inten-
(s:g?/orOfalr:Erzrfr?agenetre%()t/ufem(l)t;e%elsog% Fé?n:jnigr:; éggrter?gears\tll;res, (3) Tap the protected surface with a solid object several times in
’ ject. 9y YScuccession. An audible signal should initiate from the control unit

present, and its intensity changes as the temperature of the Obje‘a/hen the required number of taps or pulses have been received

prlanges. J he passtlr\]/e |nftraredf mOt'.O? %etec_t(zr Itsh ab(lje tto tdetefqlgvvithin the proper time interval. The audible signal will stop at the
intrusion because the entry of an ntruder into the detection Neld ., .o nit 10 seconds after the detector is out of alarm.

abruptly changes the background level of infrared energy bein : . . .
sensF()edy by thg detector an% an alarm signal is generatgé/ 9 (4) Repeat steps 2 and 3 for each vibration signal detector in the
' ) protected area.

b. TEST PROCEDURE:
. . L c. TEST/INSPECTION CHECK LIST:
(12 Verify the control unit mode switch is in the TEST/RESET (1) NUMBER OF VSD IN THIS ROOM:
position. (2) NUMBER OF VSD IN THIS ROOM PASSED:

g; Xﬁ‘(;‘c\f‘sé‘néhfniﬁﬁfes"ggr'gfr:tfg] ’t";"ts'?:biﬁggsor being tested.  (3) NUMBER OF VSD IN THIS ROOM FAILED:(contact main-
Y : tainer for service)

(4) Conduct a walk test by beginning at a point outside the (4) TESTER NAME:
protected area or at the doorway to the protected area moving along (5) SIGNATURE: '
likely intruder paths until audible alarm is activated at the control ’

position.
(2) Allow one minute for system to stabilize.

unit. K-7. (J-SIIDS) OPERATIONAL TEST #6—ULTRASONIC
(5) Remask the sensor. MOTION SENSOR (UMS)
(6) Repeat steps 2, 3, 4 and 5 for each PIMS in the protected a. Ultrasonic motion detection operates on the Doppler frequency
area. shift principle. A pattern of inaudible sound waves, generally in the
c. TEST/INSPECTION GUIDESHEET: 20 to 45 kHz range are transmitted into the room and monitored by
(1) NUMBER OF PIMS IN THIS ROOM: the system receiver(s). Intruder motion within the room disturbs the
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sound wave pattern, altering its frequency. The change in frequency
or Doppler shift is detected and an alarm is generated.

b. Numerous configurations of the sensor and detection pattern
are available, including wall mounts, ceiling mounts, and covert
mounts where the sensor is disguised as an everyday office or home
object. Sensors are available as transceivers where both transmitter
and receiver are mounted in the same housing, or as “split head”
systems where individual transmitters and receivers are utilized. The
type and location of the transmitters and receivers determine the
detection pattern and extent of coverage.

c. TEST PROCEDURE:

(1) Verify the control unit mode switch is in the TEST/RESET
position.

(2) Unmask the ultrasonic motion sensor to be tested.

(3) Allow one minute for system to stabilize.

(4) Conduct a walk test by beginning a point outside the pro-
tected area or at the protected area boundary and moving along
likely intruder paths until an audible signal is initiated at the control
unit. The audible alarm will stop at the control unit 10 seconds after
the sensor is out of alarm.

(5) Re-mask the sensor.

(6) Repeat steps 2, 3, 4, and 5 for each ultrasonic motion sensor
installed in the protected area.

d. TEST/INSPECTION GUIDESHEET:

(1) NUMBER OF UMS IN THIS ROOM:

(2) NUMBER OF UMS IN THIS ROOM PASSED:

(3) NUMBER OF UMS IN THIS ROOM FAILED: (contact
maintainer for service)

(4) TESTER NAME:

(5) SIGNATURE:

K-8. (J-SIIDS) OPERATIONAL CHECK #7—ALARM
LATCHING SWITCH (ALS)

a. The alarm latching switch is incorporated into the intrusion
detection system to provide individuals with a means of signaling,
in a covert manner, that they have been placed under duress. Is
intended to be foot operated and located in such a way that it can be
easily reached and covertly operated during duty hours. For the
protection of the user, the alarm latching switch must never annun-
ciate in the area where they are located.

b. TEST PROCEDURE:

(1) Activate the alarm latching switch to be tested. Test should
be accomplished with the control unit in the access position.

(2) Call the MP Desk and verify that they received an alarm from
the zone under test. If no alarm was received, contact the maintainer
for service.

(3) Reset the sensor by removing the switch cover and depressing
the red reset switch. Install the cover.

(4) Reset the control unit by placing the control unit mode switch
to the SECURE position momentarily and then setting the mode
switch to the ACCESS position.

(5) Contact MP Desk and verify that the zone status is ACCESS.

(6) Repeat steps | through 5 for each alarm latching switch to be
tested.

a. TEST/INSPECTION GUIDESHEET:

(1) NUMBER OF ALS IN THIS ROOM:

(2) NUMBER OF ALS IN THIS ROOM PASSED:

(3) NUMBER OF ALS IN THIS ROOM FAILED: (contact
maintainer for service)

(4) TESTER NAME:

(5) SIGNATURE:
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Index

Suspended security provisions, 1-1

Evaluating need for, 5-3

This index is organized alphabetically Byefense Reutilization Marketing Office Gates, 5-3
topic and subtopic within a topic. Topics and (DRMO) (See disposal and demilitariza-

subtopics are identified by paragraph numbe

Access control (See also two—person rule.)
Accountability, Disposition, Disposal and
Demilitarization
DOD Central Registry, 6-2
of ammunition and explosives, 6-3
of arms, 6-2
of nonnuclear missiles and rockets, 6-1
Alarms
Alarm Intrusion Detection Record, 3—-6
Computer printouts, 3-6
Daily log, 3-6
Ammunition
Covered by regulation, 1-1
Definition, 1-1
Excluded from regulation, 1-1
Anniston Army Depot, 6—7
Armament, Munitions, and Chemical
Command, U.S. Army (AMCC), 4-2,
8-3
Arms
Covered by regulation, 1-1
Defined, 1-1
Excluded from regulation, 1-1
Protection of, 4-1
Arms parts
Protection of, 4-14
Arms racks
Instructions for fabrication, 4-2
Audits (See Inspections)

Basic load ammunition
Security procedures for, 5-8

Battery coolant units
Storage of, 5-8

Bureau of Alcohol, Tobacco and Firearms
Liaison for security threats, 3—4

Chief, National Guard Bureau
Responsibilities 1-6

Clear zones
Requirements, 5-3

Commercial ammunition
For display, 4-7
Protection of, 4-7

Commercial arms (See commercial ammu-
nition)

Commercial shipments (See also transpor-
tation)
Security for, 7-14

Communications
Required for security personnel, 5-7
Consolidated arms rooms, 4-4
Contingency plans, 3-3

Construction of storage facilities

Construction programming documents, 1-4
Engineer personnel responsibilities, 1-—

2-2

1-12, 1-13, 22
Countermeasures, 3-5
Criminal Investigation Division Command,
U.S. Army (USACIDC) (See also Lost,
Stolen, or Missing AA&E) 1-9

Decision Logic Tables, tables B-1 through
B-6
Declaration of war
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r. tion)

Surrounding storage areas, 4-17

Foreign Military Sales, 7-12

Defense Transportation System (DTS)Guards

7-12
Demilitarized weapons
Storage of, 4-11
Deputy Chief of Staff for Operations and
Plans (DCSOPS)
Responsibilities of, 1-4
Director Civilian marksmanship
Prohibitions, 2—7
Disciplinary action
Violations of regulation, 2-11
Disposal and demilitarization
Ammunition, 6-6
Arms, 6-6

Armed guards, 7-9

At entrance and exit points, 5-5
For missiles and rockets, 5-8
Igloos, security measures, 5-13

Incident reports (See also serious incident

reports)

Commander responsibilities, 1-10, 1-11,
1-12, 8-2

HQDA responsibilities, 1-5, 8-2

Iltems and amounts reported, 8-2

Investigations, 1-9, 2-8, 2-9

Inspections

Defense Redutilization Marketing Office Acceptance of IDS, 3-6

(DRMO), 6-6
Explosives, 6-6
DOD Central Registry (See also Accounta-
bility, Disposition, Disposal and
Demilitarization; Physical inventory con-

Physical security inspections, 1-11, 2—-6
Procedures, 2-6

Status of waivers and exceptions, 2-4, 2—6
Supply operations, 2—6

Unannounced inspections, 1-€l1

trol; serial number; Small Arms Installation planning board, 1-1Z

Serialization Program)
Anniston Army Depot, 6-7
Disposal of privately owned firearms, 6—7
Excluded arms, 6-2
Identifying weapon ownership, 8-3
Inter—Service transfer of weapons, 6-2
Investigative aids, 8-3
Reporting loss, 8-2
Small Arms Serialization Program, 4-13
Small arms shipments, 6-2
DOD Explosives Safety Board, 7-13
Doors, locks and locking devices
Approved doors, 4-2
Approved locks and locking devices, 5-6
Double doors, 4-2
Panic hardware, 4-2
Drainage structures (See also Fences), 5-3

Engineers, Chief of
Responsibilities, 1-7
Entry control (See also Fences; Guards)
Clearances required, 5-9
Gates, 5-9
Roster, 5-9
Storage areas, 5-9
Two—person rule, 5-9
Vehicle inspections, 5-9

Intrusion Detection System (IDS)

Acceptance inspection, 3-6

Access to wiring diagrams, 3—-6

Backup power supply, 3-6

Central control station, 3-6

Clearance of civilian contractor employees,
3-6

Components of IDS, 3-6

Computer printout of alarms, 3-6

Considered for security classification, 3—-6

Daily log of alarms, 3-6

Facilities in civilian communities, 3—6

Facilities off installation, 3—6

Failure of IDS, 4-2

Physical security inspections, 3-6

Reserve component facilities, 3—6

Response force, 3-6

Security checks, 3-6

Signs announcing IDS, 3-6, 4-16, 5-11,
app F

System operational checks, 3-6

Transmission lines, 3-6

Inventory (See also museums)

Adjustments, 2-9
Control, 6-2, 6-3
Effectiveness review, 6-5

- Losses, 64
Explosives
Covered by regulation, 1-1 Joint Ordnance Commanders Group
Defined, 1-1 (Joceg), 1-1
Explosive Ordnance Disposal Team, 7-1 Keys
Facilities AA&E, 3-8
Requirements, 1-1 Broken, 3-8

' (COCO), 1-1, app H

(GOCO), 1-1, app H

Federal Bureau of Investigation (FBI)
Liaison for security threats, 3—4
Losses from Civilian Marksmanship Pro-

gram, 2-9

Reporting losses, 8-2, 8-3

Fences (See also drainage structures; entry
control)
Construction criteria, 5-3
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7Contractor—owned, contractor operate

&€ontainers, 3-8

Controls, 4-2, 5-6

Security personnel responsibilities, 1_11(,30vernment—owned, contractor operatefustodian, 3-8

Depository, 3-8

IDS, 3-6, 3-8

Lost, misplaced or stolen, 3-8
Safeguarding, 3-6

Key Control Registry and Inventory, 3-8
King Tut blocks, 5-13

Lanyards, 4-1
Lighting, 4-2, 5-4
Locks



Approved, list of, 5-6
Combination locks, 3-8
Cylinders, replacement of, 3-8
Padlocks, 3-8

Losses (See also Inventory, Investigations;

Marksmanship Weapons; Reports)
Disposition of records, 8—4

Due to discrepancies, 2-9

Due to negligence, 2-9

Due to theft, 2-9

Notification requirements, 1-4, 8-2
Property overages, 2-9
Transportation losses, 2-9

Marksmanship weapons
Exceptions for, 4-6
Lost, stolen or missing, 2-9
Protection for, 4-6

Materiel Command, U.S. Army (AMC),
Responsibilities, 1-8

Military Airlift Command (MAC), 1-14,
7-, 7-12

Military Sealift Command, 1-14, 742
7-12

Military Traffic Management Command
Responsibilities, 1-14, 2a, 7-2
Waivers and exceptions to policy, 2—4

Museums
Accountability of weapons, 4-13
Inventory, 4-13
Procedures, 4-13

National Agency Check, 3-6

National Crime Information Center
(NCIC), 3-6, 8-2, 8-3

National Firearms Act of 1968, 4-5

Naval Civil Engineering Laboratory
(NCEL), 3-8

Peacetime conditions, 1-1

Personnel selection
Disqualifying factors, 2-12
National Agency Check, 3—-6

Procedures, 2-12

Physical security planning
Contingency plans, 3-3
Coordination requirements, 3-2
Implementation instructions, 3-5
Phases of security operations, 3-5
Requirements assessment, 3-1

Policy
Consolidation of AA&E, 2-1
Construction of facilities, 2—2
Cost, 2-1
Disposal of AA&E, 2-1
Physical security equipment, 2-1
Removal of AA&E from storage, 2-1
Storage area’s size, 2-1
Unusual activities, 2—-1
Unusual facilities, 2—1

Priority lists, 2—-3

Priority of installation of physical security
equipment, 2-3

Privately—owned weapons and ammunition
Abandoned, 6-7
Confiscated, 6—7
Protection of, 4-5
Storage of, 4-5

Prohibitions
Against civilian marksmanship, 2—7
Against gun clubs, 2-7
Against National Guard units, 2—7

Against reserve units, 2—7

Suspension of transportation physical se-

Against Reserve Officer Training Corpcurity requirements, 1-1

units, 2-7
Property overages, 2-9
Protection of Arms
During maintenance operations, 4-1
Individual responsibilities, 4-1
Mounted weapons, 4-1, 4-2
Protection of Missiles, rockets, ammun
tion and explosives
Requirements, 5-8
Purpose of regulation, 1-1

Quantity verification, 7-2

Recovered property
Accountability, 2—9
Return to owner, 8-3
Rendering weapons inoperable, 4-2
Reports (See also incident reports; serious
incident reports)
Criminal investigation reports, 2-9
Report of missing/recovered firearms, am-
munition and explosives, 2-9
Report of survey, 2-9
Requisition
Rejecting requisitions, 2—-8
Required instructions, 2-8
Verification of requisition, 2-8
Restricted area, 4-15, 5-10

Sales
Sales in United States, 6-6
Overseas sales, 66
Screening of personnel (See Personnel)
Security of AA&E
Aboard ships, 2-5
During training, 2-5
For deployment, 2-5
In museums, 4-13
Security construction statement, 2-2
Security forces (See also Guards)
Annual review of procedures, 3-7
Armed personnel, 3-7
Law enforcement patrol plans, 3-7
Records of guard checks, 3-7
Required training, 2-10
Sensitive items aboard ships or aircraft,
4-2
Serial number (See also DOD Central Reg-
istry; Small Arms Serialization Pro-
gram)
Duplicate numbers, 6-2
Format, 6-2
Two—-man certification, 7—4
Serious incident report (See also incident
reports; reports)
Reporting responsibilities, 8-2
Shipments of AA&E, 7-1

Terrorist conditions, 7-2
Tools and high-value items, 4-18
Training
Commander’s responsibilities, 2—-10
Required subjects, 2-10

i_Transportation (See also commercial ship-

ments)

Air movements, 7-7

Commercial aircraft, 7-2

Commercial movements, 7-10

Contract movements, 7-13

Criteria, 7-1

Duties, 7-2

Foreign military sales (FMS) shipments,
7-12

Intra—installation movements, 7-1

Losses during, 2-9

Marksmanship weapons and ammunition,
7-18

Military Airlit Command (MAC), 7-2

Military Sealift Command (MSC), 7-2

Military Traffic Management Command
(MTMC), 7-2

Organic unit movements, 7-9

Overseas in—theater movements, 7-11

Physical security standards, 7-3, 7-5

Small quantity shipments, 7-8

Unit training movements, 7-1

Water shipments, 7-6

Transportation Protective Service, 7-12

Two—person rule, 4-19

Wartime conditions, 1-1
Waivers and exceptions
Blanket waivers, 2—-4
For commercial carriers, 2-4
From construction standards, 2—4
Weapons, Storage of (See also Museums;
Protection of arms)
Contract guard weapons and ammunition,
4-8
Foreign weapons and ammunition, 4-12
General officer weapons and ammunition,
4-9
Guidance, 4-1
Procedures, 5-8, 5-12
Retained in private quarters, 4-1, 4-5
U.S. Military Academy weapons, 4-10
Weapons Trainers
Storage of classified, 4-3

Small Arms Serialization Program (See

also DOD Central Registry; serial num-
ber)
Registering serial numbers, 4-13
Small quantity shipments, 7-8
Storage area at unit level, 5-8
Storage containers, 4-2
Storage facility criteria, 4-2

Storage of weapons (See weapons, storage

of)
Surveys (See Inspections)

AR 190-11 « 12 February 1998

45



46

RESERVED

AR 190-11 « 12 February 1998



M TAB ' TAB
' i

SECURITY CONSTRUCTION STATEMENT
For use of this form, see AR 190-11; the proponent agency is ODCSOPS

INSTRUCTIONS

This form will be prepared in three copies. The original will be maintained permanently 1n the filas of the individual signing the form. The
first copy wilt be maintained permanently in the using unit/organizationa! files. The second copy will be filed permanently in the
arms/ammunition storage facility. Ali entries except item 7 will be typewritten.

1. THE CONSTRUCTION OF THIS FACILITY CONFORMS TO THE CRITERIA OF AR 190-11 WHICH IS IN EFFECT ON THIS DATE EXCEPT AS INDICATED
HEREON

2 ROOM AND BUILDING NUMBER, STREET AND INSTALLATION ADDRESS

3. THIS APPLIES TO

& . AN EXISTING STRUCTURE
B, ___ CONSTRUCTION OF NEW FACILITY
€. MOOIFICATION OF EXISTING FACILITY (Expiain)
4. NAME OF OFFICIAL SIGNING IN ITEM 7 BELOW GRADE 6. ADDRESS OF OFFICIAL )

5. ORGANIZATION

7. SIGNATURE DATE SIGNED -

DA FORM 4804-R, 1 MAR 77
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